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Preface

For integer factorization and discrete logarithm calculation, P.W.Shor published an
effective quantum calculation in SIAM Journal on Computing in 1997, which is
called the Shor algorithm in academic circles. Classical public key cryptosystems
such as RSA, ECC and so on could not resist the attack of the Shor algorithm, so the
major security risks of public key cryptosystems are completely exposed to the Shor
algorithm and quantum computer.

In the past 20 years, the rise and development of post-quantum cryptography have
close relation with the lattice cryptosystems. The academic community believes
that the hard problems on lattice, such as the shortest vector problem (SVP), the
continuous shortest vector problem (SIVP) and the determination of the shortest
vector problem (GapSVP) can resist quantum computing effectively, so the public
key cryptosystems based on the hard problems on lattice become the core theory
and technology of the post-quantum cryptography. At present, there are six kinds of
published post-quantum cryptosystems:

1. Ajtai-Dwork cryptosystem (1997). Ajtai constructed a collision-resistant Hash
function by the circulant matrix and ideal matrix, and converted the collision point
into the shortest vector problem on g-ary integer lattice. Ajtai first proposed the
concept of random lattice (Gauss lattice) in 1996, and established the famous
reduction principle ‘from the worst case to the average case’. The security of
Ajtai-Dwork cryptosystem could be fully proved by this reduction principle.

2. GGH/HNEF cryptosystem (1997). In 1997, Goldereich, Goldwasser and Halevi
constructed a public key cryptosystem based on the closest vector problem on
the g-ary integer lattice, which was further improved by Micciancio using the
Hermite normal basis in 2005. The idea of Micciancio is very simple. Since the
HNF basis of any lattice can be easily computed from its generated matrix, the
GGH cryptosystem uses the HNF basis as the public key directly.

3. NTRU cryptosystem (1998). Number Theory Research Unit (NTRU) is a
quantum-resistant computing public key cryptosystem developed by J. Hoffstein,
J. Pipher and J. H. Silverman in Brown University in 1998, which has become
the most attractive post-quantum cryptosystem due to its simple algorithm, fast
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calculation speed and small storage space. In 2009, the National Institute of
Standards and Technology wrote a survey report: there is no cryptosystem could
consider both public key encryption and digital signature, and resist the Shor
algorithm simultaneously. The NTRU encryption algorithm seems to be the most
likely choice among many lattice-based encryption schemes. The PQCRYPTO
program (Horizon 2020 ICT-645622) by European Union hopes to develop a new
European encryption standard based on the NTRU improved by Stehle-Steinfeld.
MacElience/Niderreiter cryptosystem (1998). Linear codes are the earliest error-
correcting codes in coding theory. Later, algebraic coding developed based on
the ideal theory greatly enriched and improved the linear coding theory. Cycle
code and Goppa code are the most important error-correcting codes in algebraic
coding. MacElience and Niderreiter constructed a new public key cryptosystem
by using the asymmetry of encoding algorithm and decoding algorithm of the
error-correcting code independently, which we call MacElience/Niderreiter cryp-
tosystem. Since a code (linear code or algebraic code) can be regarded as a lattice
on a finite field, the security of this cryptosystem is closely related to the closest
vector problem on the g-ary integer lattice. Recent studies have shown that coding
theory plays an important role in lattice-based cryptosystems.

LWE cryptosystem (2005). In 2005, O. Regev of Tel Aviv University in Israel
proposed the famous LWE cryptosystem based on the LWE distribution. Because
of this work, Regev won the highest award in the theoretical computer science
in 2018—the Godel Award. The LWE distribution (Learning With Errors) is
a random linear system with errors having Gauss distribution. Regev’s cryp-
tosystem encrypts a single bit of plaintext each time. Since the security of the LWE
problem has been clearly proved (see Chap. 3 of this book), LWE cryptosystem
is currently the most active and mainstream research topic.

Fully homomorphic encryption (FHE). In 1985, R.Rivest, C.Adleman and
M.Dertouzos first proposed the concept of data bank and the conjecture of fully
homomorphic encryption. Some individuals and organizations encrypt the orig-
inal data and store them in the data bank for privacy protection, which is obviously
a huge wealth. How to compute these encrypted data effectively? R. Rivest, C.
Adleman and M. Dertouzos presented the fully homomorphic encryption conjec-
ture. In 2009, C. Gentry of Stanford University partially solved the RAD conjec-
ture. Gentry’s work is based on the ideal lattice, that is, an integer lattice which
has a one-to-one correspondence to the ideal of polynomial ring. But the cryp-
tosystem of Gentry is a finite-time fully homomorphic encryption, and infinite
fully homomorphic encryption is still an unsolved public problem. In 2012 and
2013, the second and third fully homomorphic encryption algorithms based on
the LWE distribution were proposed one after another. Gentry won the 2022
Godel Award for his contributions.

In the book Modern Cryptography, we give a detailed introduction to the basic

theory of lattice and the first four kinds of lattice-based cryptosystems. The main
purpose of this book is to discuss the computational complexity theory of lattice
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cryptosystems, especially Ajtai’s reduction principle, and fill the gap that post-
quantum cryptography focuses on the encryption and decryption algorithms, and
the theoretical proof is insufficient. In Chaps. 3, 4 and 6, we introduce the LWE
distribution, LWE cryptosystem and fully homomorphic encryption in detail. When
using stochastic analysis tools, there are many ‘ambiguity’ problems in terms of
definitions and algorithms, such as the ‘X’ notation appeared in a large number of
papers and books, which is unprecise mathematically. The biggest characteristic of
this book is to use probability distribution to provide rigorous mathematical defi-
nitions and proofs for various unclear expressions, making it a rigorous theoretical
system to facilitate teaching and dissemination in class. Chapters 5 and 7 are based
on two papers published by the authors in the journal Journal of Information Security
(see references [63, 64]). These materials can be regarded as some important topics,
such as the further extension and improvement of cyclic lattices, ideal lattices and
generalized NTRU cryptosystems.

This book contains the most cutting-edge and hottest research topics in post-
quantum cryptography. Reading all the chapters requires a lot of mathematical
knowledge and a good mathematical foundation. Therefore, this book can be used
as a textbook for graduate students in mathematics and cryptography, or a reference
book for researchers in cryptography area. Due to the rush of time, all the mate-
rials are summarized from domestic and foreign research papers in the last 20 years,
and shortcomings and mistakes are inevitable. We welcome readers to criticize and
correct them.

Zhengzhou, China Zhiyong Zheng
September 2022
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Notations

R" n dimensional Euclidean space

7" Integer points in R”

Ly Residue class ring mod ¢

C Complex field

R[x] Polynomial ring of one variable on R

Z[x] Polynomial ring of one variable on Z

Zglx] Polynomial ring of one variable on Z,

[x| [, norm of vector x

N (xg, 1) Sphere with center x( and radius r in R”

[a] The largest integer no more than real number a
{a} The fractional part of real number a

la] The nearest integer to real number a

f Fourier transform of function f

A, n) Statistical distance of random variable £ and
E() Expectation of random variable &

Var(&) Variance of random variable &

Pr{A} Probability of random event A

U(G) Uniform distribution on G

d(x) Cumulative distribution of standard normal distribution
poly(n) Polynomial function of n

L =L(B) Lattice L with generated matrix B

L(B)* Dual lattice of L with generated matrix (B7)~!
F(B) Basic neighborhood of lattice with generated matrix B
M(L) Minimal distance of lattice L

p(L) Covering radius of lattice L

ne(L) Smoothing parameter of lattice L

alx) Product of real number a and vector x

X-y Inner product of vector x and y

A®B Kronecker product of matrix A and B

€(n) Negligible function of n

gn)=0(f(n)) gn) = O(f(mloglog| f(n))



Chapter 1 ®)
Random Lattice Theory oo

X1 Y1
Let R” be the Euclidean space of dimensionn, x = - [.y=1 : | aretwo vectors
Xn Yn
of R”, the inner product of x and y is defined as
X y=xy Xyt Xy =Xy (1.0.1)

The Euclidean norm |x| of vector x (also called the /; norm) is defined as
|x|=(x12+x22+-~+x,f)% =x  x. (1.0.2)

Let B = (b;j)nxn € R"™" be an invertible square matrix of order n, a full-rank
lattice L in R" is defined as

L=L(B)={Bx|xeZ. (1.0.3)

Alattice L is a discrete geometry in R”, in other words, there is a positive constant
A1 = X1 (L) > 0 and a vector @ € L satisfying o # 0, such that

ol = min_|x] = (L), (1.0.4)

mi
xeL,x#

A is called the shortest distance in L, « is the shortest vector in L. A sphere in n
dimensional Euclidean space R" with center x( and radius r is defined as

N(xg,r) ={x e R" | |x —xo| <1}, xo € R". (1.0.5)

© The Author(s) 2023 1
Z. Zheng et al., Modern Cryptography Volume 2, Financial Mathematics and Fintech,
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2 1 Random Lattice Theory

In particular, N (0, r) represents a sphere with origin as the center of the circle and
radius r. The discretization of a lattice is equivalent to the fact that the intersection
of L with any sphere N (xo, r) is a finite set, i.e.

#{L N N(x, 1)} < 00. (1.0.6)

Let L = L(B)bealattice, B is the generated matrix of L. Block B by each column
vector as B = [By, B2, ..., Bul, the basic neighborhood F(B) of L is defined as

F(B)=1{) xiBi 10<x <1} (1.0.7)

i=1

Clearly the basic neighborhood F(B) is related to the generated matrix B of L,
which is actually a set of representative elements of the additive quotient group
R"/L. F*(B) is also a set of representative elements of the quotient group R"/L,
where

‘ 1 1
(B) {i;xlﬂ | =5 <<
therefore, F*(B) can also be a basic neighborhood of the lattice L. The following
property is easy to prove [see Lemma 2.6 in Chap. 7 in Zheng (2022)]

Vol(F(B)) = |det(B)| = det(L). (1.0.8)

That is, the volume of the basic neighborhood of L is an invariant and does not
change with the choice of the generated matrix B. We denote det(L) = |det(B)| as
the determinant of the lattice L.

The basic properties of lattice can be found in Chap. 7 of Zheng (2022). The main
purpose of this chapter is to establish the random theory of lattice. If a lattice L is the
space of values of a random variable (or random vector), it is called a random lattice.
Random lattice is a new research topic in lattice theory, and the works of Micciancio
and Regev (2004), Regev (2004), Micciancio and Regev (2004), Micciancio and
Regev (2009) are pioneering. In this way, the study of random lattice is no more
than ten years. For technical reasons, only a special class of random lattices can be
defined and studied. That is, consider a random variable & defined in R” from a Gauss
distribution, and limit the discretization of £ to L so that L becomes a random lattice.
Itis a special kind of random lattice, which we call the Gauss lattice. The main purpose
of this chapter is to introduce Gauss lattice, define the smoothing parameter on Gauss
lattice and calculate the statistical distance based on the smoothing parameter. The
mathematical technique used in this chapter is high dimensional Fourier transform.



1.1 Fourier Transform

1.1 Fourier Transform

A complex function f(x) on R” is a mapping of R* — C, where C is the complex

field. We define the function space L' (R) and L?(R):
L'R)={f:R"— C| /|f(x)|dx < 00}
R/I

and
L*R)={f:R"— C| /|f(x)|2dx < o0}

Rn
If f(x), g(x) € L'(R"), define the convolution of f with g as
frt = [ ri- e
Rll

We have the following properties about convolution.

Lemma 1.1.1 Suppose f(x), g(x) € L'(R"), then
(i) fxg(x) =g f(x).
(ii) [ fxg(x)dx = [ f(x)dx - [ g(x)dx.

Rn

R» R®

Proof By the definition of convolution (1.1.3), we have

gx fx) = /g(x - &) f(¢)ds = /g(y)f(x —ydy = f*gx).

R? R»

Property (i) holds. To obtain the second result (ii), we have

/f*g(X)dx =/(/ Jx —§)g(6)dé)dx

]Rn Rn Rll
- / / FO)g(€)dyds = / FO)dy - / g(E)de.
Rn Rn ]Rn RI’I

The lemma is proved.

(1.1.1)

(1.1.2)

(1.1.3)



4 1 Random Lattice Theory

Definition 1.1.1 If f(x) € L'(R"), define the Fourier transform of f(x) as

fx) :/f(s)e*h”fdg, x eR". (1.1.4)
]Rn

Note that f — f is an operator of the function space defined on L' (R"), which is
called the Fourier operator. If f(x) = fi1(x1) fa(x2) - - - fu(x,), then the high dimen-
sional Fourier operator can be reduced to the product of one dimensional Fourier
operators, i.e.

A

fo) =T, fi(x). (1.1.5)

The following are some of the most common and fundamental properties of Fourier
transform.

Lem/nE 1.1.2 Suppose f(x) € L'(R"), g(x) € L'(R"), then

(i) f*g(x) = f(x)g(x).

(ii) a € R" is a given vector, denote t, [ as the coordinate translation function, i.e.
T, f(x) = f(x +a), Vx € R". Then we have?a?(x) = ezﬂix'”f(x).

(iii) Let h(x) = €29 f(x), thus h(x) = f(x — a).

(iv) Let § #0 be he real number, fs5(x) = f(%x), then ﬁ;(x) = |8|”ﬁ;71(x) =
181" £ (8x).

(v) Let A be an invertible real matrix of order n, namely A € GL,(R), define f o
A(x) = f(Ax). Thenm(x) = |A|’1fo A HT(x) = |A|’1f((A’1)Tx), where
AT is the transpose matrix of A.

Proof By definition, we have

Fram = / Fx gE)e T EdE

R

= [ (] £& = mganeae.
R R
Taking variable substitution & —y = y’,then§ = y + y’, and d§ = dy’, so we have

F gt = / g(y)e™ " dy - f FOHET Y = f)).

R® R
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property (i) is proved. Based on the definition of Fourier transform, we have

wre = [ re+ae i = [ pore oy
Rn R?I

— eZnix-a / f(y)672nix~ydy — eZnix-uf(x)’

R

property (ii) gets proved. Similarly, we can obtain (iii). Next, we give the proof of
(iv). Since § # 0, and f5(x) = f(éx), SO

N 1 . o
Ao = / FGEe g = / FO)e 2= sy

Rr R»

= / Fe 0|5 dy = |5]" f5-1(x).
]Rn

By the condition A € GL,(R), f o A(x) = f(Ax), then

—

ToAk) = / FAE)e e g
Rn

Taking variable substitution, y = A&, then A~'y = £, and d¢ = |A|"'dy, so

FoAw) = / Fe A A dy = (Al / f (e AN gy
Rr Rr
= A f (AT = A7 f o (ATHT ().
Lemma 1.1.2 is proved. ]

Finally, we give some examples of the Fourier transform.

Example 1.1 Letn = 1,a € R, a > 0, define the characteristic function 1;_, 4(x)
of the closed interval [—a, a] as

I, x € [—a,al,

la.a(®) = {0, x ¢[—a,al

Then )
A sin 2mwax
l—ga(x) = —. (1.1.6)
TX
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Forn > 1,leta = (ay, az, ..., a,) € R", the square [—a, a] is defined as

[—a,a]l = [—ai, a1] X [—az, az] X -+ X [—ap, a,].
Define the characteristic function 1;_, 4)(x) of the square [—a, a], then

A . Sin2ma;x;
l—ga(x) = nile- (1.1.7)

Proof For the general n, it is clear that
1[7a,a](-x) = H?zll[fa,v,ai](xi)

Based on Eq. (1.1.5), we only need to prove Eq. (1.1.6).n = 1,a € R, so

a

A , ; 1
1[—u,a](x) = f 1[—a,a](§)e_2mxsd€: = /e—meédg = ——sin2wax.
X
R —a

O

Example 1.2 Let f(x) = e’ x € R", then f(x) € L'(R"), and f(x) = f(x),
namely f(x) is a fixed point of Fourier operator, which is also called a dual function.

Proof Clearly, f(x) € L'(R"). To prove the fixed point property of f(x), by defi-
nition

f(x) — fe—nlélz—Znix-Edé — el /e—n|§+ix\2d%. — el /e‘”'y‘zdy.
R» Rr Rr
By one dimensional Poisson integral,

+00

/e’”yzdy =1, (1.1.8)

—0o0

we have the following high dimensional Poisson integral,
/e_”‘)’lzdy =1. (1.1.9)
R/l

So we get f(x) = f(x). O
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1.2 Discrete Gauss Measure

From the property of f(x) = e~"*” under the Fourier operator introduced in the last
section, and high dimensional Poisson integral formula (1.1.9), we can generalize
f (x) as the density function of a random variable from the normal Gauss distribution
to a general Gauss distribution in R”. We first discuss the Gauss function on R”.

Definition 1.2.1 Lets > 0 be a given positive real number, ¢ € R” is a vector. The
Gauss function p; .(x) centered on ¢ with parameter s is defined as

psc(x) =e w x e R (1.2.1)

and .
ps(x) = pso(x), p(x) = p1(x) =e ™", (1.2.2)

From the definition we have

|3

1
ps(x) = p(;x) =e

and
ps(x) = ps(x1) ... ps(Xy).
It can be obtained from Poisson integral formula (1.1.9)
/,os(x)dx = /,os,c(x)dx =s". (1.2.3)
R R"

Lemma 1.2.1 The Fourier transform of Gauss functions ps(x) and p; .(x) are
ps(x) = 5" prys(x) = s"e I (1.2.4)

and ‘
Psc(x) = e " py i (x). (1.2.5)

Proof By property (iv) of Lemma 1.1.2 and s > 0, we have
Ps(x) = 5" p1y5(x) = 5" p(sx) = 5" p(sx).

The last equation follows from Example 2 in the previous section, therefore, (1.2.4)
holds. By the property (ii) of Lemma 1.1.2, we have

Ps.c(x) = T_ope(x) = e 7 p(x) = 5" py g (x).

Lemma 1.2.1 is proved. O
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Lemma 1.2.2 p; .(x) is uniformly continuous in R", i.e. for any € > 0, there is
8 =4(€), when |x — y| < b forx e R", y € R", we have

|ps,c(x) - ps,c(y)| < €.

Proof By definition, 0 < p, .(x) < 1, hence ps . (x) is uniformly bounded in R”, we
will prove ,0Y () is also uniformly bounded in R". We only prove the case of ¢ = 0.

Since pg(x) = ps(x1) = - - - = ps(x,), without loss of generality, letn =1, t € R,
then
/ _ 27'[ 7%[2
)Os(t) = —S—zte se
When |t| > M, itis clear
e_%tz 1
lt1>

Hence, when |¢| > M, we have

0] < 2= <
PN s2|t]  s2M

For |t| < M, By the continuity of p; () we have ,o; (#) is bounded. This gives the
proof that ,o;’c(x) is uniformly continuous in R”. Let |,o;qc(x)| < My, Vx € R". By
the differential mean value theorem, we have

10s.c(x) = pys.cN] = 1, ()] - |x — y| < Molx — yl.

Let § = =, then

|05, (x) = psc (W) <€, if |x —y| <.

We finish the proof of the lemma. d

Definition 1.2.2 For s > 0, ¢ € R", define the continuous Gauss density function
D (x) as

1
Ds,c(x) = pr,c(x)a Vx e R". (1.2.6)

The definition gives that

1
/Ds,c(x)dx = S_n / Ps.c(x)dx = 1.
Rn Rn
Thus, a continuous Gauss density function D; .(x) corresponds to a continuous

random vector of from Gauss distribution in R”, and this correspondence is one-to-
one.



1.2 Discrete Gauss Measure 9

Definition 1.2.3 Suppose f(x) : R" — C is an n-elements function, A C R" is a
finite or countable set in R”, define f(A) as

fA) =) f. 1.2.7)

x€eA

The continuous Gauss density function D; .(x) is also called the continuous Gauss
measure. In order to implement the transformation from continuous measure to dis-
crete measure and define random variables on discrete geometry in R”, the following
lemma is an important theoretical support.

Lemma 1.2.3 Let L C R” be a full-rank lattice, then

Dyo(L) =) Do(x) < 00.

xel
Proof From definition,
1 1 —Z|x—c|?
Dyel) = 3 prelr) = = 3 e
xelL xelL

By the property of the exponential function €', there exists a constant My > 0, when
|x —c| > My,

g .12 52
el —— (1.2.8)
w|x — cl?
Thus, we can divide the points on the lattice L into two sets. Let
Ai=LN{xeR"||x —c| <My} =LNN(c, My).
and
Ay=LN{x eR"||x—c| > M}
From (1.0.6) we have
Z eix%‘xiclz < Z 1 =* Al < 0.
X€EA| X€EA
Based on (1.2.8),
2
—Z|x—c]? N

X€A, X€A,
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Since A, is a countable set, the right hand side of the above inequality is clearly a
convergent series. Combining the above two estimations, we have D; (L) < oo, the
lemma is proved. (]

To give a clearer explanation of (1.2.9), we provide another proof of Lemma 1.2.3.
First we prove the following lemma.

Lemma 1.2.4 Let A € R"*" be an invertible square matrix of order n, T = AT A
is a positive definite real symmetric matrix. Let § be the smallest eigenvalue of T, §*
is the biggest eigenvalue of T, we have 0 < 6 < 6%, and

V8 < |Ax|res < VS, (1.2.10)
where S = {x € R" | |x| = 1} is the unit sphere in R".
Proof Since T is a positive definite real symmetric matrix, so all eigenvalues
81,62, ..., 68, of T are positive, and there is an orthogonal matrix P such that

PTTP = diag{s,, 65, ..., 6,}.

Hence,
|Ax|* =x"Tx =x"P(PTTP)P"x.

Since PTTP isa diagonal matrix, we have
SIP x> < |Ax)? < 8% P x|
If x € S, then |PTx| = |x| = 1, so we have +/§ < |Ax| < /8. O

By Lemma 1.2.4, and S is a compact set, |Ax| is a continuous function on S, so
| Ax| can achieve the maximum value on S. This maximum value is defined as || A||,

||A]] = max{|Ax| | x| = 1}. (1.2.11)
We call || A|| for the matrix norm of A, and Lemma 1.2.4 shows that
V8 <|IAll < V5%, VA € GL,(R). (12.12)

Another proof of Lemma 1.2.3: Let L = L(B) be any full-rank lattice, B is the
generated matrix of L. By definition we have

1 ki 1 big 2
Doo(L) = ) Declr) = 3 e ¥ = 23 Tem 3B 12.13)

xelL xelL xezr
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From Lemma 1.2.4,

1B~ x|
|x|

<UB~'I = [B~'x| < IIB7'| |x], Vx € R".
Let x = By, §* is the biggest eigenvalue of (B~")” B~!, we have

Iyl <IB7'I Byl = |Byl| > Iyl > [yl/+/6%, Yy e R". (1.2.14)

1
1181

The property of the exponential function implies that,

2n
— % |Bx—c|? §
Z e < Z VTR (1.2.15)
x€ZM,|Bx—c|>M x€Z*,|Bx—c|#0
Since
|Bx —c[" = |B(x — B'o)]”" = |x — B~'c|"/(8M)".
Denote x = (xj, ..., x,), B~'c = (uy, ..., u,), then
x — B¢ (Z(x, —u)?)" = (T, O — )" = 0" T (g — ).
By (1.2.15),
Z s2n < Z s2n(5*)n 1
—a2n Y T )2
x€Z",|Bx—c|£0 7" Bx — c|* x€Z" | Bx—c|£0 wint Iy O — ui)
2n (S*\n
sM(8%) 1
N n"n" Z (X] - ul)z Z (X2 - u2)2 Z (xn - un)z’
X1€Z X, €L

every infinite series on the right hand side of the above equation converges, hence,
D; (L) < o0. O
By Lemma 1.2.3, we define the discrete Gauss density function Dy ; .(x) as

. DS,C(x) - ps,c(x)
Dpsc(x) = D, (L) = ps’c(L). (1.2.16)

Trivially, we have

D Dpsex)=1.

xel
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So Dy ..(x) corresponds to a random variable from Gauss distribution defined
on the lattice L (discrete geometry) with parameters s and c.

Definition 1.2.4 Let L = L(B) C R” be a lattice with full rank, s > 0 is a given
positive real number, ¢ € R” is a given vector, define the discrete Gauss measure
function g, ; .(x) as a function defined on the basic neighborhood F(B) of L,

1
8Lsc(X) = Dy c(¥) = — > poclx+). x € F(B). (1.2.17)
S

yeL

By Definition and (1.2.3), it is clear that

1 1
[ gLsc(X)dx =—)" / prc(x + y)dx = — / prc(r)dx = 1. (1.2.18)
N S

F(B) YeLp(p) Re

Thus, the density function gz, .(x) defined on the basic neighborhood F(B) corre-
sponds to a continuous random variable on F(B), denoted as D; .modL.

Lemma 1.2.5 The random variable Ds modL is actually defined in the additive
quotient group R" /L.

Proof F(B) is a set of representative elements of the additive quotient group R" /L,
and we only prove that for any set of representative elements of R” /L, the discrete
Gauss function gy s .(x) remains constant, then D; . mod L can be regarded as
a random variable on the additive quotient group R"/L. Actually, if x;, x, € R",
X1 = xp (mod L), we have gy 5 .(x1) = gL .5.c(x2). To obtain the result, by definition

_ 1
grse(n) = Dc() = — ZLps,c(xl + ).
ye

Since x; = x, + Yo, where yy € L, so

1 1
gL,s,c(xl) = S_" Zps,c(xl +y) = S_” Zps,c(xZ +Yo+y)

yeL yeL

1 -
= ZPS,C(XZ +y) = Ds,c(xz) = g1 .s5.c(x2).
§ yeL

By x; = x; (mod L), then x; = x; are the same additive cosets in the quotient
group R" /L. Thus, the discrete Gauss measure g; ; .(x) can be defined on any basic
neighborhood of L, and the corresponding random variable D, . mod L is actually
defined on the quotient group R" /L. (]
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1.3 Smoothing Parameter

For a given full-rank lattice L C R”, in the previous section we defined the dis-
crete Gauss measure g; ; .(x), and the corresponding continuous random variable
D, . mod L on the basic neighborhood F(B) of L. In this section, we discuss an
important parameter on Gauss lattice—the smoothing parameter. The concept of
smooth parameters was introduced by Micciancio and Regev in 2007 Micciancio
and Regev (2004). For a given vector x € R", we have the following lemma.

Lemma 1.3.1 For a given lattice L C R", we have

lim > piys(0) = 1

xelL

or equally

lim 3 0 piys(x) =0.
xeL\{0}

Proof By the property of the exponential function, when |x| > M, (M) is a positive

constant) then
1

e—nsz\xlz
= os?ix)?

So
1 1

Yo=Y eI 3T e 3T

xelL xelL |x|<My,xeL |x|>My,xeL
The first part of the equation above only has a finite number of terms, so
lim Y e =
§—>00
[x|<Mo.xeL
The second part of the above equation is a convergent series, therefore,

1 1
lim — — =0.
YE{}O 82 Z |x|2

|x|>My,xeL

Here, we get the proof. O

By Definition 1.2.3, we have py (L) = > p1/s(x), then p1 /(L) is a monotone
xel
decreasing function of s. When s — o0, p;/;(L) monotonically decreasing to 1. So

we give the definition of smoothing parameter.
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Definition 1.3.1 Let L C R” be a lattice with full rank, L* is the dual lattice of L,
define the smoothing parameter n. (L) of L: For any € > 0, define

Ne(L) =min{s | s > 0, p1;s(L*) < 1+¢€}. (1.3.1)

Equally,
ne(L) = minfs | s > 0, p1/,(L*\{0}) < €}. (1.3.2)

By definition, the smoothing parameter 1. (L) of L is a monotone decreasing function
of €, namely
Ne (L) < 1e,(L), if0<e <e.

Definition 1.3.2 Let A C R” be a finite or countable set, X and Y are two discrete
random variables on A, the statistical distance between X and Y is defined as

AX,Y) = %Z|Pr{X:a}—Pr{Y:a}|. (1.3.3)

acA

If A is a continuous region in R”, X and Y are continuous random variables on A,
T, (x) and T, (x) are the density functions of X and Y, respectively, then the statistical
distance between X and Y is defined as

1
AX,Y) = 5/m(x) — To(x)|dx. (1.3.4)
A

It can be proved that for any function f defined on A, we have
A(f(X), f(Y)) < AKX, Y).

From (1.2.17) in the last section, D, . mod L is a continuous random variable
defined on the basic neighborhood F(B) of the lattice L with the density function
8rL.s.c(x). Let U(F(B)) be a uniform random variable defined on F(B) with the
density function d(x) = de+(L). The main result of this section is that the statistical
distance between D, . mod L and the uniform distribution U (F (B)) can be arbitrar-

ily small.

Theorem 1.1 Foranys > 0, given alattice with full rank L = L(B) C R", L* isthe
dual lattice of L, then the statistical distance between the discrete Gauss distribution
and the uniform distribution on the basic neighborhood F (B) satisfies

1
A(D;s,c mod L, U(F(B))) < Epl/.v(L*\{O})- (1.3.5)

Particularly, for any € > 0, and any s > n.(L), we have
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A(Ds.mod L, U(F(B))) < <e. (1.3.6)

N =

To prove Theorem 1.1, we first introduce the following lemma.

Lemma 1.3.2 Suppose f(x) € L'(R") and satisfies the following two conditions:
(i) Y | f (x + u)| uniformly converges in any bounded closed region of R" (about

xelL
u);

(ii) Y | f ()| converges. Then
yeL*

1 A
Y fw) = ) yZ f.

xelL eL*

where L = L(B) C R" is a full-rank lattice, L* is the dual lattice, det(L) = |det(B)|
is the determinant of the lattice L.

Proof We first consider the case of B = I,,, here L = Z", L* = 7Z". By condition
(1), let F(u) be
Fu)=)_ f(x+u), ueR"

xeZ

Since F(u) is a periodic function of the lattice Z", namely F(u + x) = F(u), for
Vx € Z", we have the following Fourier expansion

Fu) =Y a(y)e™™. (1.3.7)

yez"
Integrating F)e 2> for y e [0, 1]
/ Fuwe " du = Z a(y)e™ " O=dy = a(x), Vx € Z".
(011" Y101y
Hence, we have the following Fourier inversion formula:

a(y) = f Fe ™™ du=Y" | fx+wue ™y
[o,11" XEZ'o 1

=) / (e ?dz = / f@e dz = f(y).

XL yf0,1) R"
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From the above equation and (1.3.7),

Fa) =) fme™.

yezr
Take u = 0, we have .
FO) =) f=> fo,

xXezZn yezZ!

the lemma is proved for L = Z". For the general case L = L(B), since L* =

L((B™"Y), then
D f =" fBx)=) (foB)(),

xel xX€EZ! xezZr

where f o B(x) = f(Bx). Replace f(x) with f o B, then f o B still satisfies the
conditions of this lemma, so

Y FoBw =Y FoBW.

xezZ" yezZr

From the definition of Fourier transform,

ToB(G) = / F(Be v dr.

Rn

Take variable substitution t = B~ !x, then

f/o\B(y)

27iy-B~'x
|det(B)| / A

ff( )e—2ﬂl(B l)de

Rn

Idet(B )]

F(B™Yy).

" lde t(B)I

Above all,

Y fm =Y FoB(y) = |dt(B)|Zf(( B™y) = |dt(B)|Zf(y)-

xeL yezZ" yeL*

We finish the proof of this lemma. (]
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The proof of Theorem 1.1 The density function of the continuous random variable
D, . mod L defined on the basic neighborhood F(B) of L is gy ..(x), from Eq.
(1.2.17) and Lemma 1.3.2, we have

1 1
gL,s,c(x) = S_n Zps,c(x + Y) = ; Zps,c—x(y)~

yeL yeL

By (1.2.5), the Fourier transform of p; ., (y) is

Pse—x(y) = e g o ().

Combining with Lemma 1.3.2, we obtain

DT (y). (13.8)

yeL*

gL,s,c(x) |det(B)|

The density function of the uniformly distributed random variable U (F (B)) on F (B)

is m, based on the definition of statistical distance,
1
A(Dg.mod L, U(F(B))) = = s.c — dx
(Ds, (F(B))) 7 / lgL.5.c(x) |det(B)||
F(B)
/ | Idet(B)I Z"iy'("‘c)m/s ()ldx
F(B)

1 .
< = Vol(F(B))det(L* iy (=)
5 VOI(F(B))det(L*) max | 3 e P15
yeL*\{0}

Z ;01/s(y) _;Ol/s(L \{O}).

yeL*\

So (1.3.5) in Theorem 1.1 is proved. From the definition of smoothing parameter
ne(L), when s > n.(L), we have

p1/s(L*\{0}) < e.

Therefore, if s > n.(L), we have

A(D;,. mod L, U(F(B))) < %

Thus, Theorem 1.1 is proved. ([
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Another application of Lemma 1.3.2 is to prove the following inequality.

Lemma 1.3.3 Leta > 1 be a given positive real number, then

Ze_%‘xlz <a? Ze_”mz. (1.3.9)

xelL xelL

Proof By Definition 1.2.1, the left hand side of the sum in the above inequality can
be written as ,
puar) = I s = Va.

Since py(x) satisfies the conditions of Lemma 1.3.2, we have

> ps(0) = det(L”) Y fi(x) = det(L”) Y 5" piys(x).

xel xelL* xelL*

Obviously p, (x) is a monotone increasing function of s, take s = /a > 1, then

Y o) =atdet(L) Y pu(x) <afdet(L) Y p(x)

xelL xelL* xelL*
=a? Zp(x) =a? Ze_”‘xlz.
xelL xelL
We complete the proof of Lemma 1.3.3. (]

Let N = N(O, 1) be the unit sphere in R”, namely

N ={xeR"||x| < 1.

Lemma 1.3.4 Suppose L C R” is a lattice with full rank, ¢ > —— is a positive real

2 \/E
number, C = c/2me - e, v € R", then
p(L\ca/nN) < C"p(L), and p((L + v)\c/nN) < 2C"p(L).
That is,

Yoo e <oy el (1.3.10)

x€L ,x¢c/nN xeL

Z Ll <2C"Zef”|x|2.

xeL+v,xé¢cy/nN xeL
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Proof We will prove the first inequality, ler ¢ be a positive real number, 0 < ¢ < 1,

then
_ 2 _ 2 _ 2
§ e x| — § eJr(l 1)|x| e 7 |x|
xelL xelL
EPEVTNT . |
> § : err(l 1)]x| e 7 |x|
xeL,|x|?>c%n
7(1—t)cn —|x|?
>e (1=1) E e x| .
xeL,|x|?>cn
In Lemma 1.3.3, take a = % thena > 1, we get
_ 2 _n _ 2
§ :6 x| <t 3 § :e rrlx\.
xelL xelL
Hence,
_ 2 _ 2 _ 2 _ —Nep.—n — 2
E: errlx\ <err(1 t)an:e x| gen(l z)cnt2§:e 7r|x|.
x€eL,|x|2>c?n xeL xeL

It implies that
p(L\cy/nN) < (t77e 710y o (L),

1

Lettr = 37T then
p(L\V/AN) < (¢ V2me - e™)"p(L),
The second inequality can be proved in the same way. Lemma 1.3.4 holds. ]

Based on the above inequality, we can give an upper bound estimation of the
smoothing parameter on lattice, which is a very important result about the smoothing
parameter.

Theorem 1.2 For any n dimensional full-rank lattice L C R", we have
M- (L) < v/n/ai(L7). (1.3.11)

where A (L*) is the minimal distance of the dual lattice L* (see (1.0.4)).

Proof Take ¢ = 1 in Lemma 1.3.4, we first prove

1
C=V2me-e" < T (1.3.12)
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If we take the logarithm of both sides, then
log(327) + 1 < 2.
Since we have the following inequality,
log(32m) + 1 < 1logl28 + 1 < 2.
So (1.3.12) holds. By Lemma 1.3.4, we have
P(L*\W/nN) < C"p(L*) = C"(p(L*\V/nN) + p(L* N /nN)).

From the both sides, we get

n

c
Cnp(L* N/nN).

PIL\VAN) < =

If s > /n/ i (L*), for all x € L*\{0},
lsx| =5 A (L") > /n = sL*N/nN = {0}.

Hence,
piys(L*) = p(sL*) = 1 + p(sL*\v/nN)

n

[yer

<14 p(sL* N /nN)

cr 272n

14 =2""+1.

-1
tioo = o

Take € = 27", then
M (L) < /n/hi(L¥).

Theorem 1.2 is obtained. (]

According to the proof of Theorem 1.2, we can further improve the upper bound
estimation of the smoothing parameter.

Corollary 1.3.1 Let

1 + log2m
2 2

r =

1
+ —log(1 +2"). (< 0.82) (1.3.13)
nmw
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Then for any full-rank lattice L C R", we obtain
o (L) < ra/n/ai(L¥).

Proof Take ¢ > r in Lemma 1.3.4, then ¢ > L and

V2’
2 cr 1
C=c V2 L TC .
C e - ¢ = 1 —Cn < oL

By Lemma 1.3.4, for any full-rank lattice L C R", we have

n

1-Cn

p(L*\cA/nN) < p(L* Nca/nN).

If s > ca/n/A1(L*), for any x € L*\{0},
Isx] = sA(L¥) > ca/n.

Hence,
sL*Nc/nN = {0)}.

Therefore,

ct 1

21

(1.3.14)

(1.3.15)

pis(LY) = p(sL*) =1+ p(L*\c/nN) < 14+ ——— < 1+ —.

1—-Cn 2n
Finally we have (let ¢ — r)
M (L) < ra/n/ii(L).
Corollary 1.3.1 is proved.

Corollary 1.3.2 For any n dimensional full-rank lattice L C R", we have
4 *
n2n (L) < S/n /2 (L),

Proof Take ¢ = % in Lemma 1.3.4, then ¢ > ——, and
5 V2

c" 1
C:c-x/Zne-e’”Cz:> T c <§.

Lemma 1.3.4 implies that for any full-rank lattice L C R", we have

n

= Cnp(L* Nc/nN).

p(L*\cv/nN) <

(1.3.16)
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If s > ca/n/A1(L*), for any x € L*\{0},

lsx| = sA (L% > ca/n.

Hence,
sL*Ncy/nN = {0}.
We get
* * * (jn 1
pis(LT) = p(SLY) = 1+ p(L\eVAN) < 1+ ;— < 1+
which implies that
4
m-n(L) < gﬁ/xl(L*>.

Corollary 1.3.2 is proved. ]

In the following, we give another classical upper bound estimation for the smooth-
ing parameter. For any n dimensional full-rank lattice L C R", we have introduced
the definition of minimal distance A (L) on lattice, which can actually be generalized
to the general case. For | <i < n,

Ai(L) = min{r | dim(L NrN (0, 1)) > i}. (1.3.17)
A; (L) is also called the i-th continuous minimal distance of lattice L. To give an

upper bound estimation of the smoothing parameter, we first prove the following
lemma.

Lemma 1.3.5 For any n dimensional full-rank lattice L, s > 0, c € R", then
ps.c(L) < ps(L). (1.3.18)
Proof According to Lemma 1.3.2, we have
ps,e(L) = det(L™)ps,c(L")

= det(L") ) fre(y)

yeL*

=det(L") ) e I fi(y)

yeL*

<det(L?) Y A(y) = py(L),

yelL*
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where we have used g, .(y) = e 27V 5 (), the lemma gets proved. ([

Theorem 1.3 For any n dimensional full-rank lattice L, € > 0, we have

ne(L) <4/ ln(zn(lnﬂkn@), (1.3.19)

where A, (L) is the N-th continuous minimal distance of the lattice L defined by

(1.3.17).
o= PO, ),

Proof Let

we need to prove pj s (L*\{0}) < €. From the definition of A, (L), there are n linearly
independent vectors vy, vy, . .., v, in L satisfying |v;| < A, (L), and for any positive
integer k > 1, we have v;/k ¢ L, 1 < i < n. The main idea of the proof is to take a
segregation of L*, for any integer j, let

S,-,jz{xeL*|x~v,-=j}CL*,

for any y € L*\{0}, there is v; that satisfies y - v; # O (otherwise we have y = 0),
which implies y ¢ S; o, i.e. y € L*\S; 0, so we have

L*\{0} = U (L*\S;0). (1.3.20)

To estimate p;/;(L*\S; 0), we need some preparations. Let u; = v;/|vi|?, then |u;| =
1/|vil =2 1/A(L).Vj € Z,Vx € S; j,

%) .2
(¥ = jui) - jui = jx - ui = ju; - u; =5 =0
[vi v
Therefore,
x? = lx — jui? + |juil*.
So »
P1s(Si ;) = Z e s
xeS; ;
= e_”SZUM;\z Z e—rmzlx—juflz
X€S8; ;
— e—ns2|jui|2p1/s(si’j — ju;). (1.3.21)

Since the inner product of any vector in §; ; — ju; with v; is O, then S; ; — ju;
is actually a translation of §; o, namely there is a vector w satisfying S; ; — ju; =
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Si,0 — w.Infact,forany x; € §; j,xo € S; 0, w = xo — x; + ju; satisfies the equality
Si,j — ju; = Sio — w. By Lemma 1.3.5, we have

P1s(Sij — jui) = p15s(Si0 — w) = P1/5,w(Si0) < p1/5(Si0)- (1.3.22)
Combine (1.3.21) with (1.3.22),
piss(Si) < eV oy (Si0) < eI by (8.

When x > 1, it follows that

Zxﬂ'z iZinj = xil.

Jj#0 j>0

Next, we will estimate py/,(L*\S;0),

p1s(L*\Si0) = Z P15 (Si, )

J#0
_ 22
< Ze OIS (S5 0)
J#0
S oo — P (5i0)

2
= m(ﬂm(“) — P15 (L*\Si0))-

So we get

2
p1/s(L*\Si0) < mpus(lfk).

From (1.3.20),
" 2n
P15 (L*\{0}) < Zp]/S(L*\Si,O) < mm/x@*)-
i=1

Together with p;/(L*) = 1 + p1,5(L*\{0}), we have

* m 2n
P (LNOY < 55

Y120 erom@? _2p
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In the last equality, we have used that

- /ln(2n(lﬂ+ Ue”kn(L).

Based on the definition of the smoothing parameter,

He(L) </ wxn(m.

Theorem 1.3 is proved. (]

At the end of this section, we present an inequality for the minimal distance on
lattice, which will be used in the next chapter when we prove that the LWE problem
is polynomial equivalent with the hard problems on lattice.

Lemma 1.3.6 For any n dimensional lattice L, € > 0, we have

Inl/e 1 \/WAH(L)
ne(L) >\ — AI(L*)> — (1.3.23)

Proof Let v e L* and |v| = A;(L*), s = n.(L), from the definition of smoothing
parameter, we have

€= pl/s(L*\{O}) 2 ;Ol/s(v) = e_”‘YZA%(L*)'

Inl/e 1
§ 2 —— .
T A(LY)

That is, the first inequality in this lemma holds. For the second inequality, Theorem
2.1 in Banaszczyk (1993) implies that

Hence,

1 <MLL < n, (1.3.24)

so we immediately get the second inequality. The lemma holds. (I

1.4 Some Properties of Discrete Gauss Distribution

In this section we introduce some properties about the discrete Gauss distribution.
First we give the definition of the expectation of discrete Gauss distribution.
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Definition 1.4.1 Letm, n be two positive integers, L C R" be an n dimensional full-
rank lattice, c € R",s > 0, £ is arandom variable from the discrete Gauss distribution
Dy s and f: R" — R™ is a given function, we denote

E[§l= ) xDp,.(x) (14.1)

E=xelL

as the expectation of £, and denote

E[fE)]= )Y f(X)DL(x) (14.2)

E=xelL
as the expectation of f(£).

Lemma 1.4.1 For any n dimensional full-rank lattice, L C R", c,u € R", |u| =1,
0<e<l,s2=2n.(L), & is a random variable from the discrete Gauss distribution

Dy .., then we have
€s

|E[(E — o) -ull < <
— €

(1.4.3)

and

€s?

2
IE[((E —¢) - 1)?] — 2s—| < (1.4.4)
T

1—€

Proof Let L' = L/s = {% | x € L}, ¢’ = ¢/s, &' is arandom variable from the dis-
crete Gauss distribution Dy, .+, for any x € L', we have

:Oc’(x) _ ,OS,C(SX)
P’ (L/) ps,c(l‘)

Pri& =x}= = Pr{& =sx}.

Thatis, Pr{% = x} = Pr{§’ = x}, Vx € L', therefore,
%‘ / ! /
E[(E —c¢)-u] =SE[(; — ) ul=sE[E —c)-ul,
the inequality (1.4.3) is equivalent to
! U €
[E[¢E —c)-u]l g:. (1.4.5)

Similarly, the inequality (1.4.4) is equivalent to

€

1
|E[((€' —¢)-u)*] — 7! < (1.4.6)

1—€

So we only need to prove the two inequalities for s = 1. Denote £ as arandom variable
from the discrete Gauss distribution Dy ., the condition s > 2n.(L) in Lemma 1.4.1
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becomes 1. (L) < % We prove that the two inequalities (1.4.5) and (1.4.6) hold if
u=(1,0,...,0) firstly. For any positive integer j, let

g (x) = (x1 — 1) pe(x),
where x = (X1, X2, ..., X,), c = (c1, ¢, ..., cn). Let&E = (§1, &, ..., &,), then

g (L)

E[((§ —o)-w)]1=E[¢ —c)]= D)’

Based on Lemma 1.3.2,

_ &) _ det(L*)g,(L*) _ g;j(L")
pe(L)  det(L*)pe(L*)  pe(L*)

E[((E —¢)-u)'] (1.4.7)

In order to estimate f.(L*), from Lemma 1.2.1 we get . (x) = e 27 p(x), thus,
|pe(x)| = p(x), note that n.(L) < 5 < 1,

LD =11+ Y @I Z1—= Y [pe)]=1=pL\{0)>1—e
xeL*\{0} xeL*\{0}
(1.4.8)

To estimate &;(L*), assume pc(j ) (x) is the j order partial derivative of p.(x) about
the first variable x1, i.e.

P (x) = (aixl)jpc(x).
If j =1, 2,itis easy to get
PP (x) = =27 (x1 — c1)pe(x).
pP (x) = @ (x) — 1)’ = 27m) pe(x).

It follows that |

g1(x) = —Epf.”(x).

020 = —— 02 () + —— ()
427c 2

—

Since p (x) = 2mix1)’ p.(x), we have

81(x) = —ix; pe(x).

PR T
820) = (- = xD)pe().
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X2
According to the inequality |x;| < /|x]* < e and ne(L) < %,

B < Y Wl awl= Y < Y ereht

xelL* xeL*\{0} xeL*\{0}
> e = manon <. (1.49)
xeL*\{0)

Combining (1.4.7), (1.4.8) and (1.4.9) together,

g1 (LI _ €

EIE — o) ull = 2 s <

For a general unit vector u € R”", there exists an orthogonal matrix M € R"*" such
that Mu = (1,0, ..., 0). Denote n as a random variable from the discrete Gauss
distribution Dy-1y p-1., forany x € L,

M- —7'[\M’1)c—M’1c|2
Prin=M"'x} = Pu-te lx) ;
pu-1c(M~'L) pu-1c(M~'L)
e—nlx—c\z 4 .
= —p ) =Pr{if=x}=Pr{M & =M x},

which implies that the distributions of n and M ’15 are the same, hence,

€

|E[(¢ —¢)-ull = |[EIM™'(§ —¢) - Mul| = |E[(n — M~"¢c) - Mu]| < T—<
Above all the inequality (1.4.3) holds, and inequality (1.4.4) could be proved in the
same way. We complete the proof of Lemma 1.4.1. (I

Lemma 1.4.2 For any n dimensional full-rank lattice L C R", c e R", 0 <€ < 1,
s 2 2n.(L), & is a random variable from the discrete Gauss distribution Dy ;. ., then
we have

[ELE = cl? < () s%n, (1.4.10)
—€
and
2 1 € 2
E[lE —c] 1< (z— + )s°n. (1.4.11)
2 1—¢
Proof Letu;,u,, ..., u,bethenunitcolumn vectors of n x n matrix I,, by Lemma
1.4.1,

E[€ —c]l” = Z(E(E—C)u])z\( s,

i=1
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)szn.

. 1
EllE = cP1= ) EI(E — ) u)’] < (- +

i=1

€
1—¢
Lemma 1.4.2 holds. O

Lemma 1.4.3 For any n dimensional full-rank lattice L C R", v e R", 0 <€ < 1,
s = ne(L), & is a random variable from the discrete Gauss distribution Dy ; ,, then
we have

1
teon (1.4.12)
1—¢€

Pr{ls — vl > sv/n} <

Proof From the proof of Lemma 1.4.1, here we only need to prove for the case
s = 1. Since

Prijg —vl > vy = Y %
xeL,|x—v|>/n Pu

_ Z plx —v) _ p((L —v)\/nN)
pu(L) pu(L) |

xeL,|x—v|>/n

take ¢ = 1 in Lemma 1.3.4 and get

p((L —\vVnN) <27"p(L).
That is,
p(L)
pu(L)

Based on Lemma 1.3.2, Lemma 1.2.1 and (L) < 1,

Pr{lE —v| > /n} <27" (1.4.13)

po(L) = |py(L)| = |det(L*)p,(L)| = |det(L*) Y e p(x)|

xelL*

> ldet(LO(L = Y [ p()]) = [det(LO(A = Y p)

xeL*\{0} xeL*\{0}
= [det(L™)|(1 — p(L*\{0})) > [det(L")|(1 — €). (1.4.14)

Similarly,
p(L) = |p(L)| = |det(L*)p(L")|

= |det(L") ) p(0)] = [det(L) (1 + Y p)

xeL* xeL*\{0}

= [det(L*)|(1 + p(L*\{0})) < [det(L*)|(1 + €). (1.4.15)
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Combining (1.4.13), (1.4.14) and (1.4.15) together, it follows that

1+e€
1—¢

Pr{ls — vl > vn} < 27"

This lemma holds. O

Forx € R" andaset A C R”, we define the distance from x to A as dist(x, A) =
min |x — y|.
yml vl

Lemma 1.4.4 For any n dimensional full-rank lattice L C R", c,v e R", 0 < € <
1, s = ne(L), & is a random variable from the discrete Gauss distribution Dy i,
dist(v, L*) > @, then

l+e__

|E[e*™5]] < T2 (1.4.16)
— €

Proof From the proof of Lemma 1.4.1, we only need to prove for the case s = 1.
Let

2wix-v

glx)=e Pc(x).
By Lemma 1.3.2,

_ (L) _ deMRLY) _ g
pe(L) ~ detLH)pLh) (L)

E[ezrtif-v]
We have proved that |p.(L*)| > 1 — € in Lemma 1.4.1, based on (iii) of Lemma
1.1.2 and Lemma 1.2.1,

—2mi(x—v)-c

g(x) = p(x —v) = p(x —v)e ,
therefore,

8L =1 ple =) VLY plx —v) = p(L* —v).

xeL* xeL*
Since dist(v, L*) > /n, we know
p(L* —v) = p((L* = v)\v/nN).
Take ¢ = 1 in Lemma 1.3.4 and get
P((L* = \VnN) <27"p(L*) = 27"(1 + p(L"\{0})) < 27"(1 +¢).

AbOVe all,
0 L* 1 €

= 27",
pe(L¥) ~1—e

B[] = |
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We complete the proof of Lemma 1.4.4. O

Lemma 1.4.5 For any n dimensional full-rank lattice L C R*, w,c,v € R", 0 <
€ < 1,5 2 nc(L), & isarandom variable from the discrete Gauss distribution Dy ;

dist(v, L*) > */Tﬁ then

1
teyn (1.4.17)
1—¢€

|[Elcos(2m(§ + w) - v)]| <

Proof By Lemma 1.4.4 we have

1
t o,

|E[cos(2m (£ + w) - v)]| < |E[e T 7] = |E[e* ]| < 1
— €

Lemma 1.4.5 holds. O

Finally, we give a lemma which will be used in the next chapter.

Lemma 1.4.6 Let vy, v, ..., v, be m independent random variables on R" such
that E[|v;|*] < land |E[v;]|* < efori =1,2,...,m.Thenforanyz = (z1, 22, . . -,
zZm)! € R™,

E[l Y zvil1 < +me)lzl. (14.18)
i=1
Proof By Cauchy inequality we get Y .- |z;| < «/m|z], so

E[Y zvilP1=) zzEly vl =Y ZEllvl 1+ ) zz;Elv]- Elv;].
i=1 ij i i#j
(1.4.19)
The first term of the right hand side in (1.4.19) has the estimation

Y ZENP1< ) =1z,

The second term of the right hand side in (1.4.19) has the estimation

1
> wiziEll - EW) < 3 laillzjl - 5 (EWiP + [E[;117)
i#] i#j

2 2
< E €|Zi||Zj|<€(E |zi])® < me|z]”.
i#j i
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From (1.4.19) it follows that

E[Y zvuil’1 < (+me)lz).

i=l1

This lemma holds. (]

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/

Chapter 2 ®)
Reduction Principle of A jtai oo

In 1996, the famous scholar Ajtai proposed the reduction principle from the worst
case to the average case at the 28th Summer Symposium of the American Computer
Society (ACM), named the Ajtai reduction principle [see Ajtai (1996), Ajtai (1999)
and Ajtai and Dwork (1997)]. Subsequently, Ajtai and Dwork presented the first
lattice-based cryptosystem, which is called the Ajtai-Dwork cryptosystem in the
academic circles. The proof of this cryptosystem resisting Shor’s quantum computing
is to apply Ajtai reduction principle to transform searching for collision points of
the Hash function into the SIS problem, and Ajtai reduction principle proves that the
difficulty of solving the SIS problem is polynomially equivalent to the shortest vector
problem on lattice. The main purpose of this chapter is to prove the Ajtai reduction
principle.

2.1 Random Linear System

Let A e ZZX’" be an n x m matrix on Z,, if each element of A is a random variable
on Zg, and the n x m random variables are independent and identically distributed,
then A is called a random matrix on Z,. We give the definition of random linear
system

y = Ax + z (mod gq), xEZZ, yEZZ, zeZ’, (2.1.1)

where x, y, z are random variables on ZZ" and ZZ, respectively. This random lin-
ear system plays an important role in modern cryptography. We prove some basic
properties in this section.

Lemma 2.1.1 Let A € Z;™" be an invertible square matrix of ordern, y = Ax (mod
q), then y is uniformly at random on 7y, if and only if x is uniformly distributed.
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Z. Zheng et al., Modern Cryptography Volume 2, Financial Mathematics and Fintech,
https://doi.org/10.1007/978-981-19-7644-5_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-7644-5_2&domain=pdf
https://doi.org/10.1007/978-981-19-7644-5_2

34 2 Reduction Principle of Ajtai

Proof 1f x is uniformly distributed on Zj, then for any x( € Zj, we have

1
Pri{x = xy} = —.

Since there is only one y, € Z’; = Axo = yo (mod ¢q), therefore,

1
Pri{y = yo} = Prix = xo} = —..
q
Because A is an invertible matrix, there is a one-to-one correspondence between yg
and xg. In other words, when xg traverses all the vectors in Z’;, yo also traverses all
the vectors in Z;, which means y is also uniformly at random on Zj. On the other

hand, if y is uniformly distributed on Z, so is x on Zj by x = A~y (mod ¢). O

Remark 2.1.1 In fact, for the above linear system, x and y are random variables with
the same distribution when A is an invertible square matrix. However, this property
doesn’t hold if A is not a square matrix.

Let a € R be a real number, [a] be the greatest integer no more than a, i.e. [a] is
the only integer satisfying the following inequality,

[al <a < [a]+1.
If x € R” is an n dimensional vector, x = (x1, x2, ..., X,), we define [x] as follows

[x]1= (x1], [x2], ..., [x,]) € Z".

[x] is called the integer vector of x. We say x is a random vector, which means each
element x; is a random variable, and the n random variables are mutually indepen-
dent.

Lemma 2.1.2 Ifx € [0, 1)" is a continuous random variable uniformly distributed
on the unit cube, then [qx] is a discrete random variable uniformly on Zy.

Proof Since all the components of x are independent, we only prove for n = 1.
If a € [0, 1) is a continuous random variable uniformly distributed, then for any
i=0,1,...,9 — 1, we have

i+1}_1
q q

Pr{[qa]zl}ZPr{l<q0<l+1}=Pr{l—<a<
q

This indicates [ga] is a discrete random variable uniformly distributed on Z,. [
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Lemma 2.1.3 Let L = L(B) be a n dimensional full-rank lattice, F (B) is the basic

neighbourhood of L. If x is a random variable uniformly distributed on F(B), then
g B~'x] is a discrete random variable uniformly on Zg.

Proof Va € ZZ, we have

B(a+1)
< —7}

B
PrilgB'x] = a} = Pr{=% < x
q q

Since the volume of basic neighbourhood F (B) is det(L) = |det(B)], the probability

density function of x is #(L), thus,
Bla+1) a+tl
q q
B B 1 1 det(B 1
Pr{—a<x<—(a+)}=/ dy = PN g = L.
q q det(L) det(L) q"
T i
We set y = Bu in the above equality, and get
1 1
Pr{lgB  'x]=a} = —.
qu
So [¢B~'x] is uniformly distributed on Z. O

2.2 SIS Problem

The SIS problem plays a very important role in modern lattice cryptography, which
is to find the shortest nonzero integer solution in a class of random linear systems.

Definition 2.2.1 Let n, m, q be positive integers, m > n, A € Z*™ is a uniformly
distributed random matrix on Z,, 8 € R, 0 < 8 < q. The SIS problem is to find the
shortest nonzero integer vector z € Z™ such that

Az =0 (mod q), and z # 0, |z] < B. 2.2.1)

We call the above SIS problem with parameters n, m, g, A, B as SIS, ; g », and A is
called as the coefficient matrix of SIS problem.

Remark 2.2.1 If m < n, since the number of variables is less than equations, (2.2.1)
is not guaranteed to have a nonzero solution, so we suppose thatm > n. If § > ¢, let
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q
0

z=] .| €Z", wehave Az =0 (mod ¢q), and |z| = g < B. This solution is trivial
0

so that we always assume that 8 < ¢ in Definition 2.2.1.

Remark 2.2.2 The difficulty of SIS problem decreases when m becomes larger,
while it increases as n becomes larger. In fact, if z is a solution of SIS, 4 g, m’ > m,

[A, A']is the coefficient matrix of SIS, , g . Let 2/ = ((Z)), then

[A, A'l7 =[Az,0] = 0 (mod q).

So 7’ is asolution of SIS,, ; g .. If a solution satisfies n 4 1 equations of SIS problem,
it also satisfies n equations of SIS problem. Therefore, the difficulty of SIS problem
increases when n becomes larger.

Lemma 2.2.1 For any positive integer q, any A € Zy*", and p > Jmqn, the SIS
problem has a nonzero solution; i.e. there exists a vector z € 7", z # 0, such that

Az =0 (mod q), and |z] < B.

Proof Letz = . | € Z"™, we consider the value of coordinate z; in 0 < z; < q:?
Zm

It’s easy to check that there are more than g” such integer vectors. Thus, we can find

z and z” such that 7 # 7, A7/ = AZ” (mod q), i.e.

n

A(Z —7") =0 (mod ), and |7’ — "] < V/mg» < B.
We complete the proof. (]

By the above Lemma and Remark 2.2.1, in order to guarantee there is a non-
trivial solution of the SIS problem, we always assume the following conditions of
parameters

n<m, «/n—u]:?' <B<gq. 2.2.2)

Since the difficulty of SIS problem decreases when 8 becomes larger, we always
suppose that

B = mgr. (2.2.3)

Furthermore, we call n as the security parameter of SIS problem, m = m(n), g =
q(n), B = B(n) are functions of n. By (2.2.2) and (2.2.3), if m and ¢ are polynomial
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functions of n written as m = poly(n), ¢ = poly(n), then § is also a polynomial
function of n, i.e. § = poly(n). Let U (ZZX’”) be all the n x m random matrices
uniformly distributed on Z,, we call all the possible SIS problems as SIS, ,,, i.e.

SISy = {q(n), U(ZZ™), B(n)},.

SIS, ,» problem is called the total SIS problem, which plays an ‘average case’ role
in the Ajtai reduction principle. The parameters are selected as

m = poly(n), ¢ = poly(n), gnm = O(1) = B = O(v/m). (2.2.4)

Definition 2.2.2 Let A € U(Zy*™), SIS’y 4,p,m problemis to find z € Z", z ¢ 22",
such that
Az =0 (mod ¢g), and |z| < B.

In fact the goal of SIS’ problem is to find a solution of SIS problem with at least
one odd integer of all the coordinates. The relation between solutions of the two
problems could be summarized in the following lemma.

Lemma 2.2.2 Suppose q is an odd integer, then there is a polynomial time algorithm
from the solution of SIS problem to SIS’ problem.

21
Proof If z = | : | € Z" is a solution of SIS problem, then there exists an integer
Zn
k >0, such that 2%z ¢ 27", Let 7/ = 2%z, since ¢ is an odd integer, based on
Az =0 (mod gq), we have

A7 =2%Az=0 (mod q),

and |7’| = 27%|z] < 27¥B. This means 7’ is a solution of SIS’ problem. The com-
plexity of calculating 7’ from z is polynomial (polynomial function of n), and this is
because

Time{compute z'} = O (nlog*q) = poly(n).

The above formula also holds even if ¢ is an exponential function of . ]
SIS problem and Ajtai-Dwork cryptosystem have close relation. Let f4(z) = Az
be Hash function, z" and z” be the collision points of f4(z), then

fa(@) = faz") (mod g) = A(z' — ) = 0 (mod g).

It’s easy to obtain a solution of SIS problem if we can find two collision points of
fa. In this sense, Hash function f4(z) is strongly collision resisted. The security of
Ajtai-Dwork cryptosystem mainly depends on the difficulty of solving SIS problem.
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SIS problem could be regarded as the shortest vector problem in the average case.
Let
A (A) ={z € Z" | Az =0 (mod ¢)}.

Then Aql(A) is an m dimensional g-ary integer lattice. In fact, solving SIS problem
is equivalent to find the shortest vector of Aj]- (A).

IfAeU (ZZX”‘) is the coefficient matrix of SIS problem, we can discuss SIS
problem by transforming it to Hermite form. Let rankA = n, the matrix A, € Zj*"
constructed by the first n column vectors of A is an invertible matrix. Suppose
A =[A, Ay], replace A with Al_lA, we have

AT'A=1[1,, A = A7 Aj) (2.2.5)

Since A, is a random matrix uniformly distributed, by Lemma 2.1.1, A is also a
uniform random matrix with dimension n x (m — n).

Lemma 2.2.3 The solution set of SIS problem with coefficient matrix A is the same
as that of coefficient matrix A1_1 A.

Proof Let z € Z™ such that
Az =0 (mod g), and 0 < |z] < B.

Then AflAz = 0 (mod q), z is the solution of SIS problem with coefficient matrix
AI’IA. On the other hand, if AflAz =0 (modg) = Az =0 (mod g), Lemma 2.2.3
holds. =

We call the coefficient matrix Al_1 A determined by (2.2.5) as the normal form of
SIS problem.

Finally, we define some hard problems on lattice. We always suppose L = L(B) C
R" is a full-rank lattice, A1, A,, ..., A, are the lengths of the continuous shortest vec-
tors in lattice L, A; is the length of shortest vectorin L, y = y(n) > 1 is a positive
function of n.

Definition 2.2.3 (1) SVP,: find a nonzero vector x in lattice L such that
lx| < ym)ri(L). (2.2.6)
2) GapSVPV: determine the minimal distance A; = A (L) of lattice L,
ML) <1, or A (L) > y(n). (2.2.7)

(3) SIVP,,: find a set of n linearly independent lattice vectors S = {s;} C L, such
that
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[S] = max |s;| < y(n)A,(L). (2.2.8)

(4) BDD,,: let d = A;(L)/2y(n) be the decoding distance of lattice L. For any
target vector ¢ € R", if

dis(z, L) = mi? x —t| <d = A (L)/2y (n), 2.2.9)

then there exists only one lattice vector v € L = |v — t| < d. The bounded decoding
distance problem BDD,, is to find the only lattice point v.

The above Definition 2.2.3 gives four kinds of hard problems on lattice. SVP,,
is called the approximation problem of the shortest vector. GapSVP,, is called the
determination problem of the shortest vector. SIVP, is called the approximation
problem of the shortest linearly independent group. BDD,, is called the approxima-
tion problem of bounded decoding distance problem.

Since parameter y (n) > 1, the bounded decoding distance d satisfies

1
d=x(L)/2y(n) < EM(L).

If the target vector r € R" satisfies the above decoding distance, i.e. dis(¢, L) < d, it
is easy to see there is only one lattice vectorv € L = |v — t| < d.Infact,if v; € L,
vy € L= v —t| <d, |v, —t| <d, by triangle inequality

v —va| < |vp — |+ va — 1] < 2d < A (D).

This has a contradiction with that the minimal distance of lattice L is A{(L).

The Ajtai reduction principle is said that the above SIVP,, and GapSVP,, problems
are polynomial equivalent with average case SIS problem. We will prove this in the
next section.

2.3 INCGDD Problem

Let S = {o;} C R” be a set of vectors in R”, we define

|S| = max |a;|. (23.1)

Definition 2.3.1 Let L = L(B) C R" be a full-rank lattice, S = {ay, o2, ..., @,} C
L be a set of any » linearly independent vectors in L, t € R" be the target vector,
r > y(n)¢(B) be a real number. INCGDD problem is to find a lattice vector o« € L
such that

1
loe —t] < =S|+, (2.3.2)
g
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where g, y (n) and ¢ (B) are parameters. Under the given parameter system, INCGDD
problem could be written as INCGDD;’f’ g

Remark 2.3.1 The key of the INCGDD problem is that for the set S of any given
n linearly independent vectors and any target vector ¢ € R”, to find a lattice point
o € L,suchthatthe distance between « and the target vector is no more than é |S| +r.
By the nearest plane algorithm of Babai, for any S and ¢, there exists a polynomial
algorithm finding

1
lo —t] < z\/ﬁ|S|. (2.3.3)

In general, the above formula cannot be improved. We can give a counterexample.
Let L = Z", S = I,, be an identity matrix, the target vector t = (%, %, R %), then
VYo € 7", we have

n 1 1
—t| > [= = =/n==n|S|
loo — 1] ,/4 Zﬁ 2\/%||

So there is no lattice point & with the distance no more than }1|S | from z.

Based on the above counterexample, the parameter selection for INCGDD prob-
lem is generally g = 4. r in (2.3.2) is called the controlled remainder, which could
guarantee the existence of lattice vector «. Under given parameter system, the
INCGDD problem can be transformed into the SIS problem of the corresponding
parameter system. This transformation is the key idea of Ajtai reduction principle.
We call this transformation algorithm the oracle algorithm, written as A(B, S, 1).

oracle algorithm A(B, B, 0).

We first explain how the oracle algorithm works in a very special case. Let S = B
be the generated matrix of L, the target vector t = 0, parameters of corresponding
SIS problem are as follows

g(n) =n*, m(n) = nlogn, B(n) = n. (2.3.4)

Since B > /mgn, by Lemma 2.2.1, the total SIS problem SIS, ,» has a solution.
The oracle sampling algorithm that converts the INCGDD problem into the SIS
problem is actually a probabilistic algorithm, which can be divided into the following
four steps.
The first step: let F'(B) be the basic neighbourhood of L = L(B), defined by

F(B)={Bx |x [0, 1)"}.
We select a point ¢ € F(B) uniformly in F(B). Let y € L be the nearest lattice

vector to ¢, we obtain a pair of vectors (c, y). Repeat this process independently m
times and get m pairs of vectors (cy, y1), (¢2, ¥2), - -+ (Cim» Ym), here m > n.
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The second step: for each ¢; (1 < i < m), we define ¢;,
¢ = BlgB 'cil/q. 1 <i <m. (2.3.5)

Let ¢; = Bx;, where x; = (x;,, Xi,, ..., x;,)T € [0, 1)", so we have
1 . 1 1 1
_[qB Ci] - (_[q-xil]a _[qxiz]a ceey _[q-xi,,])'
q q q q

Each coordinate satisfies

1
0< ~[gx,]<x, <1, j=1,2,....n.
. |

Thus, é; € F(B). Letc; — & = Bv;, v; = (i, vy, - .., v;, )T, then

1 1
0< vy, =x, — —lgxi;] < —. (2.3.6)
' q q

Therefore, the distance between ¢; and ¢; has the following estimation. Suppose
B =[B1, ..., B.], it follows that

n

n
16 —cil =1 Bevil <D lviclIBil
k=1

k=1

n 1 . 4

< —|B| = —3|B|. (sinceq =n")
q n

The above formula holds for all 1 < i < m. We can give a geometric interpretation
of ¢;. Divide the basic neighbourhood F(B) into ¢" polyhedra with side length é,
and each polyhedron is denoted as A;, where

k—1 k
AiZ{B.x|x=(x1,x2,...,xn)T,_<Xk<—,1<k<q}.
q q

Since {c; }L, are uniformly distributed in F'(B), each polyhedron A; contains at least

one ¢ point under positive probability, written as c¢;. Based on Vol(4;) = ql,,det(L),
SO

1
Pr{C,’ S A,} =—>0. (237)
q"

According to (2.3.5), both ¢; and ¢; are contained in the polyhedron A;, and &; is the
point at the bottom left corner of A;. From Lemma 2.1.3, since {c;} is uniformly at
random in F(B), then é[qB e is uniformly distributed. Based on Lemma 2.1.1,

{¢;} is also uniformly distributed at random. Let
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C= [Clvc2a"'7cm]n><m'
)j = [)’1» yz’ --o»}’m]nxm- (238)
C = [515627-"76:1’[]il><m'

We get three n x m matrices.
The third step: now we define m n dimensional vectors a; € ZZ, 1<i<minZ,

a; = [gB7'¢;] (mod q), 1 <i <m.

Then
A=1lay,ax,...,anlxm € Z;X’". (2.3.9)

According to Lemma 2.1.3, A is a random matrix uniformly distributed. Suppose z
is a solution of SIS, ,, g problem, i.e.

Az =0 (mod ¢),and0 < |z] < B, z € Z".

Combining z and {¢;},
N 1
Cz=[BlgB 'c1l/q. ..., BlgB 'cul/qlz=B - gAZ € L(B).

Since Az =0 (mod q) = éAz € Z", we get a lattice vector Czel.
The four step: Similarly, combining z and {c; }/L,, {i}/L,, we get two vectors Yz
and Cz.Letz = (21,22, ..., 2m)", then

21

22 m
Yz=1Iyi,y2, ..\ Yml : =ZZiyi€L-

: i=1

< m

Both Cz and Y7 are lattice vectors, let @ = Cz—Yz= (é‘ —Y)z € L. We are to
prove that « is a solution of INCGDD problem. Denote |z|; as the /; norm of z, it
follows that

m

h =Y lzil < V/mlzl. (2.3.10)

i=1

The major part of the length of o« = Cz — Yzis|Cz — Cz|, which could be estimated
as follows

ny/mp
q

N - n n
ICz—Czl=1) (e — &)zl < g BlIzh < |BI. (23.11)
i=1
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Select the parameters m = nlogn, g = n*, B = n, when n is sufficiently large we
have,

A 1
|Cz —Cz] < Z|B|'

The minor part of length |Cz — Yz| of o could be calculated by the nearest plane
algorithm of Babai [see (2.3.3)]:

1
|ICz —Yz] < 5ﬁ|3|-

Let ¢(B) = | B, y (n) = /n, then
. A 1
| = |Cz—Yz]| < |Cz—Cz|+|Cz—Yz| < Z|B| + 7,

where r > y (n)¢ (B). In other words, based on a solution z of the SIS, ,, g problem,
we can get a solution of the INCGDD;’f problem for generated matrix B and the target
vector + = 0 by a probabilistic polynonual oracle algorithm. Here the parameters are
chosenas g =4, y(n) = zf, ¢(B) = |B|.

The above oracle algorithm is a simple simulation of the reduction principle for
INCGDD problem by setting S = B and the target vector t = 0. Given any n linearly
independent vectors S = {ay, a2, ..., o} C L andtarget vectorr € R”, general ora-
cle algorithm A(B, S, t) will complete the whole technical process of transforming
the INCGDD problem into the SIS problem, which is the core idea of Ajtai reduction
principle. We begin from two lemmas.

Lemma 2.3.1 (Sampling lemma) Let L = L(B) C R” be a full-rank lattice, F (B)
be the basic neighbourhood, t € R" be the target vector, s > ne(L) be a positive
real number. Then there exists a probabilistic polynomial time algorithm T (B, t, s)
to find a pair of vectors (c, y) € F(B) x L(B) such that

(i) The distribution of vector ¢ € F(B) is within statistical distance %6 from the
uniform distribution over F (B).

(ii) The conditional distribution of y € L given c is discrete Gauss distribution
Dy s (40

Proof The process of sampling algorithm 7' (B, t, s) could be proved as follows:
1. Since the density function of Gauss distribution D; ,(x) is

1 kg 2
b apey
Dy, (x) = e ,

the corresponding random variable is denoted as Dy ,. Let r € R" comes from dis-
tribution Dj ;, and r is called the noise vector.
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2.Letc e F(B),c=—r (mod L), y =c-+r € L be output vectors, (c, y) be
the output result.

Since r is generated by Gauss distribution in R”, it follows that ¢ has the distri-
bution —D; ; mod L in the basic neighbourhood F (B). We can prove

— Dy, mod L =D;_, mod L. (2.3.12)

Then the statistical distance between the ¢ and the uniform distribution on F(B) is
1
A(c,U(F(B))) = A(=Dy,mod L, U(F(B))) = A(Ds,—,mod L, U(F(B))) < €

Ontheotherhand, y = ¢ + r € L,if cisfixed, the distributionof y € L is the discrete
Gauss distribution Dy, g, ). We complete the proof. O

Lemma 2.3.2 (Combining lemma) Let g be a positive integer, L = L(B) C R" bea
full-rank lattice, F (B) be the basic neighbourhood. For any full-rank subset L(S) C
L(B), where S = a1, aa, ..., a,], there is a probabilistic polynomial time algorithm
Ti(B, S), for m vectors C = [cy, c2, . .., Cy] uniformly at random in F (B), we can
find a random matrix A € Zy*" uniformly distributed and a lattice vector x € L(B),
such that

1
lx —Cz| < ;Inﬂ|S||z|, (2.3.13)

where z € Z™, and Az = 0 (mod q).

Proof Suppose {«;, oz, ..., a,} C L are n linearly independent lattice vectors, and
S = [y, az, ..., o] generates the full-rank lattice L(S) C L(B). Let F(S) be the
basic neighbourhood of lattice L(S). It is easy to see that F(B) C F(S). For any
m vectors {c;}7*, uniformly distributed in F(B), we can choose m lattice vectors
{vi, v2, ..., vy} C L(B) by sampling lemma. The corresponding vector in the basic

neighbourhood F () is denoted as v; mod L(S), such that

{v; mod L(S)}, C F(S) are uniformly distributed.

i=1
In other words {v;} is selected from the quotient group L(B)/L(S), satisfying v; #
v; (mod L(S)), and {v; mod L(S)}/L, are uniformly distributed in F(S). We still
write v; (mod L(S)) as v;, and let
w; =c;+v,mod L(S), i=1,2,...,m.

It follows that {w;} is uniformly at random in F(S). For 1 <i # j < m, we have

v; #v; (mod L(S)) = v; + F(B) # v; + F(B) (mod L(S)),
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so{v; + F(B)}i., formsasplitof F'(S) with the same volume. We get {w;} C F(S)is
uniformly distributed according to {v; } is uniformly at random. Suppose the following
two matrices C and W are

C=lci,ca,...hcm], W=[w,w,..., WH]. (2.3.14)
Define m vectors uniformly distributed in Zj as
a;i =[gS'w;] (mod q), i =1,2,...,m. (2.3.15)

ByLemma?2.1.3, since {w;} is uniformly atrandomin F (S),then A = [a1, a2, . .., an]
is an n x m dimensional uniform matrix, A € ng’”. Letz € /\;-(A), then

zeZ"

7 and Az =0 (mod q).

Define the vector x

1
x=(C—W+=5A)z. (2.3.16)
q

We first prove x € L(B) is a lattice vector. From the definition of vector x, we have
1 - 1
x=(C—-W+ 5SA)Z =Y (e —w)z + C—]SAZ.
i=1

Note that
ci —w; = (¢ +v) —wj) —v;, 1 <i <m,

since ¢; + v; = w; (mod L(S)) =
¢, +v; —w; € L(S) C L(B),
and each v; satisfies v; € L, it follows that ¢; — w; € L, 1 < i < m. On the other

hand éAz e 7", we get éSAz € L(S). Thus, we confirm that x € L. Finally, we
estimate the distance between x and Cz.

e —Czl =) (wi - gl = 1S Y i — iz, (2.3.17)
i=l i=1
d
d
where u; = gS~'w;. Itis easy to see, foranyd = | . | € R,

dn
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1Sd| =1 disil <Y ld;llsi] < ISlld]y. (2.3.18)

Since

1D i = izl < Y lzillw = [wilh < nDz, < ny/mlzl,
i=1 i=1

by (2.3.17) and (2.3.18) we get
1
[x —Cz| < 5n«/m|S||Z|.

So we finish the proof. (]

2.4 Reduction Principle

The Ajtai reduction principle is to solve hard problems on lattice in general case. For
example, SVP, SIVP and GapSVP problems can be transformed to SIS problem by
a polynomial algorithm with positive probability, so the difficulty of SIS problem is
polynomial equivalent with that of lattice problems. This principle from general to
average case is called Ajtai reduction principle from the worst case to the average
case in academic circles.

We start by proving that the INCGDD problem could be transformed to the SIS
problem. Denote the INCGDD"J 7. problem with parameters as {B, S, ¢, r}. For any n
linearly independent vectors S in a full-rank lattice L = L(B) and any target vector
t € R”, our goal is to solve a lattice vector s € L such that

1
ls —1] < =[S|+, (2.4.1)
8

where g > 0 is a positive real number, r > y (n)¢ (B).

Theorem 2.4.1 (From INCGDD to SIS) Given parameters g = g(n) > 0, m, § are
polynomial functions ofn, i.e.m = n°W®, g = n°W ¢ = e(n) is anegligible function
ofn,ie € < n% (k > 0), p(B) = n.(L), and

y(n) = Bm)v/n, g = qn) = gmyny/mpn). (2.4.2)

Under the above parameter system, there is a probabilistic polynomial algorithm,
which could transform the INCGDD?E, ¢ problem to the SIS problem.
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Proof The probabilistic polynomial algorithm in Theorem 2.4.1 is called the oracle
algorithm, written as A(B, S, t). In the last section, we introduce the oracle algorithm
detailedly in special case with S = B and the target vector ¢t = 0. Now we give the
work procedure of general oracle algorithm A(B, S, t) by sampling Lemma 2.3.1
and combining Lemma 2.3.2:

1. Select two integers j and « uniformly at random, such that

JG{],Z,,m}, _ﬂ<a<ﬂ7 a#o

For a given target vector ¢ € R”, and positive integer j, we define m vectors ; (1 <
i <m)as

—Ls ifi = .
t; = { 0. ifi £ . (2.4.3)
2.Foreachi =1,2,...,m, according to the sampling algorithm 7T (B, t;, 2}/—’) in

Lemma 2.3.1,ie.lett =¢;,s = %r, we get

(¢i, yi) € F(B) x L(B).
Note thatr > y(n)¢ (B), so

2r
s =— 22¢(B) =2n(L).
14

3. Define two matrices

C=lci,c2,...,¢nl, Y = [yl»y2»~-~aym]~

4. Based on the given matrices S C L(B), C € F(B)™ and the parameter g, we
can find a uniform random matrix A € Z;*™, a solution z of the corresponding SIS
problem, and a lattice vector x € L(B) by the combining algorithm in Lemma 2.3.2
satisfying

1 S
lx = Cz| < gnﬂlSHzl < % (2.4.4)

5.Lets =x — Yz, then s € L(B) is a solution of the INCGDD problem, such
that

1
ls —t] < —IS|+7 (2.4.5)
g

holds with a positive probability. The above oracle algorithm A(B, S, t) could be
represented in the following graph
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tp = (c1, 1)
,, Sampling . CeF(BY" [W € F(S)™] Combining [x € L(B)
reR? —, : RN oo | ——— -
Algorithm . YeL(B)" A€y Algorithm zZ€ Zq

tm —> (Cm» Ym)

Since x, Yz € L(B), it follows thats = x — Yz € L(B). Next we are to estimate
the probability that the inequality |s — 7| < §|S | + r holds. We write § > 0 as the
positive probability when solving the SIS problem successfully. The event H; ,
denotes getting a solution z = (2, 22, ..., Zm)! of the SIS problem with Zj=a,
and its probability is §; 4, where 1 < j <m, —B < o < B, a # 0. If we obtain a
solution z of the SIS problem successfully, then at least one of these 2mf events H;

occurs. Therefore,
E 8j,a = 87
Ja

there is a pair of j, @ such that Pr{H;,} =6;, > ﬁ > 0. We assume that the

event H; , occurs and estimate the conditional probability of |s — 7| < g%|S| + r. Let
T =1[t,t,...,t,], then Tz =t;z; = —t. By the triangle inequality,

S
|s—t|<|x—Cz|+|(C—Y)z—t|<|?|+|(Y—C—T)z|.

We have |
Prils—t| < —IS|+r} > Pr{iY —C —T)z| <r}.
8

Based on the sampling Lemma 2.3.1, y; has discrete Gauss distribution Dy ) 2 . 4.
According to Lemma 2.4.2 in Sect. 1.4, it follows that

Elly: — (¢; + )11 < (— - —)(—)2

1 —¢
and
2 € 22,
|Elyi — (ci + )" < (-—=)(—)n.
1—€¢ 'y
Since yi, y2, - . ., Y are independent, by Lemma 4.6 in section 1.4,
2 1 € €
s (e , 2 < (— - s 2 2 2 2
ELY_0i = izl < G+ g +m(g—)? & ) nlzl? < < ( > nlz|?.

Combining |z| < B and y = B./n, we get

rl.

) 1 2r, )
E[|(Y —=C—-T)z]'] < 8(7) nlz]” <

SIS
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Using Chebyshev inequality,

\S)

Pr(Y — C = T)z| > 1} < rle[l(Y —Cc-Taf1< 3

By (4.6),

1
Prils —t| < —ISI+r} =2 Pr{if —C—-T)z| <1} 2
8

W =

Note that the above inequality holds under the assumption Hj 4, i.e.

1

1
Prils —t| < =|S|+r | Hj.} 2 .
8 ' 3

Finally, we have the estimation

1 1
Prils —t| < —IS|+r} = Pr{ls —t| < —|S| +r, Hjq}
4 8
Pr{| r|<1|S|+ | Hj o} - PriH }>l 0
=rmis —Iix — r jaf - LT jafl 2 55 5 > U
g Js Js 3 2mp

This means |s — t] < élS | + r holds with a positive probability, so we complete the
proof of Theorem 2.4.1. O

In the above proof, we have completed the whole process of transforming the
INCGDD problem to the SIS problem, and prove that the difficulty of the INCGDD
problem is polynomial equivalent with that of the SIS problem. This realizes the
reduction principle from the worst case to the average case, which is the main result
we introduce in this section. For hard problems on lattice, such as SIVP and GapSVP
problems, based on Theorems 5.19, 5.22 and 5.23 in Micciancio and Regev (2004),
we can transform them to the SIS problem equivalently. By Theorem 2.4.1, the
difficulty of hard problem on lattice is polynomial equivalently with that of the SIS
problem. In addition, the following Theorem 2.4.2 provides another way of reduction
from SIVP to SIS problem.

Theorem 2.4.2 (From SIVP to SIS) Let the parameter m be a polynomial function
ofn, ie.m =n°D B >0, q>28n°D, y = Bn°WY, then the difficulty of solving
the SIS, 4 p.m problem by a probabilistic polynomial algorithm is not lower than that
of the SIVP,, problem.

Proof We are to prove that if there is a positive probability polynomial algorithm to
get the solution of the SIS, ; g ,, problem, so is the SIVP,, problem. In other words,
we can find n linearly independent vectors S = {s;} C L, such that |S| = max |s;| <
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y (n)X,(L).Based on a set of linearly independent lattice vectors S C L (S is initially
the generated matrix B of lattice L), the idea of the reduction algorithm is using the
oracle algorithm to obtain a set of new linearly independent lattice vectors S’ C L
satisfying |S’| < |S|/2. Repeating this process and we can finally get the solution of
the SIVP,, problem. Let ¢ > 28 (n), f(n) be a polynomial function of n. We give
the work process of this reduction algorithm.

1. According to the sampling lemma and combining lemma, generate m short
vectors v; € L in the basic neighbourhood of lattice L(S) such that |v;| < [S|f(n),
i=1,2,....,m,V=[v,va,..., 0]

2. Let A= B~'V (mod ¢), by the combining lemma we know A is uniformly
distributed in Z*™. Solve the SIS problem Az = 0 (mod ¢) with |z| < 8 and obtain
a solution z.

3. Let s = Vz/q. Repeat these three steps and generate enough vectors s so that
there are n linearly independent vectors, denoted as sy, 53, . . ., S,. Suppose the matrix
S"is 8" = [s1, 82, ..., 8,]

We are to prove that |S’| < |S|/2. Firstly, note that s € L. This is because

Vz = B(Az), Az =0 (mod ¢q),
so B(Az) e gL and s = Vz/q = B(Az)/q € L. Secondly,

Isl=1Vzl/q < |VIB/q <ISIf(m)B/2BSf () = |S]/2.

This means |S’| < |S|/2. Replace S with S” and repeat the above three steps until
ISl < y(n)A, (L), then we confirm that S’ is a solution of the SIVP, problem. [

At the end of this section, we show that the difficulty of some other hard problems
on lattice are polynomial equivalently with that of the SIS problems. We give another
two definitions about hard problems on lattice.

Definition 2.4.1 (1) GIVP?,’: find a set of n linearly independent vectors S = {s;} C
L, such that
[S| = max |s;| < y(n)¢(B), (2.4.6)

where y (n) > 1 is a positive function of n, B is the generated matrix of L, and ¢ is

a real function of B.
2) GDD;’f: let ¢t € R” be a target vector, find a vector x € L, such that

lx —t] < y(n)¢(B), (2.4.7)
where B is the generated matrix of L, and ¢ is a real function of B.

If ¢ = A, is the nth continuous minimal distance of lattice L, the GIVP;‘j problem
in the above definition becomes the SIVP,, problem in Definition 2.2.3. Here we
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give two lemmas to show that the above two problems could be reduced to the SIS
problem.

Lemma 2.4.1 For any function y(n) > 1 and ¢, there is a polynomial reduction
algorithm from GI VP(gy to INCGDfo!8 problem.

Proof Suppose B is a generated matrix of lattice L, our goal is to find a set of n
linearly independent vectors S = {s;} C L such that

|| = max |s;| < 8y (n)¢(B).

We use the idea of iteration to achieve this goal. Initially, let S = B. If S satisfies the
above condition, then the solution has been found. If S does not satisfy the above
inequality, assume S = [s1, $2, . . ., S,], and suppose that

s, | = 1m'ax Isil,

NI

i.e. s, is the longest vector among sy, 53, ..., S,. Let £ be a vector orthogonal to
S1582,...,8:.—1, and |t| = |S|/2 = |s,|/2. Here the vector ¢ can be constructed by
the Schmidt orthogonalization method. Based on the reduction algorithm in Theo-
rem 2.4.1, we solve the INCGDD problem with parameters {B, S, ¢, |S|/8}. If the
algorithm fails, then we have

S
;= ?' < y(M(B) = |S| < 8y (M)(B).

This implies S is a solution of the GIVP’é’y problem. If the reduction algorithm solves
the INCGDD problem successfully, then we get a vector u, such that

S [S]
u—t| < —+r=—.
g 4
It follows that
lul < [t] + SE_ 351
u —_ =
= 4 4
Itiseasyto verify u, s1, 52, . . ., S,—1 are linearly independent. Otherwise, u is orthog-
onal to 7 since ¢ is orthogonal to sy, s2, . .., S,—1. Thus,
N 2 2, 2 2 ISP
— Zu—t = ul"+t]" = ] = —.
T | I“ = lul”+|7]” > |1] 1
It is a contradiction. So u, sy, s,,...,s,_ are linearly independent. Let S’ =
[s1, 82, ..., 8.—1, ul, |S’| < |S], repeat the above process for S” and we get a solution

of the GIVP?V problem finally. Lemma 2.4.1 holds. d
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Lemma 2.4.2 For any function y(n) > 1 and ¢, there is a polynomial reduction
algorithm from GDD;’V to INCGDDQ;,8 problem.

Proof Assume B is a generated matrix of lattice L, t € R” is the target vector. Our
goal is to find x € L, such that

|x — 1] < 3y (m)¢(B).

According to Lemma 2.4.1, we can find a set of n linearly independent vectors
S = {s;} C L such that |S| < 8y(n)¢(B). Let r be a real number satisfying the
INCGDD problem with parameters {B, S, ¢, r/2} fails, and {B, S, ¢, r} successfully
solves a solution x. In fact, the real number r in this range r/2 < y(n)¢(B) <r
could satisfy the above condition. It follows that

S S
lx —1] < I?I +r < % + 2y ()¢ (B) < 3y (n)¢(B).

So we get a solution of the GDD?V problem. We complete the proof. O

In Lemma 2.4.1 and Lemma 2.4.2, we transform the GIVP;‘; and GDij prob-
lems to the INCGDD? o problem. While Theorem 2.4.1 tells us the difficulty of the
INCGDD? ¢ broblem is polynomial equivalent with that of the SIS problem. So we

have proved that the GIVPf and GDD‘V” problems are polynomial equivalent with the
SIS problem.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/

Chapter 3 ®)
Learning with Error i

Learning with error was proposed by O. Regev in 2005 (see Regev, 2009), which can
be regarded as a dual form of SIS problem. LWE has very important applications in
modern cryptography, such as LWE-based fully homomorphic encryption. The main
purpose of this chapter is to explain the mathematical principles of the LWE problem
in detail, especially the polynomial equivalence between the average LWE problem
and the hard problems on lattice, which is one generalization of the Ajtai reduction
principle and solves the computational complexity of the LWE problem effectively.

3.1 Circulant Matrix

Circulant matrix is a kind of simple and beautiful special matrix in mathemat-
ics, which has important applications in many fields of engineering technology. In
Sect. 7.7 of ‘Modern Cryptography’, we explain and demonstrate the basic properties
of circulant matrix in detail. See the monograph Zheng (2022) on circulant matrices
for more details.

Let T be a square matrix of order n,

) (3.1.1)

where I, is the n — 1 dimensional unit matrix. Obviously, we can define a linear
transformation x — Tx, x € R" of R” — R” by T. The characteristic polynomial
of Tis f(x) =x" — 1,s0 T" = I,,. We use column notation for vectors in R”, and
{eo, €1, ..., e,_1} is the standard basis of R”, i.e.
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1 0 0
0 1 0

=%, ea=|, ..., e=]:]. (3.1.2)
: ; 0
0 0 1

Denote e, as e, if m =k (mod n), and 0 < k < n — 1, it is easy to see

Ter = exyr, and T¥(eg) = ex, 0 <k <n—1. (3.1.3)
[&00]
Definition 3.1.1 Let o = : € R”, the circulant matrix 7*(c) generated by
Ap—1
« is defined by
T*(o) = [, Tty ..., T" 'a]yun € RV (3.1.4)

It is easy to verify that the circulant matrix B generated by the linear combination
vector is the linear combination of the corresponding circulant matrices, i.e.

T*(aa +bB) = aT*(a) + bT*(B). (3.1.5)
ag

Specially, for any o = : € R", the circulant matrix 7*(«) generated by «
Ap—1

could be written as

n—1 n—1
T* () = T* (Z aiei> = Za,T*(e,-), (3.1.6)
i=0 i=0

therefore, any circulant matrix is the linear combination of circulant matrices gener-
ated by the standard basis vectors e;. It is easy to verify that

T*(er) =T, 0<k<n—1. (3.1.7)

In particular, the unit matrix 7, is a circulant matrix generated by the vector ¢y. The
basis properties about the circulant matrix are summarized in the following lemma,
and the corresponding proofs could be found in Sect. 7.7 in Zheng (2022).

ag Bo

aj B

Lemma 3.1.1 Leta = . , B = . be two vectors in R", then we have

(077 ﬂn—l
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(i) T*(@) =aol, + oy T + -+ o, TN
(ii) T*(e) - T*(B) = T*(B) - T*().
(iii) T*(a) - T*(B) = T*(T* () B).
(iv) det(T*(a)) = l'[?;ola(wi), where w; is the n-th unit root.
(v) T*() is an invertible matrix if and only if the characteristic polynomial o (x) =
g +ox + -+ a,_1x" corresponding to a and x" — 1 are coprime, i.e.
(a(x),x"—1)=1.

We take the characteristic polynomial x” — 1 as modulo and construct the one-to-
one correspondence between polynomial quotient rings and n dimensional vectors,
which is called the geometric theory of polynomial rings. We consider the following
three polynomial quotient rings. Let R[x], Z[x] and Z,[x] be the polynomial rings
of one variable on R, Z and Z, respectively, defined by

n—1
R=R[x]/ <x"—1>=1{) ax' | a; GR}, (3.1.8)

(=0

n—1
R=17Z[x]/ <x"—1>= Zaixi | a; GZ}, (3.1.9)

i=0

and 1
R, =Zy[x]/ < x" — 1 >= {Zaixi | a; ezq}. (3.1.10)

i=0

In fact, the right hand side of the above formula is a set of representative elements
of the polynomial quotient ring.

Foranyo(x) =g +ojx + -+ - + an_1x""1 € R, we construct the following cor-
respondence

o

— o)
o) =g +ax+-Fd_1x" ' €R > a= . eR", (3.1.11)

Qp—1

written as a(x) <— « or ¢ <—> «(x). Then (3.1.11) gives a one-to-one correspon-
dence between R and R”. In the same way, a(x) <— « also gives the one-to-one
correspondences of R — Z" and R, — Zj. It is not hard to see that the above
correspondence is an Abel group isomorphism. To establish ring isomorphism, we
introduce the concept of convolution multiplication of vectors.

Definition 3.1.2 For any two vectors «, 8 in R", Z" or Z;’, we define the convolution
a® B by
a®B=T*)-B. (3.1.12)
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Under the above definition, R”, Z" and ZZ become a commutative ring with unit
element, respectively. Obviously, the convolution defined by (3.1.12) is closed on Z"
or Zg. Ifa € Z" then T* () € Z"", thus,a ® B = T*(@)B € Z", so is Zg. Based
on the property (iii) of lemma 3.1.1,

T*(a®p) =TT ()B) =T ()T*(B) =T"B)T" (@) =T (B R ),
so we have ¢ ® B = B ® «. On the other hand,
@+a)@p=T"+a)B=T"@p+T @)p=a®p+a B,
hence, R”, Z" and Z; are commutative rings with the same unit element ¢j. Since
T*(ey) = I,, then
eo® B =T"(e)p =1,8=8.

Lemma 3.1.2 Suppose R, R and R, are defined by (3.1.8), (3.1.9) and (3.1.10),
then we have the following three ring isomorphisms:

R=R", R=Z"and R, = L.
Proof We only prove R = R”", the other two conclusions could be proved in the
same way. Ya(x) € R, a(x) <— o € R”" is a one-to-one correspondence and an
Abel group isomorphism. We are to prove
a(x)B(x) «— a ® B, Ya(x), B(x) € R. (3.1.13)

Let B(x) = Bo + Bix + -+ + B,_1x"~!, then

xB(x) = Box + Bix* + -+ Buoax" " + By x”
= Buct + Pox + -+ Puax"",

so xB(x) <— TH.Forallk,0 < k <n— 1, we know
xkB(x) «— T*B.
Let o(x) = g + oy x + - - - + ay_ 1 x™ 71, it follows that

n—1 n—1

a(@)Bx) =Y axtBx) «— Y T p=T @B =a®§.
k=0 k=0
Therefore, we prove that R=R", Similarly, we have R = Z" and R, = ZZ. O

Since R” is Euclidean space, the Euclidean distances in Z" and Z; could also be
defined as the Euclidean distance in R", which is called the embedding of Euclidean
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distance in Z" and ZZ. By Lemma 3.1.2, we treat R, R, R, and R, Z", ZZ as the same
and write R = R", R = 7", R, = ZZ. Therefore, the polynomial rings R, R and R,
also have Euclidean distance, which constructs the geometry of the polynomial ring.
For any polynomial a(x) € R, we define
la(x)| = ||, if a(x) «— a. (3.1.14)
Lemma 3.1.3 For any a(x), B(x) € R (or R, Ry), we have
la(x)B(x)| < Vnla@)] - [BX)].

Proof To prove this lemma, we only prove that for any «, 8 € R" (the same as Z"
or ZZ), we have

lo ® Bl < V/nlal - |BI. (3.1.15)
By Definition 3.1.2,
b
by
a®@B=T"@p=[a,Tar,..., T" 'alp=]| . | eR".
by

Let o be the conjugation vector of «, i.e.

Qo Op—1
23] _ Up—2
o = E s
Ap—1 Qo

then, the circulant matrix 7*(«) generated by « can be divided into rows
alr”
&T (TT)Z
T () = ) ,
aT (TT)n
where T7 is the transposed matrix of 7. So b; = a’ (TT)'8 (1 <i < n) and we get

bi| < el 1Bl 1 <i<n.
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It follows that

o ® Bl = (Zb?) < Vnlal - Bl
i=1

We complete the proof. O
Finally we discuss the relation between circulant matrix and lattice. Let B € R"*"
be a square matrix of order n, the lattice L(B) C R”" generated by B is defined by
L(B)={Bx|x €Z"}.

If B is an invertible matrix, then L(B) is called an n dimensional full rank lattice.

Definition 3.1.3 Let L(B) C R” bealattice, we call L(B) acyclic lattice, if L(B) is
closed under the linear transformation 7', i.e. for any « € L(B) we have T € L(B).
If L(B) C Z" is a cyclic lattice, then L(B) is called a cyclic integer lattice.

Lemma 3.1.4 Let o € R”, then the lattice L(T*(«)) generated by the circulant
matrix T*(a) is a cyclic lattice, which is the smallest cyclic lattice containing o.

Proof Based on the definition 7*(«) = [o, T, . . ., T o], we get

n—1
L(T*(a)) = {Za,-Tfa la; € Z} .

i=0
For any 8 € L(T*()),

n—1
B=) biT'a=TpeL(T* ), b €Z,

i=0

so L(T*(«)) isacyclic lattice. Assume L is a cyclic lattice containing o, since o € L,
TaeL,..., T" 'a e L, then any linear combination of integer coefficients

n—1

Za,-Tia € L= L(T"(a)) C L.
i=0

This means that L(7*(«)) is the smallest cyclic lattice containing «. O

Lemma 3.1.5 Let L(B) C R" be a cyclic lattice, « € L(B) be a lattice vector, then
there is an integer matrix D € 7"*" such that

T*(a) = BD. (3.1.16)

Proof Since o € L(B), L(B)isacyclic lattice, then Ta € L(B), T?q € L(B),...,
T" ' e L(B).Let(0<k<n—1
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T*a = Bdy, dy € 2", D =[do. dy, ..., dy—1luxn € 2",
the circulant matrix 7*(«) generated by « could be written as
T*(a) =[a, Tax, ..., T" '] = [Bdy, Bd,, ..., Bd, ] = BD.

Lemma 3.1.5 holds. O

Let L C R”" be a lattice, for any x € R”, there exists u, € L =

¥ —u,| = min |o—x|=|x—L| (3.1.17)
ael,a#x

u, is called the nearest lattice vector of x. We define the covering radius p(L) of L
by
p(L) = max |x —u,| = max|x — L|. (3.1.18)
xeR" xeR”?

Obviously, the covering radius p (L) satisfies that any sphere N(x, p(L)) with
radius p (L) contains at least one lattice vector. If L C L is a sublattice, then for any
x e R",

lx — L| < |x = Li| = p(L) < p(L1). (3.1.19)

If L = L(B), we write p(L) = p(B). The final goal of this section is to prove
the existence of the covering radius and give an upper bound estimate of p (L) using
Babai’s nearest plane algorithm.

Let L =L(B), S ={s1,%2,...,8,} C L be n linearly independent lattice vec-
tors. $* = {s{, s, ..., s} is the orthogonal basis corresponding to S by the Gram-
Schmidt method. We define

o(S) = (Z |si*|2) . (3.1.20)
i=1

Lemma 3.1.6 (Babai) Let L = L(B) C R”" be a full rank lattice, S C L be the set
of n linearly independent lattice vectors, then for any t € R", there exists a lattice
vector w € L =

1
1= wl < 5o (S). (3.1.21)

o (S).

Specially, the covering radius p(L) of L exists and satisfies p(L) < %

Proof Without loss of generality, we only prove for the case S = B. Since L(S) C
L(B) is a full rank sublattice, by (3.1.21) w € L(S) = w € L(B) and p(L) <
p(S) < %U(S). Let B =[B1, B2, ..., B, the corresponding orthogonal basis is
B* =[B{, B3, ..., B;]. Babai’s algorithm is based on the following two techniques:
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(1) Rounding off (see Theorem 7 of Chap. 7 in Zheng (2022))
Vx e R?, let x = Z?:] x; B, where x; € R. Define §; € Z is the nearest integer of

x;, and
n n 1 l
[x] = ;siﬂ?, {x}s = ;aiﬂ;‘, - <@ <5,
It is easy to see x = [x]p + {x}p, where [x]p € L is a lattice vector.

(2) Nearest plane

LetU = L(By, B2, - .-, Bn—1) C R" be an n — 1 dimensional subspace,

n—1
L' = Z ZB; C L is a sublattice of L.

i=l1

After x € R" is given, let v € L, such that U + v is the nearest plane of x. Let x’
be the orthographic projection of x in U + v, y € L’ be the nearest lattice vector of
X — v, w =y + v be an approximation of the nearest lattice vector of x in L. Based
on the above definitions, we can prove that (see (7.82) of Chap. 7 in Zheng (2022))

U= L(ﬁls ;32’ '-~vﬁn—l) = L(;Bikv :3;7 "'9;3:71)

V= Snﬂn eL
n—1

x'=) xiBf+ 8,8 . (3.1.22)
i=1

y is the nearest lattice vector of x — v in L’

w=y+veLl

Since v = 8,8, x' = Y=} xi B + 8.7,
/ * 1 *
[x — x| =[x, — 8,118, ] < Elﬂ,,l-

The distance between any two planes in {U + z | z € L} is atleast ||, and |x — x’
is the distance of x from the nearest plane, so we have

I — x| <l — uyl.
Letw=y+4+v=y+4 4,8, € L, we are to prove
x —w?=|x = x>+ ¥ —w|*. (3.1.23)
This is because

x—x' =, =8B X —w=x'"—v—yeU,



3.2 SIS and Knapsack Problem on Ring 61

therefore,
(x —xHL(x' —w),

and (3.1.23) holds. Based on the assumption:

(BT + -+ 18511 -

¥ —wl* <

Iy

It follows that
1 1 2
lx — w]? < A—l(lﬁi“l2 +o B P HIBD = (EG(B)> .

Letx = € R", we get w € L such that

This lemma holds. (]

The calculation of the covering radius on lattice is also a kind of hard problem.
We define the covering radius problem (CDP, ) based on parameter approximation.

Definition 3.1.4 (CDP,) Let L be a full rank lattice, y (n) be a parameter, CDP,,
problem is to find an r such that

p(L) <r < ymp(L). (3.1.24)

3.2 SIS and Knapsack Problem on Ring

Let g be a positive integer, Z, be the residue class ring mod ¢, and Z,[x] be the
polynomial ring of one variable on Z,. By (3.1.10), we define a quotient ring R, on
Zg4lx]

R, =Z4x]l/ <x" —1>=(Z), +, ®). (3.2.1)

To define the SIS problem on R, for any m polynomials A = {a;(x), ..., a,(x)} C

R,, A could be regarded as an m dimensional vector in Ry, i.e. A = (a;(x), ...,
an(x)) € R, with the norm | A| defined by

1

|A| = (Da,»(xnz) = (Z |ai|2) : (3.22)
i=1 i=1

where a;(x) <— a; € ZZ.
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Definition 3.2.1 Let 8 > 0 be a positive real number, n, m, g be positive inte-
gers. The SIS problem on R, is defined as follows: for any given uniformly
distributed vector A = (a;(x), ..., a,(x)) € R”, find an m dimensional vector
z=(z1(x), 22(x), ..., Zm(x)) € Ry such that

f4) = 3 a0z () =0
v L (3.2.3)
0<lzl= (Z |z,~<x)|2) <p
i=1

This problem is denoted as R, — SIS, g .

Remark 3.2.1 By the above definition, f4(z) € R, so fa(z) = 0 is equivalent to

f4@) =) a;(0)z(x) =0 (mod x" — 1),

i=1

here 0 < |z| < B is computed in the real number field R.

Remark 3.2.2 In order to guarantee the R, — SIS, g ,, problem has solution, we
only need m > log,g, which has big difference from the requirement m > nlogg
of the classical SIS problem (see Sect.2.2 in the last chapter). In fact, if A =
(a1(x), ax(x), ..., a,(x)) is given, the selection of z = (z;(x), ..., Z,(x)) could
be considered in Z’;. For each z;(x) «— z; € ZZ, choose each coordinate of z; as
0 or 1 so that the n dimensional vector z; has a short length. There are about 2"
such short vectors z;, so there are about 2" choices of z in total. If 2" > ¢", i.e.
mn > nlog,q, m > log,q, then 7' € Ry, 7 e Ry =

fa@) = fa@) = fa@ =) =0.
So z = 7/ — 7" is the solution satisfying (3.2.3).
Geometric definition of R, — SIS, 4 ,,:

Given m vectors A = (ay, as, . . ., a,,) uniformly distributed on Z;, a; € Z;, solve a
group of nonzero short vectors z = (21, 22, - - -, Zm)s Zi € ZZ, such that

fa@) = ia,@zi =0

i=1 (324)
lzil < /m, 1<i<n

Obviously, R, — SIS problem is a special case of the knapsack problem on ring.
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Definition 3.2.2 (Knapsack problem on ring) Let R be a commutative ring with
identity, ay, . .., a,, be m nonzero elements in R, X C R, |X| =2",b € R is called
the target element. Knapsack problem on ring is to solve m elements z1, 22, . . . , Zm €
X in X such that

fa@) = aizi=b, Vz; € X. (3.2.5)

i=1

If R =7 is aring of integers, X = {0, 1}, or X = {0, 1,...,2" — 1}, then the
above problem is the classical knapsack problem. It has been proved that the com-
putational complexity of solving the knapsack problem on Z is subexponential, such
as the super increasing sequence is polynomial. If R = R, b = 0, then the above
problem becomes the SIS problem on R,. The main result in this section is the fol-
lowing theorem:

Theorem 3.2.1 Let m = O(logn), k = é(log n), q > 4mkn3, and y = 16mkn’,
if we can solve the knapsack problem (3.2.6) on R, then there exists a probabilistic
polynomial algorithm solving the covering radius problem CDP,, for any n dimen-
sional full rank cyclic lattice.

The knapsack problem on R, in Theorem 3.2.1 is the more general case of (3.2.4),
which is summarized in the following definition.

Knapsack problem on R,: Choose m vectors A = (ay, a, ..., a,) uniformly
distributed on Zj randomly and any target vector b € Z, find a set of short vectors
z=1(z1,22,...,2Zm) such that

fa@ =) a®z =b, |z <n 1<i<m. (3.2.6)
i=1

From Theorem 3.2.1, the knapsack problem on R, on the average case has a more
difficult computational complexity than the covering radius problem on any full rank
cyclic lattice under positive probability, which is another reduction principle from
the worst case to the average case by Ajtai.

The core idea of the proof of Theorem 3.2.1 is to approximate the covering radius
p(L) of L by %O’(S) for any cyclic lattice L = L(B) C R”" under the assumption that

(3.2.6) is solvable, where S = {s1, s2, ..., s,} C L is a set of n linearly independent
vectors, and
n 7
o(S) = (Z |s7|2) .
i=1
{s{,s5,...,s;} is the corresponding orthogonal basis of S using Gram-Schmidt

algorithm. Since |s}| < |s;] (1 < i < n), we have
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n % n 2
o (8) = (Z |s,-*|2) < (Z |s,-|2> : (3.2.7)
i=1 i=1

By Lemma 3.1.6, p(L) < %O(S). The core steps of approximating p(L) by %U(S)
is summarized as follows.

(1) Reduced algorithm
Randomly choose S = {s}, 52, ..., s,} C L is a set of n linearly independent lattice
vectors, assume that
[S] = |su] = max |[s;].
1<i<n

If %G(S) < yp(L), then the CDP,, problem on L is solved. If o (S) > 2yp(L), we
can find a lattice vector s’ € L, such that

|/|<1| | 1|S|
S| Xzl = % B
2 2

andsy, s2, ..., S,—1, 8 arelinearly independent. Replace S with the new set of vectors
S" = {s1,82,...,8,-1, 5}, that is, replace s, with s” in S. Repeat this process n times
and we can get

1
18] < EISI. (3.2.8)

Repeat the above reduced algorithm, and find a set of linearly independent vectors
S C L, such that

2Y (L) (3.2.9)
ﬁp 9 Lk

and the computational complexity of the algorithm is polynomial. Based on (3.2.9),

we have
Jn
2

IS] <

1
p(L) < 70(8) < - ISI < vp(L).

So we complete solving the CDP,, problem.

(2) Approximation of standard orthogonal basis
Let {eg, e1,...,e,_1} C Z; be a standard orthogonal basis, L = L(B) C R" be a
given cyclic lattice. Define the parameter

4
B = (ﬂ + ﬁ) a($), (3.2.10)
y 2
where S = {sq, 52, ..., s,} C L is a set of n linearly independent vectors, such that

o (S) > 2yp(L). (3.2.11)
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To find s’ in the reduced algorithm, by Lemma 3.1.6, there is a lattice vectorc € L =
1
lc — Beol < EJ(S). (3.2.12)

Since T is an orthogonal matrix, it is an orthogonal linear transformation in R”, i.e.
|Ta| = |a|, Ya € R".

Therefore, forany 0 < k <n — 1,
X 1
|T"(c — Beo)| = |c — Beo| < EG(S)'

Note that T¥ey = ey, so

ke — 1
IT e — Ber] < 50(S).

Because ¢ € L and L is a cyclic lattice, then T*c € L (0 < k < n —1). The circu-
lant matrix T*(c) = [c, Tc, ..., T* " '¢] implements the approximation of standard
orthogonal basis.

In order to give a complete proof of theorem 3.2.1, we denote

B = q(T*(c))"'B. (3.2.13)

Lemma 3.2.1 The lattice L(B’) generated by B’ satisfies qZ" C L(B’).

Proof By Lemma 3.1.5, since ¢ € L and L is a cyclic lattice, there exists an integer
matrix D € Z"*" such that

T*(c) = BD = B~ 'T*(c) € ™",

thus,
B'(B™'T*(c)) = q(T*(c))™" - B- B~'T*(c) = ql,.

Each column of the above matrix ge; (0< j<n—1)eL(B)=qZ"C
L(B). O

Based on Lemma 3.2.1, gZ" is an additive subgroup in L(B’). Randomly choose
mk vectors xlfj € G(1<i<m,1<j<k)inthequotient group G = L(B')/qZ",
the integral vectors w; ; of x; ; 1s defined by

wijz[xij]eZ", 1<i<m, 1 <j<k

Let .
a = Z w;; (mod q) = a; € Z., (3.2.14)

Jj=1



66 3 Learning with Error

A = (ay,as, ...,a,) contains the above m vectors in ZZ, consider the knapsack
problem on R, = (Z}, +, ®),

m
fa@) = Zai ®zi, Vzi € Zj, |zl < /n.
i=1

If we can solve the knapsack problem on R, then f4(z) collision is also solvable.
So there are integral vectors y = (y1, ¥2, .-+, Ym)> ¥ = (J1, Y2, - - ., Ym) such that

m

fa =9 =) ai® @i —3) =0, Yyl <vu, [l <Vn,  (32.15)

i=1

where
Yy=01LY20 V), Y=01, 32, oy Im)- (3.2.16)

Based on the vector clusters y and y in Z", we define

T*(c)x;; and w;; = 5T*(c)w;j

1

q

LA A 3.2.17
s' =20 2 (xij — wip) ® (3i — Bi) ( )

The s’ defined by the above formula is just the s’ in the reduced algorithm. First,
we prove the following lemma.

Lemma 3.2.2 x;; € L(B) is a lattice vector in the given cyclic lattice L (1 <i <
m,1 < j<k)andif fa(y) = fa(¥), s’ € L(B) is also a lattice vector.

Proof Since xlij € L(B’), there is a € Z" such that xlij = B'a, we get
1 * 4 1 * * -1
Xij = 5T (c)B'a = C_IT (¢)-q(T*(c))” - Bu = Ba € L(B).

To prove s” € L(B), by (3.2.17) and the property of circulant matrix (see (3.1.5))

s’ = inj ® (vij — ij) — Zwij ® (vij — ¥ij)

=2 T @iy = 9ij) = T @i Gig = 3ij) (3.2.18)
m k

m k
= Z T*(inj)(yi - i) - Z T*(Z wij)(yi — i)
=1 = =1 =l
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Based on the first conclusion, x;; € L(B) = Z’;zl xi; € L(B), since y; and y; are
integral vectors in Z!, it follows that

k
T* inj (yi — i) € L(B).
=1

Next we prove the second term of (3.2.18) is also a lattice vector. By the definition
of Wij,

x k

1 : 1 3w

wij = C—]T*(C)wij, then E wij = ;T*(C) Wij
j=1 j=1

Hence,

k
1 ,
T* Zw,-j = ~T*()T* w;; |-
j=1 q j=1

The second term of (3.2.18) could be written as

m k m k
D OTOQ wip) (i — 30 = éT*(c) DT O wi) i — )
i=1 j=1 i=1 j=I
k

= ;IT*(C) ZZwU ® (yi — i)
=1 j=1

(3.2.19)

Since
m k m
Dwy®i—I) =Y a® (i —H) (modg) = fa(y) — fa($) (mod g),
1 j i=1

i=1 j=I =

by fa(y) = fa(p), we know the second term of (3.2.18) is in L(B), i.e.

m k
T wip)(yi — i) € L(B).
i=1 j=1

Finally we have s’ € L(B) based on (3.2.18). O

Lemma 3.2.3 The lattice vector s’ defined in (3.2.17) satisfies

Is'| < lIsnl = 1|S|. (3.2.20)
2 2
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Proof We only prove |s'| < o(S)/2/n, since

1
n

o (8) < <Z|s,-|2> < VnIS| = Vals,,

i=1
we can get |s'| < %|s,, |, and the lemma is proved. Based on the definition of s’,

1<)

i=1j

|(xij — wij) ® (i = Il (3.2.21)

m k
=1

It follows that
1, , , 1 / ,
x,»j—u),-jz—T (c)(xij—wij)z—C®(xij—wij).
q q
Let o = ¢ — ey, then || < 10(S) (see (3.2.12)), and

1 ’ ’ 1 ’
Xij — Wij = E(a + Beo) ® (xij - w,’j) = ;]T*(a + ,360)()5,‘}' - wij)

l ’ ! 1 ’ ’
= _IBT*(eO)(X[j - w,‘j) + —T*(a)(xl-j - wij)
q q
ﬂ ’ ’ 1 * ’ ’
= ;(xij — wl.j) + C—IT (a)(xij — wij).
Since |
iy = wiyl < 5v/m,

combine with (3.1.15) in the last section, we have (8 is determined by (3.2.10))

’

B. , 1 ,
lxij — wij| < glxij - wijl + 5|0‘ ® (xij - wl])|
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Based on (3.2.21), we get

Is'| < mk+/nmax |x;; — w;;| - max |y; — |
i,j i

o (S)
2yn

So we complete the proof of Lemma 3.2.3. (]

< mka/n - 23/nmax |x;; — wi;| <
i

From the above lemma, the reduced algorithm required in Theorem 3.2.1 is proved.
However, we must prove that {g;};_, C Zj determined by (3.2.14) is uniformly dis-
tributed, so that the knapsack problem on R, is solved in the average case. Next we
prove that {a;}_, is almost uniformly distributed in ZZ , that is, the statistical distance
between the distribution of {a;} and the uniform distribution is sufficiently small. We

first prove the following lemma.

Lemma 3.2.4 Let B' = q(T*(c))"' B, then the covering radius p(B’) of L(B’) sat-
isfies

B, < o

p(B) ”

where L(B) is a full rank cyclic lattice, c € L(B) is given by (3.2.12).

Proof Based on the definition of covering radius,

o(B") = max |[x — u,| = max |x — L(B)|.
xeR” xeR”

Let ¢ € R” be the vector achieving the maximum value above, i.e. |[t' — L(B’)| >
p(B'), and
It' —B'z| > p(B), Yz e 7"

Denote
1 * /
t=-T"(c)r.
q
Suppose Bzy € L(B) is the nearest lattice vector of ¢, then we have
p(B) = dist(t, L(B)) = |t — Bzol

1 * / 1 * / /
= IgT (o) = Bzo| = IC—IT () (" — B'zo)|

1 d 3.2.22
> —|t' — B'zo| min lc®d] ( )
q d |d|
1 d
> Lo lc ® |_

) min
q deRm,d#0  |d|
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For any d € R", d # 0, we estimate the value of ¢ ® d. Since ¢ = Bey + «, where
] < 1o (8). s0
lc®@d| = [(Bep +a) ®d|

1
2 |d|(B — 5«/50(5))
> Bld| — /nla||d|
— 11 ).

y

By (3.2.22), we have (see (3.2.11))

1 4
p(B) > ~p(B) - Lo (5)
q Y
> 8np(B')p(B).

This implies p(B’) < % Lemma 3.2.4 holds. O

Lemma 3.2.5 Let A = L(B) be a lattice, Q C R" is convex and contains a ball
with the radius r > p(A). Then the number of lattice vectors of L(B) contained in
0 satisfies

Vol(Q) p(Mn Vol(Q) 2p(Mn
det(A)(l_ y ) S ILB)N Q] < det(A)(1+ > )-

Proof See Lyubashevsky and Micciancio (2006) or Lyubashevsky (2010).
Based on the above lemma, let A = L(B’), we estimate the distribution of vectors
{a;j} in Z;. From the definition

k
a;; = w;; (mod q), a; =Y a;; (mod q). (3.2.23)

j=1

where w;- j is the rounding vector of xlf ;€G= L(B')/qZ". The ball taking w;.j as
the center with radius % is contained in the cube centered as w; ; with the side length

1.Since p(L(B')) < & < 1, from lemma 3.2.4, the number N of lattice vectors of
L(B’) in this cube satisfies

1 1
i (1 =3) < <+

For any a € R, = Zj, because x; ; 1s uniformly selected in L(B')/qZ", there are
qu

/ ny—1 __
LB /g2 =
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possible choices, therefore,

1
Pr{a,-j = Cl} - s an . (3224)
Now we estimate the probability distribution of {a;}" ;. (]

Lemma 3.2.6 Let G be afinite Abel group, Ay, A,, ..., Ay bek independent random
variables on G, such that for any element x € G,

1 1
PriA; =x} — —| < —.
IGI| ~ 2G|

Then the statistical distance between § = Zle A; and the uniform distribution on
Gis
A, UG) <27,

Proof We use mathematical induction to prove that the following inequality holds
for any positive integer k,

1 1
Prif =x}— —| < ——, Vx € G.
rlE = x) |G|‘ G Ve

Ifk = 1, the inequality above holds. Assume it holds fork — 1, denote &' = Zf:ll A;,
& =& + Ay, we have

Prig =) — | = ;Pr{é:a,f\k:x—a}—%
= gPr{é/ = a)Pr{A = x —a) — %'
_ Z(Pr{s’za}—L) (pr{Ak:x_a}_L>'
acG 1G] |G|
g;%—}m ' 2|lc| - 2k|1G|'

Thus,

1 1 1
Prit =x}— —| < = Z =2~ k+D,

1
AGUGH=5) il <3306 =

xeG

xeG

This lemma holds. O
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From (3.2.23), (3.2.24) and Lemma 3.2.5, we know that each a; = Zl;zl a;j is
almost uniformly distributed on Z, i.e. the statistical distance between a; and the
uniform distribution is sufficiently small. Therefore, the knapsack problem on R,
sampled by f4(z) is in the average case. So far, we have completed the proof of
Theorem 3.2.1.

3.3 LWE Problem

The LWE problem is to solve a kind of random linear equations under a given
probability distribution. To better understand the LWE problem, let’s start with the
checking learning problem (LPE) with errors. Let Z, = {0, 1} be a finite field with 2
elements,n > 1 and ¢ > 0 be a given parameter. The distribution of £ with parameter
gonZ,is

Pr{f =0}=1—¢, Prié =1} =¢.

If a, b € Z,, the probability that a and b having the same parity is 1 — ¢, i.e.
Pr{a =b (mod2)} =1 —¢,

denoted as a =, b. The checking learning problem with errors LPE is: given m
independent vectors {ay, ay, . .., 4y}, a; € Z} uniformly distributed on Z7, and b =
by

: € Z4,tosolve avector s € Z5, such that the following m random congruence
b
equations hold simultaneously

by =< a;,s > (mod?2)

by =< ar,s > (mod ?2)
, 3.3.1)

b, =< a,,s > (mod2)

where < a;, s > is the inner product of two vectors in ZJ. If ¢ = 0, then the dis-
tribution & becomes the trivial distribution, and (3.3.1) becomes m deterministic
congruence equations. At this time, the LPE problem could be solved by Gauss
elimination method with only n equations, and the computational complexity is a
polynomial of n. If ¢ > 0, the LPE problem is nontrivial, and its computational
complexity is exponential of n. For example, the likelihood algorithm requires O (n)
random congruence equations with computational complexity 2°™. In 2003, Blum
et al. (2003) proposed a subexponential algorithm whose computational complexity
and the number of random congruence equations are both 20¢/1°6™ which is the
best result of the LPE question so far.
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Generalizing the LPE problem from mod 2 to the general case mod ¢, it becomes
the LWE problem. Due to the important role of the LWE problem in modern anti-
quantum computing cryptosystems, we will introduce the related concepts and results
in detail in this section. First, we define the random congruence equation with error
on the integer ring Z. Let n > 1, g > 2 be two positive integers, Z, be the residue
class ring of mod ¢, and x be a probability distribution on Z, .

Definition 3.3.1 Leta,b € Z, e € Z,, if
Pr{a = b+ e (mod q)} = x(e), (3.3.2)
we call @ and b are congruential mod ¢ under the distribution yx, denoted as
a=, b+e(modgqg), ora=, b+e. (3.3.3)

The above formula is called a random congruence equation with error under y, and
it is abbreviated as a = b + e sometimes.

Based on the above random congruence equation, we give the definition of the
LWE distribution Ay , .

Definition 3.3.2 Lets € ZZ, x be a given distribution on Z,;, the LWE distribution

Asy =(a,b) e Zg x Z4 generated by s and x satisfies:

(1) ae ZZ is uniformly distributed;

(2) b =4<a,s > +e, where < a, s > is the inner product of a and s in Z, e € Z,
has the distribution x, i.e. e <— x. We call A;, = (a,b) € Zg x Z4 the LWE

distribution, s is called the private key and e is called the error distribution. If
b € Z, isuniformly distributed, then Ay , is called the uniform LWE distribution.

Under the LWE distribution A, = (a, b) € Zz x Zg, for a given error e € Z,,
the essence of finding the private key s = (s1, $2,...,5,) € ZZ is solving the random
knapsack problem on the ring Z,:

b=asi+as;+ -+ a,s, (mod q),

solve s € Zj under the probability distribution x (¢). Next, we give the definition of
LWE problem LWE, , , ,,» with the parametersn > 1, > 2,m > 1 and .

Definition 3.3.3 For any m independent samples (a;, b;) € Ly x Ly (1 <i<m)
el
of Ay, and randomly selected samples of the error distribution e = | : |, ¢; €

el?’l
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Lg, €; < X, the LWE, ; , ,, problem is to solve the private key s € Z; with high
probability (larger than 1 — §). In other words, solve s € Zj satisfying

b1 = <a,s > “+e1
by =y<az, s > +e;

(3.3.4)

by =y < G, s > +ep,

Remark 3.3.1 If x is the trivial distribution, i.e. x (0) = 1, x (k) = 0for1 <k < ¢,
0

then the samples of x are e = | : |, (3.4) becomes m deterministic congruence

0
equations
b =< aj,s > (mod q)
by =< ap, s > (mod q)

by =< a;, s > (mod q)
Based on the Gauss elimination, we can calculate the only private key s € Zj from
n congruence equations, and the computational complexity is polynomial.

Remark 3.3.2 Let ¢ =2, x be the two point distribution with parameter ¢ on Z;,
then the LWE problem on Z, is just the LPE problem. For any error distribution

€l
e=| : |.ife; =1, from
em
Pr{b; =< a;, s > +1 (mod 2)} = ¢,
we can get

Pr{b, =< a;,s > (mod2)} =1—e.

Matrix representation of the LWE,, , , ,, problem

LetA =[aj,az,...,anlixm € ZZX’” be arandom matrix uniformly distributed, b =
b] €]
b2 (%)
€Zy),e=| . | €Zy be the errors, and e < x™, solve the private key
b m

s € Z’q’, such that
b=, A's + e (mod q), (3.3.5)

where A’ is the transpose matrix of A, and (3.3.5) is a set of random congruence
equations with errors. The probability that the ith congruence equation holds is
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x(ei), so
Pr{b =, A's + e (mod ¢)} = T, x (e;) = x (e). (3.3.6)

Let A;(A) and Aql(A) be g ary integral lattices (see Sect. 7.3 of Chap. 7 in Zheng
(2022)), defined by:

{Aq(A) ={A'x | x € Zi} + qZ; (3.3.7)

Aj(A) ={x€Z)| Ax =0 (mod q)}
Since Ay(A) = qul(A)*, A's € Ay(A), the geometric meaning of LWE,, ; , ,, is to

solve a lattice vector A’s near from b for any b € Z™, such that the distance b — A’s
has the distribution x™, which is dual to the SIS problem.

Lemma 3.3.1 Suppose A € Z;™™ is a random matrix uniformly distributed, A =
[A}, Ay], where A| € Z;X" is an invertible matrix, let A = AflA =[1I,, AflAz],
then A, , and ZS,X have the same probability distribution.

Proof From Lemma 2.1.1 in Chap. 2, if A is uniformly distributed, then Aidsalsoa
uniform random matrix. Assume b = (b1>, e = (el), s € 7" satisty
by e 4
b=, A's + e (mod q),
that is,
by =, A;s + e (mod q)
by =, Ays + e (modgq) -
Let A* = (A))~!, and
- A*b] — A*el
b= 1"),e=("1"]).
<A1b2> <A192>
Obviously, b and b have the same probability distribution, so are € and e,

- b
b=, A* (b;> (mod ¢) =, A¥(A's + ¢) (mod q)

=, ATA's + Aje (mod g) =, A’s + e (mod q).

The lemma holds. O
The above A = [I,, Afl A»] is called the normal form of the LWE problem.

Lemma 3.3.2 Letx, y, z be three random variables on Z,, x and y are independent,
z=x+y (mod q). If x is uniformly distributed on Z, so is z.
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Proof For any integer 0 < i < g — 1, we compute the probability that z takes the

value i.
g—1

Priz=i} =) Prix=j.y=i-j)
j=0
g—1

ZPr{x—J}Pr{y—z - j}

=0
q

‘\.
—_

1
ZPr{yzi—j}zg.

J=

S

O

Lemma 3.3.3 In the LWE distribution A, , = (a, b), b is uniformly distributed if
and only if b— < a, s > is uniformly distributed.

Proof 1fb— < a, s > isuniformly distributed, fromb = (b— < a,s >)+ < a,s >
and Lemma 3.3.2, we get b is uniform. On the other hand, if b is uniform, from b— <
a,s >=b+ (— < a,s >) and Lemma 3.3.2 again, b— < a, s > is also uniformly
distributed. ([l

According to Definition 3.3.1, the above lemma gives an equivalent condition that
Ay, y 1s a uniform LWE distribution. An equivalent form of the LWE problem is the
decision LWE problem, which we call the D-LWE problem.

Definition 3.3.4 (D-LWE problem) Given a € ZZ is uniformly distributed, s € ZZ,
e € Z4 with the distribution x, decide whether < a, s > +eisuniform under positive
probability of s.

The D-LWE problem seems easy, however, the difficulty of it is equivalent to that
of the LWE problem. We will prove this equivalence in detail in Sect.3.4. Here we
focus on the probability distribution x of the LWE problem. Usually, x takes the
discrete Gauss distribution on Z,. In Chapter 1, we discussed the discretization of
continuous random variable with Gauss distribution in R” on lattice in detail. The
discrete Gauss distribution on Z, is actually the discretization of Gauss distribution
on Zy.

Recall the definition of Gauss function p,(x) in Chap. 1 (see (3.2.1),
ps(x) = e =M x e RM. (3.3.8)
Ifn = 1, ps(x) is a density function of continuous random variable on R. We convert

the corresponding random variable of p,(x) to mod 1, which becomes a continuous
random variable defined on T = [0, 1) (mod 1) of length 1, with the density function
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1 2o
Y= 3 5 FERE e (3.3.9)

It is easy to see that

1
1
/1//,g(x)dx = /1//,g(x)dx :/E,o,g(x)dx =1.
T 0 R

In order to estimate the statistical distance between random variables defined by
different B, we first prove the following two lemmas.
Lemma 3.3.4 Let t and [ be positive real numbers, x, y € R" satisfy

x| <t, and |x — y| < L.

Then -
ps(y) = (1 - ;(Zﬂ +12)) Ps(x). (3.3.10)

Proof For any z € R, we have
e >1—z z€eR

Therefore,

— T y2 _n —x )2
pr(y) = e P > o= Ee+y—xD

o~ = (A PH2U1x 1+

WV

=S (IxP+2el+12)

WV

e

> (1= St +P)py(0).
N

O

Lemma 3.3.5 Let 0 < o < B < 2a, then the statistical distance between v, and

Vg satisfies
(g — D). (3.3.11)

N \©

Ao, Yp) <
Proof Based on

1
/W(X)dx =1,
0

it follows that
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1

/Wﬂ(x) — Yo (x)|dx

0
+o00o
& (Lo L)l
NP o

1
0 k==

1
Vapap 1z
<X [

dx

Letx = oy, we get

bid

1 {o¢]
/W (x) — Yy (x)|dx < 7 ‘Le_(ﬁ/aﬂylz _ TP
PO ] e
0 —0Q

dy. (3.3.12)

Without loss of generality, assume o« = 1, 8 = 1 4+ ¢, where 0 < ¢ < 1, we estimate
the right hand of (3.3.12)

f il _ L e
1+¢
R

—m|x|? *%mz
e — e (+e) dx + (1 —
R

dx

1
1+¢

T _ix?
Je (+e? Il dx

N

2 __m 2
eI _ o mar ‘ dx +¢

Il
B S P —

_ 1 5,2 _x .2
l1—e TU-gar)x ‘ e ot dx + e,

For Vz > 0, we have
l—z<e*<1l=0<1—-e*<z,

and

_ 1,2
T TN g <md )x2

(1 +e)2

= (I_Z_T—)Z(Ze + &?)x? < 2mex?.
e
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Finally,

1
/wfa(x) — Py 0)ldy < 2”8/’“26_“*%)”2@ te=cte(l+e) <9
0 R

Since ¢ = £ — 1, based on (3.3.12),

(

é—1).
o

NS} INe)

1 1
AWa, Yp) = zfo Ve (x) — Yp(x)ldx <

We complete the proof of this lemma. (]

In order to obtain the discrete Gauss distribution on Z,, we construct a discrete
processing technique for continuous random variables. Let T be any interval with
length 1 on R, denoted as

T =1[0,1) (mod 1).

If ¢ (x) is the density function of a continuous random variable ¢ on T, we define
a discrete random variable @ on Z, by

¢ = lgol, (3.3.13)

that is, if ¢ takes a value x € T, then @ takes the value |gx] mod ¢, where |x]
is the closest integer to x. When x runs over [0, 1), obviously |gx] runs over Z,,
so @ defined in (3.3.13) is indeed a discrete random variable on Z,. We call @ the
discretization of ¢.

Lemma 3.3.6 If ¢ is a continuous random variable on T with the density function
@(x), then @ is a discrete random variable on Z,, and its probability distribution

(k) is
*+1)/q

Pr{g =k} = g(k) = / o(0)dx. k € Z,.
k—3)/q
Proof
1 1
Pr{g =k} = Pr{lqel =k} =Pr{k— 3 < qo <k+§}

*k+1)/q

—prl (k-2 < P = d
= r{( —5)/q\<p<<+§)/q}— / p(x)dx.

*k—3)/q
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Definition 3.3.5 The discrete Gauss distribution /4 on Z, is defined by

*k+3)/q
Yy(k) = / Vg (x)dx, (3.3.14)

k—1)/q

where g (x) is the continuous Gauss distribution on T in (3.3.9) and p is called the
parameter of discrete Gauss distribution.

In the LWE problem, usually we suppose x = E,s is a discrete Gauss distribution.
The main result in this chapter is the following theorem.

Theorem 3.3.1 Let m = Poly(n), g < 2™, x =, be the discrete Gauss dis-
tribution with parameter o, where 0 < a < 1, and ag > 2/n. Then the difficulty of
solving the D-LWE, 4 y m problem is at least as hard as that of GapSVP,, or SIVP,
problem on any n dimensional full rank lattice L based on quantum algorithm, where
y = 0().

The proof of Theorem 3.3.1 will be given in the next section. Here we only introduce
the idea of this proof. The proof of Theorem 3.3.1 is mainly divided into the following
two steps:

(1) Using the quantum reduction algorithm to prove that the LWE, , , ., problem
is as least as hard as difficult problems on any lattice such as the GapSVP and
SIVP problems.

(2) Prove the difficulty of the D-LWE,, , , ., problem is not lower than that of the
LWE,, 4 y.m problem (see Theorem 3.4.1 in the next section). The original proof
the Theorem 3.4.1 is based on the modulus q being a prime number, such as
g = 2. Later it is generalized to the general case g = 2Y™ (see Regev (2009)
and Peikert (2009)), and the proof of Theorem 3.3.1 is complete.

3.4 Proof of the Main Theorem

In this section, we mainly prove that the difficulty of solving D-LWE problem is not
lower than that of the hard problem on lattice, that is, if there is a quantum algorithm
for solving the D-LWE problem, then there exists a quantum algorithm to solve the
hard problem on lattice. The whole proof could be divided into three parts. In order
to better understand the three parts of proof, we first introduce the definition of the
DGS problem.
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| lemma 42 |
S . g[S
L 17 Ilemma 44 i _:_-! tO
LWEtoDGS |, T : emma
emma4, 3] Lt
i 4 14 .. lemmad, 12
- 3 im: = Iemma4_1 3
thearem 2 _j } Aemmad.15
-ilemma4,17! L_ i I
] Hlemma 4.16
DGS to GIVP
theorem 3
D-LWE to LWE

Fig. 3.1 The flowchart of the proof of Theorem 3.3.1

Definition 3.4.1 DGS,: given an n dimensional lattice L with generated matrix B,
a real number r > ¢ (B), where ¢ is a real function of B. The goal is to output a
sample from the discrete Gauss distribution Dy ,.

The DGS problem is also called the discrete Gauss sampling problem. We will
see that the difficulty of the DGS problem is polynomial equivalent to that of the hard
problem on lattice after this proof. Next we introduce the idea of proving that the
D-LWE problem is at least as difficult as the hard problem on lattice. This proof could
be divided into three parts, which are given in Sects. 3.4.1, 3.4.2 and 3.4.3. In Sect.
3.4.1, we prove that if there is a quantum algorithm to solve the LWE problem, then
there is also a quantum algorithm to solve the DGS 5, ), problem. In Sect. 3.4.2,
we give a reduction algorithm from the GIVP, 5, problem to the DGS, problem,
so that we have completed the proof that the LWE problem is not less difficult than
the hard problem on lattice. In Sect. 3.4.3, we further prove that the D-LWE problem
D-LWE, 4 y.m can be reduced to the LWE, , , ,» problem and complete the proof of
Theorem 3.3.1. The flowchart of the whole proof is shown in Fig.3.1.

3.4.1 From LWE to DGS

In this subsection, we will solve the DGS s, )/ problem by the algorithm of
LWE, 4.y..m problem. The main conclusion is the following Lemma 3.4.1 , and its
proof depends on Lemmas 3.4.2 and 3.4.3. We give these three lemmas first.
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Lemma 3.4.1 Let m = Poly(n), ¢ = ¢(n) be a negligible function of n, g = q(n)
be a positive integer, . = a(n) € (0, 1), aqg > 2/n, x = V. Assume that we have
an algorithm W that solves the LWE, , . » problem given a polynomial number
of samples, then there exists an efficient quantum algorithm for the DGS /5, (1) /o
problem.

Lemma 3.4.2 For any n dimensional lattice L and a real number r > 2*' A, (L),
there exists an efficient algorithm that outputs a sample from a distribution that is
within statistical distance 2=*™ of the discrete Gauss distribution Dy, ., where Q(n)
is a polynomial function or exponential function of n.

Lemma 3.4.3 Let m = Poly(n), ¢ = (n) be a negligible function ofn, ¢ = q(n) >
2 be a positive integer, a« = a(n) € (0, 1). Assume that we have an algorithm W
that solves the LWE,, , y. n problem given a polynomial number of samples, then
there exists a constant ¢ > 0 and an efficient quantum algorithm that, given any
n dimensional lattice L, a real number r > ~/2qn,(L) and n® samples from Dy ,,
outputs a sample from Dy . //(aq)-

Proof of Lemma 3.4.1: Given an n dimensional lattice L and a real number r >
~2nn.(L)/a, our goal is to output a sample from the discrete Gauss distribution
Dy, ,. The idea of this proof is to use iteration steps. Let

T :r(aq/ﬁ)i, i=12,...,3n.

Based on Lemma 1.3.6 in Chap. 1,

PalL) > 223, (L).
n

nl
Fan > 29 > 2T, (L) fa > 2/, | L
b

By Lemma 3.4.2, we can produce samples from the discrete Gauss distribution Dy, ., .
Suppose c is the constant from Lemma 3.4.3, we output n“ samples from Dy ;. .
According to Lemma 3.4.3, we can get samples from the distribution Dy .. //(aq)»
ie. Dy ,,, ,.Repeat this process, since

r = raq/vn > ~N2nn.(L) /o - aq/n = N2qn.(L),

which satisfies the condition of Lemma 3.4.3, finally we can output a sample from
Dy v /i/@g) = Dr.r- The lemma holds.

O
Proof of Lemma 3.4.2: By the LLL algorithm (Lenstra et al. (1982)), we can choose
the generated matrix B = [by, by, ..., b,] of L satisfying b; < 2"A,(L), 1 <i < n.

Suppose F(B) is the basic neighborhood of lattice L. The algorithm in Lemma 3.4.2
can be achieved by the following steps. First we generate a sample y from the discrete
Gauss distribution D,, where

or(x)

Dy(x)= =02, Vx e R".
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Wegety = ymod L € F(B),and x = y — y’ € L. Denote the distribution of x as
&, next we prove the statistical distance between & and Dy , is exponentially small.
Note that

|y < diam(F(B)) < ) _ |bi| < n2"A,(L),
i=1
where
diam(F(B)) = max{|u — v| | u, v € F(B)}.
Based on Lemma 1.3.4 in Chap. 1,
PU\NRFN) < (r/27ee™ )" p(L),
here N is the unit ball. This means p(L\+/nrN) is exponentially small, so we can

always assume x < +/nr. By Lemma 3.3.4, let t = /nr, [ = n2"A,(L), by some
simple calculations we get

Pr{g¢ = x} = / D, (y)dy > f (1 —272™)D, (x)dy
x+F(B) x+F(B)
= (1 —27%™) D, (x)det(L).

On the other hand, from Lemma 1.3.2 in Chap. 1,

pr(x) or(x) < or(x)

Pr{D,, =x} = - <
WPk =XV =00 T de @, @) S derLr

= D, (x)det(L).

So we have
Pr{§ = x} > (1 - 27%")Pr{D,, = x}.

Summing x € L on both sides, we get the statistical distance between & and Dy, , is
exponentially small. The lemma holds. (]

Definition 3.4.2 (1) CVP_ ,4: givenann dimensional lattice L, atarget vectort € R”,
a real number d, dist(z, L) < d, find u € L such that

lu—t|= min |x—¢|.
xeL,|x—t|<d

2) CVqu)d: given an n dimensional lattice L with generated matrix B, a tar-
get vector t € R”, a real number d, dist(¢, L) < d, denote K;(t) ={u e L | |u —
t| = mi? |x —¢|}, i.e. Kp(¢) is the closest vector to ¢ in the lattice L, output

XE

B7'K;(t)mod g € ZZ.
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The CVP problem is also called the closest vector problem. In order to prove
Lemma 3.4.3, we need the following two lemmas, Lemmas 3.4.4 and 3.4.14. In
Lemma 3.4.4, we use the samples of Dy, , to solve the CVP L* g/ (2r) problem, and
Lemma 3.4.14 shows that we can generate a sample of D; . /o, from the algorithm
of solving the CVP;. (. /3,) problem so that we complete the proof of Lemma 3.4.3.
The following content is divided into two parts. In the first part, we use Lemmas 3.4.5
to 3.4.11 to prove Lemma 3.4.4, which is to solve the CVP,. (. 3,) problem based
on the samples of Dy ,. In the second part, we prove Lemma 3.4.14 according to
Lemmas 3.4.12 and 3.4.13, and achieve the transition from solving CVP,. ../,

to DL,rﬁ/aq'

Lemma 3.4.4 Letm = Poly(n), ¢ = e(n) be a negligible function ofn, g = q(n) >
2 be a positive integer, a« = a(n) € (0, 1). Assume that we have an algorithm W
that solves LWE, 4 y. m given a polynomial number of samples, then there exists a
constant ¢ > 0 and an efficient algorithm that, given any n dimensional lattice L,
a real number r > ~2qn.(L), and n° samples from Dy, ,, solves the CVP 1wy (v3r)
problem.

Proof This lemma is proved directly by the following Lemmas 3.4.5 to 3.4.11. [

Lemma 3.4.5 shows the relationship of difficulty between the CVP and CVP@
problems.

Lemma 3.4.5 Given an n dimensional lattice L, a real numberd < A(L)/2,q > 2
is a positive integer. There exists an efficient algorithm to solve the CVPy, 4 problem

. (q)
based on the algorithm for CVP Lq 0

Proof Let x € R” satisfying dist(x, L) < d be the target vector, define vectors {x,}
and {a,} as follows: x| = x,

a =B 'K, (x))eZ", i >1,
which is the coefficient vector of the closest vector to x; in lattice L,
Xiy1 = (x; — B(a; mod q))/q, i 21,

it is easy to prove
ai+1 = (a; — (a; mod q))/q,

and

d
IXit1 — Baip1| < —.
q

That is, the distance from x,,; to lattice L is no more than ;—n. Note that q% could be
sufficiently small if n» becomes lager enough. Based on the nearest plane algorithm
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by Babai (1985), we can find y € L such that y is the closest vector to x,,,; in lattice
L.Lety = Ba, then a,4+; = a, combine with

aiy1 = (a; — (a; mod q))/q,

we get a,, a,—1, ..., aj, and complete the process of solving the CVP;, ; problem.
This lemma holds. [l

We introduce the definition of the LWE distribution A, , in Definition 3.3.2, where
X is a distribution on Z,. If the value space of x is changed to T = [0, 1), we can
give another definition of LWE distribution.

Definition 3.4.3 Lets € ZZ, e be a random variable on T with density function ¢.
The LWE distribution A, 4 = (a, b) € ZZ x T generated by s and ¢ satisfies:
(Dae ZZ is uniformly distributed.
2b=a-s/qg+emod 1.

The LWE distribution we discuss later in this section is always A 4.

Lemma 3.4.6 Let g = q(n) > 1 be a positive integer, given s' € Zy and samples
from Ay, for some unknown s € Zy, a < 1. There exists an efficient algorithm that
determines whether s’ = s with probability exponentially close to 1.

Proof Let (a, x) be a sample from the LWE distribution A; y,, T=1[0,1), £ be a
random variable on T with density function p(y) such that

E=x—a-s'/g=e+a-(s—5)/q. (3.4.1)

The steps of the algorithm are as follows. Generate n samples y;, y2, ..., ¥, of £ and
compute

1Il
=—E 27y;).
Z P cos(2my;)

If z > 0.02, then we confirm s = s’, otherwise, we decide s # s’. Next we prove the
correctness of this algorithm.

Ifs = s',by (3.4.1) we get &€ = e with the distribution v,. On the other hand, if s #
s',thenthereis 1 < j < n, suchthats i F s}, where s; and s} are the jth coordinates

of s and §" , respectively. Let g = ged(q, s; — s}), k=q/ged(q,s; — s;-), aj be
the jth coordinate of a, it is not hard to see the distribution of a;(s; — s}) mod ¢
has period g, i.e. the distribution of a;(s; — s.;.) /q mod 1 has period g/q = 1/k,

k > 2. Since & is regarded as the sum of a;(s; — s}) /g mod 1 and an independent
random variable, therefore, the distribution of & also has period 1/k. Assume Z is
the expectation of cos(27§),
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1 1

7 = E[cos(2m§)] = / cos(2my)p(y)dy = Re / e p(y)dy.
0 0

When s = s/, the distribution of & is ¥, the right hand of the above formula could
be computed as 7 = ¢~ When s # s, the distribution of & is periodic with period
1/k, note that the integral of the periodic function ™™ p(y) with period 1 is fixed
in any interval of length 1, then

1 I+1

/ e p(y)dy = / ™ p(y)dy

0

1
k
1
= / SO p(y)dy
0

1

i

— ek eZmy

p(y)dy.
0

From k > 2 we know z = 0, by the Chebyshev inequality,

_ Var[cos(2&)]

Prilz—7 <001} > 1
rile =2l } 0.012n

The probability of |z — z| < 0.01 is exponentially close to 1 when # is large enough.
Thus, we confirm s # s’ with probability exponentially close to 1 if z < 0.02. We
complete the proof. (I

Based on Lemma 3.4.6 and the algorithm for LWE, , y. ., for any 8 < « and
samples from A; y,, the following Lemma 3.4.7 gives an algorithm to solve s with
probability close to 1.

Lemma 3.4.7 Let ¢ = q(n) > 2 be a positive integer, « = a(n) € (0, 1). Assume
that we have an algorithm W that solves LWE, , v .. with a polynomial number
of samples, then there exists an efficient algorithm W' to solve s with probability
exponentially close to 1 for some samples from Ay y,,, where 8 < o and B is unknown.

Proof Assume we need n¢ samples in the algorithm W, ¢ > 0 is a constant. Let the
set Z be
Z={y|y=én"*a*€[0,d%], § € Z}.

The steps of algorithm W’ are as follows. For each y € Z, we repeat the following
process n times. Each time we get n¢ samples from A; y, and add samples from
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¥ 7 to the second component of each sample from A y,, so we obtain n samples
from Ay, y e We solve s’ by algorithm W and determine whether s’ = 5. If s’ = s,

output s and we complete the algorithm. Next we prove that the above algorithm
could achieve the goal of solving s with probability exponentially close to 1. Assume

F'=min{yeZ,y> o? — B%).
From the definition of the set Z
I <o’ — B2 +na
Leto’ = \/,m we have
@ <o <Vt n%a? < (1+n ).

Based on lemma 3.3.5,

[\

9 (o 9 ,
A(I/fm 1/[&’) < - — -1 < —n—".
2\«

Therefore, the statistical distance between the n¢ samples from ¥, and n¢ samples
from ¥, is no more than 9n~°, which means the probability that the algorithm
W solves s successfully is at least 1 —9n~¢ > % It follows that the probability of
solving s unsuccessfully n times is no more than 27". The lemma holds. (]

To prove our main result, we need two properties about the Gauss function and
statistical distance.

Lemma 3.4.8 For any n dimensional lattice L, c € R", ¢ > 0, r > n.(L), we have
or(L +c¢) € r'det(L*)(1 + ). (342

Proof Based on Lemma 1.3.2 in Chap. 1,

pr(L+¢) =" pr_c(x) =det(L") Y fprc(y)

xelL yeL*

= rdet(L*) Z e oy ()

yeL*

= r"det(L*)(1 + Z e 1 (v)).
yeL*\{0}

From r > n.(L), it follows that p;;,(L*\{0}) < €, and
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Z M py(y)] < Z pr(y) < e

yeLx\{0} yeL\{0}

We get

pr(L+c)=r"det(L) [ 14+ Y ™y (y) | €r"det(L*)(1 £ e).
yeL*\{0}
The proof is complete. O

Lemma 3.4.9 For any n dimensional lattice L, u € R", ¢ < %, r, § are two positive

real numbers, t = /r? + s%, assume rs/t = 1//1/r2 + 1/52 > n.(L), let & be the
sum of a discrete Gauss distribution Dy ., , and a noise distribution Dy, then

A¢, D) < 2e. (3.4.3)

Proof Let the density function of £ be Y (x), then

1
Y(x) = oLt Z pr(Y)ps(x — y)
57 pr " eltu
I R =)
= Z exp (—n (‘—‘ + ' ))
s"p, (L + u) el r s
1 r? 4 s? r? : 1 2
= - - +
s"p (L + u) VELXEMCXP( d ( r2sz |07 gt r? 4 s? ]

ex T xP 1
= — X
P r2 4 52 s"p. (L + u)

2q2 2 2
velu res r-+s
_ P (x) prs/t,(r/t)zxfu(L)
s" Pr—u(L)

P (x) Iars/t,(r/t)zx—u(L*)
G Pr,—u(L*)

() (¢/78)" Brsi r2x—u (LF)
o (1/7)" fr,—u(L*)

(3.44)
Based on the Fourier transform property of Gauss function in Lemma 1.2.1 in Chap.
1, we get

Prsi.crjpe—u(W) = exp(=27i ((r/1)*x = u) - w)(rs /1) puyrs (),
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and
Pr—u(w) = expQRmiu - w)r" py;,(w).

Since r > % > n.(L),
(1 — (t/78)" Brs/t.ir/02x—u (L) < p1rs (L*\{0}) < e,
11— (1/r)" b, —u (L] < p1/r(L*\{O}) < &
It follows that

l—¢ < (t/78)" Brsjt.(r/ty2x—u(L¥) o l+e

1 —2¢ < < ~ < <1+ 4e.

l+e (/)" pr.—u(L*) l—e

By (3.4.4),
tﬂ tn
Integrate for x € R”",
1
A, D) =3 / Y (x) — p’t(nx) |dx < 2e.
Rﬂ

We complete the proof. O

Lemma 3.4.10 For any n dimensional lattice L, vectors z,u € R", real numbers
rna>0¢< % ne(L) < 1//1/r% + (|z|/@)?, let v be a random variable of the
discrete Gauss distribution Dy, ,, e be a random variable of Gauss distribution
with mean O and standard deviation o/ \/E, & be a random variable of Gauss
distribution with mean 0 and standard deviation \/(r|z|)> + a2 /~/27, then

A(z-v+e, &) < 2e. 3.4.5)
In particular,
A(z-v+e mod me) < 2e. (3.4.6)

Proof Let the random variable 4 has distribution D, ||, then the standard deviation
of his a/(|z|/27), and the standard deviation of z - his |z| - &/ (|z|v/27) = a /27
which is the same as that of e. Since both of them have Gauss distributions, we get
the distributions of z - & and e are the same, i.e. z- v + e and z - (v + h) have the
same distribution. Based on Lemma 3.4.9, let s = «/|z|, it follows that the statistical

distance between v + h and D/ T is no more than 2¢,

A(w+h,D ’—r2+(a/\z|)2) < 2e.
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By the property of statistical distance,

A(z-(v+h),z-Dm)<2£.

Here the standard deviationof z - D T is

2| - /72 + (@/12)2 /27 =/ (r]z])? + a2/ 27,

which is the same as that of £. Note that both of the two random variables have Gauss

distributions; therefore, z - D T and & have the same distribution, i.e.

Az-v+e &) <2,

mod 1 for both of the two random variables,

A(z.v+emod 1,Wm) < 2¢.
The lemma holds. O

Lemma 3.4.11 Let ¢ = g(n) be a negligible function of n, ¢ = q(n) > 2 be a pos-
itive integer, o = a(n) € (0, 1). Assume we have an algorithm W to solve s given
a polynomial number of samples from Agy, for any B < a (B is unknown), then
there exists an efficient algorithm that given an n dimensional lattice L, a real num-
ber r > 2qns(L) and a polynomial number of samples from Dy ., to solve the

(q)
C VPL*,M 13 problem.

Proof For a given x € R”, dist(x, L*) < agq/ (+/2r), denote the generated matrix
of L is B, and the generated matrix of L* is (B!, our goal is to solve s =
BTK+(x) mod g. The idea of algorithm W’ is to generate a polynomial number
of samples from Ay ., and solve s according to the algorithm W.

The steps of algorithm W’ are as follows: let v € L be a sample from the discrete
Gauss distribution Dy, ,,a = B~'vmod q, e be random variable of Gauss distribution
with mean 0 and standard deviation «/(24/7), then there is 8 < « such that the
statistical distance between (a, x - v/q + e mod 1) and Ay y, is negligible. Next we
prove the correctness of this algorithm.

Firstly, note that the distribution of a is almost uniform, i.e. the statistical distance
between a and the uniform distribution is negligible. This is because for any ag € Zj,
we have

Pr{a = ap} = p, (gL + Bag) = pr/q(L + Bao/q).

Since gn.(L) < r, based on Lemma 3.4.8,

Pr{a = ao} = p,/q(L + Bap/q) € (r/q)"det(L*)(1 £ ¢), Yay € Z;.
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This implies a is almost uniformly distributed.
Secondly, we consider the distributionof x - v/g + emod 1. Letx" = x — K+ (x),
from dist(x, L*) < aq/(ﬁr) we get |x']| < aq/(ﬁr) and

x-v/g+emodl=(x'/qg) - v+e+ Kp«(x)-v/qg mod 1. (3.4.7)
We compute the distributions of K -(x) - v/qg mod 1 and (x"/q) - v + e, respectively.
It is easy to see
Kp-(x) - v=(B"K1:(x)) - (B”'v),
therefore,
Ki+(x)-vmodg = (BTK;-(x)) - (B"'v) mod g = s - a mod g.
Thismeans K« (x) - v/g mod 1 and s - a/q mod 1 have the same distribution. In order

to get the distribution of (x’/q) - v + e, note that v has discrete Gauss distribution
D1+ Ba,r»and e has Gauss distribution with mean 0 and standard deviation «/(2/7),

let B = \/(r|)c/|/q)2 +a?2/2 < a,

N1/ + V2l aq? > r/VE > qna(L) = n(qL)

satisfies the condition of Lemma 3.4.10. By Lemma 3.4.10, (x"/q) - v 4 e almost has
the distribution /4 and the statistical distance of them is negligible. From (3.4.7),
x-v/q+emod 1and g + s -a/g mod 1 have the same distribution. Above all,
we get the statistical distance between (a, x - v/q + e mod 1) and A; 4, is negligible
so that the algorithm W’ is correct. We complete the proof. (]

Combining the above Lemmas 3.4.5, 3.4.7 and 3.4.11, we obtain the conclusion
of Lemma 3.4.4 immediately, which shows that we can solve the CVP L* g /(V3r)
problem by the samples of Dy ,. In order to prove Lemma 3.4.3 completely, we
introduce the technique of quantum computation to prove there is an efficient quan-
tum algorithm to generate a sample from D , s/, based on the algorithm for the
CVP,. 44/(/2r) Problem.

Definition 3.4.4 For a real number a € R and a vector x € R”, we define the Dirac
notation a|x) = ax. Let A be a finite or countable set in R”, f be a function from
R" to R, a quantum state is defined by

Yo fx) =) fx, (3.4.8)

xeA xeA

if Y. f(x)x converges.
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The knowledge about Dirac notation and quantum state is an important part of
quantum physics. Since it involves too much content beyond the scope of this book,
we will not introduce it in detail. We only provide the Lemmas 3.4.12, 3.4.13 and
3.4.14 here. The readers could refer to Nielsen and Chuang (2000), Shor (1997)
for details. The following Lemma 3.4.12 gives the discrete Gauss quantum state on
lattice, where the lattice L satisfies L C Z".

Lemma 3.4.12 Given an n dimensional lattice L C 7, r > 2*"A,,(L), there exists
an efficient quantum algorithm to output a state within negligible 1, distance from

the following state
Do Verlx) = oz (0l (3.4.9)

xel xel

Let L be an n dimensional lattice, R be a positive number, L/R = {x/R | x € L}
be a lattice obtained by scaling down L by a factor of R. The following lemma 3.4.13
claims that the quantum state on lattice is on points of norm at most \/n.

Lemma 3.4.13 Let R be a positive integer, L be an n dimensional lattice such that
AM(L) > 24/n, F be the basic neighborhood of L. vi and v, are defined by

v = Z o (x)|x mod L). (3.4.10)

X€EL/R,|x|<y/n

and
vy= Y p(x)|xmodL)
xeL/R
(3.4.11)
> > px—yx).
L/RNF yeL

U7

Then the [, distance between —L and

is negligible.

The following Lemma 3.4.14 gives an algorithm to generate a sample from
Dy, /) /2q) based on the algorithm for the CVP - 4 problem.

Lemma 3.4.14 Given an n dimensional lattice L, a real number d < A (L*)/2, if
there exists an algorithm to solve the CVP+ 4 problem, then there is an efficient quan-
tum algorithm to generate a sample from the discrete Gauss distribution D N2

According to Lemma 1.3.6 in Chap. 1, when r > +/2¢n,. (L), we have

agq o <a T L* M (L*)
v S S 2Vt S T
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replace d in Lemma 3.4.14 with aq /(+~/2r), then there exists a quantum algorithm to
generate a sample from the discrete Gauss distribution Dy . /44 given the algorithm
for the CVP,. .,/ (3, problem.

Combine Lemma 3.4.4 with Lemma 3.4.14, for r > \/iq n.(L), we have proved
thatone cansolvethe CVP,. (3., problem given the algorithm for the LWE, 4.y, .m
problem and a polynomial number of samples from D, ,, and further to generate a
sample from Dy , /44, Which is the whole proof of Lemma 3.4.3. So far, we get the
main Lemma 3.4.1 in this subsection and finish the first part of proof for Theorem
3.3.1, i.e. from the algorithm for LWE, 4 y, . problem to solve the DGS s, ;)4
problem.

3.4.2 From DGS to Hard Problems on Lattice

In this subsection, we are to prove that if there is an algorithm to solve the DGS
problem, then there exists a probabilistic polynomial algorithm to solve the hard
problems on lattice. Take the GIVP problem as an example, that is, find a set S =
{s;} C L of n linearly independent vectors in L, such that

IS = max |s;| < y(n)¢(B),

where y(n) > 1 is a function of n, B is the generated matrix of L, ¢ (B) is a real
function of B. Specially, if ¢ = A,,, then the GIVP problem becomes the SIVP prob-
lem. In order to complete the proof of reduction algorithm from the hard problems
on lattice to the DGS problem, we introduce the following two lemmas first. Lemma
3.4.15 shows that with a positive probability, the samples from discrete Gauss dis-
tribution are not all contained in a given plane with dimension no more than »n.

Lemma 3.4.15 Given an n dimensional lattice L C R", ¢ < %, r>= ﬁng (L), let

H be a plane in R" with dimension no more than n — 1, x be a sample from the
discrete Gauss distribution Dy, ,, then

1
P H} > —.
rix ¢ H} 0
Proof h = (hy, h,, ..., h,) € H, without loss of generality, we suppose that H is
h = 0,1i.e. the plane of all points with the first coordinate 0, let x = (xy, x2, ..., X,).

Consider the expectation E[e~"*1/"*], based on Lemma 1.3.2 in Chap. 1, we have
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E [efn(xl/r)z]

x~Dp ,

— 1L Ze—n(ﬁxl/r)ze—nm/rﬂ_,, o /)
or(L)

_det(L")r"
V2p,(L)
< det(L*)r"
V2p,(L)

3 e g e’

yeL*

pﬁ/r(L*)’

where y = (y1, ¥2, ..., ya) € L*. Since r/~/2 > n.(L), we get
Py (L) = 14 pz (L\(O) < 1+,

It follows that det(L
t EXPN/]
E [e™/) < det()r (1+e).
x~Dy, V2p, (L)

By Lemma 1.3.2 in Chap. 1 again,
pr(L) = det(L*)r" 1/, (L") = det(L*)r",
therefore,

1+¢ 9
E [e7™™/7 < <.
x~DL_,[e ] ﬁ 10

On the other hand,

_ 2 pr(x) (e /)2
E e (x1/r) 1> [e T (x1/r) ]
x~Dy, Z pr(L)

xeH,x~Dyp,,

According to the above two inequalities,
Prix € H} < o
rnx X T
10
that is,

1
P H} > —.
rix ¢ H) 2 15

The lemma holds. O
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Based on Lemma 3.4.15, the following lemma shows that it is possible to find
n linearly independent vectors from n? independent samples of the discrete Gauss
distribution Dy, , with probability close to 1, which provides a guarantee for solving
the GIVP problem later.

Lemma 3.4.16 Given an n dimensional lattice L C R", ¢ < %, r> \/5778 (L), then
the probability that a set of n* vectors chosen independently from Dy, contain no n
linearly independent vectors is exponentially small.

Proof Let x, x5, ..., x,2 be n? independent samples from Dy ,, fori =1,2,...,
n — 1, let B; be the event that

dim span(xj, x2, ..., X;;) = dim span(xy, x2, ..., XG4+1yn) < 7.
If none of the events By, By, ..., B,—1 happens, then
dim span(xi, x2, ..., X,;2) = n,

i.e. there exists n linearly independent vectors in these n? samples. Next we estimate
the probability of B;, by Lemma 3.4.15,

9
Pr{x; € span(xi, x2, ..., x;n)} < 10’ Vin+1<j< G+ Dn.

Thus,

9 n
Pr{Xint1, Xint2, - -, X410 € span(xy, X2, . .., Xjp)} < <E> ,

that is,

It follows that

- - 91\"
Pf{BlmBzﬁ”'mBn_l}ZI—PI'{B]U'”UB,1_1}>1—(1’1—1)<E) s

this means the probability that none of By, B,, ..., B,_; happens is close to 1, i.e.
the probability that there are n linearly independent vectors in these n> independent
samples from D; , is close to 1. We complete the proof. (|

Based on the above preparations, let’s prove the main conclusion in this subsection.
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Lemma 3.4.17 Givenann dimensional lattice L, ¢ = g(n) < 10, ¢(L) > \/_ng (L),
if there exists an algorithm for the DGSy problem, then there is a probabilistic poly-
nomial algorithm to solve the GIVP, 4 problem.

Proof By the LLL algorithm we choose the generated matrix S = [s1, s, ..., s,] of
lattice L such that s; < 2", (L), 1 <i < n. Let

)Ln = |S| = max |Si|
1<ign

be the length of the longest column vector in S, then

An(L) < Ay < 2"Ap(L).

For each i € {0, 1,...,2n}, let r; =27 in, we generate n? independent samples
from Dy, ,, based on the algorithm of the DGS, problem, and the corresponding sets
of n? vectors are denoted as Sy, Sy, ..., Sa,. If in < ¢ (L), we have

A = |S| < 24/mp (L),

so § is a solution of the GIVP, s, problem. If ¢(L) < ):,,, then there exists i €
{0,1,...,2n} such that ¢ (L) < r; < 2¢(L) according to Lemma 1.3.6 in Chap. 1,

n n 2n+1
An <240 (L) <2 n‘lln(l/ ne(L) <277 ¢ (L),

combine ry = )1,, > ¢ (L) withrp, = 2=y < 2¢ (L), we know there is r; satisfying
¢(L) <r; <2¢(L). By Lemma 3.4.16, the probability that S; contains n linearly
independent vectors vy, v, ..., v, is close to 1. Based on Lemma 1.3.4 in Chap.
1, the probability each v; no more than  /nr; < 2./n¢(L) is close to 1. Let V =
[v1, va, ..., v,], we get |V| < 2/n¢(L), so we find a solution of the GIVPNM
problem. This lemma holds. ]

In Chap. 2, we have proved that the hard problems on lattice such as the GIVP and
GapSIVP problems can be reduced to the SIS problem, so the difficulties of solving
the hard problems on lattice are the same. In Lemma 3.4.17, we prove that if there is
an algorithm for the DGS problem, then there is a probabilistic polynomial algorithm
to solve the GIVP problem with positive probability, which can also solve the other
hard problems on lattice. So far we have completed the second part of the proof
of Theorem 3.3.1. In the first part, we have proved that if there is an algorithm for
the LWE problem, then there exists a quantum algorithm to solve the DGS problem.
Combining the two parts of the proof, we get the feasibility to solve the hard problems
on lattice based on the algorithm for solving the LWE problem, that is, the difficulty
of solving the LWE problem is not lower than that of the hard problems on lattice.
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3.4.3 From D-LWE to LWE

In this subsection, we will finish the third part of the proof for Theorem 3.3.1, i.e.
the difficulty of the D-LWE problem is at least as high as that of the LWE problem,
which is given in the following Theorem 3.4.1.

Theorem 3.4.1 Let n > 1 be a positive integer, 2 < g < Poly(n) be a prime num-
ber, x be a distribution on Z,. Assume that we have an algorithm W to determine a
sample from the LWE distribution A, or the uniform distribution U with probability
close to 1, then there exists an algorithm W' to solve s given some samples from the
LWE distribution A, with probability close to 1.

Proof Let s = (s1,52,...,5,) € ZZ, we give the steps for solving s; of the algo-
rithm W', and 55, ..., s, could be solved in the same way. For k € Z,, consider the
following transformation of the LWE sample (a, b), where a is uniformly distributed
onZZ,b:a-s—i—e,e <~ X,

(a’b) — (a+(l,0,...,0),b+lk),
here [ € Z, is uniformly distributed. If X = sy, then
b+lk=a-s+e+Ilss=(@+({,0,...,0) -5 +e,

note that a + (/, 0, ..., 0) is also uniform on Z;’, therefore, (a + (1,0, ...,0),b +
[k) has the LWE distribution A, , .

On the other hand, if k # sy, at this time /k and b are independent, based on [ is
uniform on Z,, it follows that /k is also uniform on Z,. By Lemma 3.3.2, we get
b+ lk is uniform on Z,, so (a + (1, 0, ..., 0), b + [k) is uniform. By the algorithm
W, we determine (a + (1,0, ..., 0), b + lk) is from the LWE distribution A, , or the
uniform distribution, and check whether s; is equal to k. Since the number of possible
values of k is g, we can always find the solution of s;. After solving s7, 53, ..., s, in
the same way, we get the solution s. The lemma holds. (]

In Theorem 3.4.1, we prove that the difficulty of the D-LWE problem is not lower
than that of the LWE problem and complete the whole proof of Theorem 3.3.1. The
difficulty from solving the D-LWE problem to the LWE problem, then to the hard
problems on lattice does not increase. We will further discuss the LWE cryptosystem
with the probability of decryption error in the next chapter.
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Chapter 4 ®
LWE Public Key Cryptosystem oo

In 2005, O.Regev proposed the first LWE public key cryptosystem at Tel Aviv Univer-
sity in Israel based on LWE distribution Ay , . Because of this paper, Regev won the
highest award for theoretical computer science in 2018—the Godel Award. The size
of public key is O (n?) bits, and the size of private key s and ciphertext is O (n) bits.
The plaintext encrypted each time is 1 bit. In fact, the LWE public key cryptosystem
is a probabilistic cryptosystem, which depends on a high probability algorithm. Since
the security of LWE problem has been clearly proved (see Chap. 3), the LWE cryp-
tosystem has received extensive attention as soon as it was proposed, and it becomes
the most cutting-edge research topic in the lattice-based cryptosystem study.

4.1 LWE Cryptosystem of Regev

Letn > 1, g > 2 be positive integers, x be a given probability distribution in Z,. By

Definition 4.3.1 in Chap. 3, the LWE distribution A, , is
Ay =(a,b) € Zy x Zy,

{b5x< a,s > +e (mod q), @1

where a € Z; 1s uniformly distributed, s € Z is the private key chosen at random,
e € Zy, e < x is called error distribution. LWE cryptosystem depends on LWE
distribution A, ,, and its workflow has the following three steps:

(1) Public key.

First we choose s € Z; at random as the private key, let m = O (nlogg). Then we
choose m samples distributed from A, ,, (a;, b;) € Z’; X Ly, e; € Ly, e; < x,1 <
I <m.Let

A=lai,ax,....anlixm € szm’
© The Author(s) 2023 99
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b e
by e

b=| . |.e=| .| . e<x".
b, en

where A is a matrix uniformly at random, e <— x" indicates the m samples are
independent. The public key of LWE cryptosystem is the following (n 4+ 1) x m
matrix

_ Z (n+1)xm
A= (b/> €Z, . (4.1.2)
If the uniformly random matrix A is given and saved for all the users of LWE
b
by .
cryptosystem, then the true publickeyisb = | . | € Zj withsize O(m) = O(n).
b,

The public key and private key satisfy the following equation:
(—s", DA =, ¢ (mod q). (4.1.3)

(2) Encryption.

In order to encrypt plaintext of 1 bit u € Z,, let x € {0, 1}" be an uniformly dis-
tributed m dimensional vector with each entry O or 1. The ciphertext ¢ € Zg“ is an
(n + 1) dimensional vector in Z,, defined by

— 0 n+l1
fA(u)—c—Ax—i—(u_L%]) EZq , “4.14)
0
0
where 0 = | . | € Z, ul 41 € Zy, |47 is the nearest integer to . We call f, the
0

encryption algorithm of LWE. In order to understand the encryption algorithm better,
we give another definition of fy4.

The following set {1,2,...,m} has 2" subsets. We choose a subset
S c{l,2,...,m} uniformly at random which is called the index set. Then the
encryption algorithm f4 (u) for plaintext u € Z, is

Zie ai n
o= =(y, 5 y) e (19

In fact, the subset S is corresponding to the uniformly chosen vector x € {0, 1}".
The above algorithm (4.1.5) was proposed by Regev originally.
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(3) Decryption.

We use the private key s € Z; for decryption of the ciphertext c. Actually we only
need to decrypt for the last entry of vector c. We have

fA (¢c) = (=5, D)c = (-5, l)Ax—}—uL ] Xex+uL 7 (modg). (4.1.6)
The error samples are much smaller than g, namely

Y e=ex < L%}/z. (4.1.7)

ieS

Therefore, by comparing the distances between the right side of (4.1.6) and O or [ 17,
one can decrypt successfully:

0, if (—s’, 1)c is closer to 0,

Ja ()= { 1, if (=5, Dcis closer to [ 217, (4.1.8)

finally we have f, '(¢) = u and finish the whole workflow of LWE cryptosystem.
Both of the encryption algorithm and decryption algorithm of LWE are proba-
bilistic algorithms, so we should verify the correctness, namely

Prifi'c) =u} > 1—8M). (4.1.9)

Here §(n) is a negligible function of n,i.e. (n) = o <1 o

) Ve > 0, more precisely:
lim §(n)logn = 0, Ve > 0.
n—oo

We prove (4.1.9) with given discrete Gauss distribution x = . For a € Zg,
Zg=1{0,1,...,q — 1},

_Ja,if0<a< L]
la| = { Ca if |4 <a<q—1. (4.1.10)

Forx € T = [0, 1), we define

2 4.1.11)

x| = x, if0<x <14
H= 1—x,1f§<x<l.

Lemma 4.1.1 Let§ > 0, 0 < k < m, if the distribution )(k satisfies

Pr {|e| < L%]/z} ~1-56, (4.1.12)
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then (4.1.9) holds, i.e.
Prifi'(c)=u}>1-3s.

Proof When we choose the error samples e; € Z,, e; < x, we can always guaran-
tee e; = |e;| without changing the probability distribution. By (4.1.7), suppose that
|S| = k, the corresponding sample

€]
k

e = , lel = Z|el =Ze,~

As long as (4.1.7) holds, i.e.
q -1
le| < LEW/Z = fa (©) =u,

then

Pr{fA—l(c)zu} > Pr{|e| < L%}/Z} >1-—26.

O

Next we prove (4.1.12) holds for discrete Gauss distribution Wa in Z,. The fol-
lowing assumptions are made for the selection of parameters:

n=1,q>2 n?<q<2n
m=(+e)(n-+ l)logq, € > 0 is any positive real number, (4.1.13)
X = wa(n)’ a(n) = O(ﬁllogn)’

where the symbol o indicates
lin})oc(n)\/ﬁlogn =0.

For example, we can choose «(n) = or

1
Jnlog’n’
an) = (\/ﬁloglﬁn)f1 , Ve > 0.

Lemma 4.1.2 Under the condition for parameters of (4.1.13), for any 0 < k < m,

we have

Pr [|e| < L%’]/z} =~ 1-50), (4.1.14)

e”lbu(n)

where §(n) = o <log n) Ve > 0, is a negligible function.
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Proof Based on (4.1.13), when n > ny, it is easy to see that

2

n q
0<k<m<4(l DI — < —.
m I+e)(n+ )0gn<32 )
€l
The k samples e = | : | distributed as W’; could be obtained from the k samples
ek
X1, X2, ..., X; of distribution v, where

1
X; € |:O, E)’ e; = |gx;lmodgqg, 1 <i <k

Here the set of representative elements of Z,, is

Zqz{an| —%<a<%}.
So we have
k k
le| = Z lei| = Zquﬂ mod q.
i=1 i=1
Note that .
Z(quz-T —qx;) modg < k < 4.
i=1 32
Therefore,

k

1 1
;LIX,- mod g < 16 = (;xi) mod 1 < e

we have |e| < L%'|/2. Since Zle x; mod 1 distributed as v jg,, where
_ 1
\/z =0 <W), SO

k
1
Pr {Zx,- mod 1 < R} =1-4(n),

i=1

where §(n) = vk -a =0 ( \/L) We complete the proof. (]

Togn
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4.2 The Proof of Security

To prove the security of Regev’s cryptosystem, we first prove some general prop-
erties for the probability distribution of Abel group by Impagliazzo and Zurkerman
Impagliazzo and Zuckerman (1989).

Let G be a finite Abel group, k > 1 be a positive integer. For any / elements

81,82, ---,8 € G,suppose x € {0, 1}, g = (g1, 2. - ... &), then
l
gx = ingi, x;i=0orl
i=1

is called a subsum of {g1, g2, ..., g/}. Randomly choose x € {0, 1}, let gx denote
the distribution of subsum, and let U (G) denote the uniformly distribution on G.

Lemma 4.2.1 For any [ elements {g, g2, . . ., g} uniformly at random, the expec-
tation of statistical distance between the distribution of subsum and the uniformly
distribution on U (G) is
1
E(A(gx, U(G))) < (IG/2))>.

Specially, the probalbility that the statistical distance is larger than (|G|/2! )% is no
more than (|G|/2")3, i.e.

Pri{aGxU©G) = (GI2)H < (6172)%

Proof Let g = (g1, g2, ..., &) be l group elements chosen at random, & € G is a
given group element. Define P, (h)

1
Pe(h) = 3

’

l
{x € (0.1 [gx =) xig =h}

i=1

we call P, (h) the distribution of subsum for g. In order to prove P, (h) is close to
uniformly distribution, we first prove the /; norm between Py (h) and the uniformly
distribution is very small. In fact, we have:

1
Z Pg(h)2 = Pr{gx = gx'} = 5 + Pr{gx = gx', x #x'}.
Py X, X X,x
Note that for any x # x’,

1
P = / = —.
gr{gx gx'} Gl
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So the expectation of /; norm for g satisfy

1
Py (h)
BT <5

Finally, we have the following estimation

{zho-s]

heG |G|

. 1 2\ 2
<E|GP( (PM) ))
g Z; |G|

ool )

heG

3]

< (IG|/2)7.

[N

We complete the proof. (I

The security of LWE public key cryptosystem by Regev is ascribed to the follow-
ing theorem, which is the most important result in this chapter.

Theorem 4.2.1 For any € > 0, m > (1 4+ €)(n + 1)logq, if there is a probabilis-
tic polynomial time algorithm W which distinguishes the plaintext u = 0 or u = 1
from the ciphertext c, then there exists a polynomial time algorithm solving the
D-LWE, 4 .m problem.

Proof The public key of LWE cryptosystem is A = (2) where A € Ly ™ is a
by

matrix uniformly at random, b = | : | € Zj is an m dimensional vector chosen

bm
uniformly. The encryption function f4(u) is

c= fa(u) = Ax + (u[011> ez, x € {0, 1)".
2
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Since W is a probabilistic polynomial time algorithm, suppose Py(W) is the
probability that decrypting u = 0 from f4(0) by W, and P;(W) is the probability
that decrypting u = 1 from f4(1), i.e.

4.2.1)

{ Po(W) = PriW(fa(0)) = 0}.
Py (W) = PriW(fa(1)) = 1}.

If b € Z7 is uniformly at random, then LWE distribution Ay  is uniformly LWE
distribution. Let P, (W) be the probability of decryption successfully by W under
the condition of uniformly distribution Ay , . Suppose that

1
|Po(W) = PI(W)| =2 —, 6 > 0. 4.2.2)
n
Under the assumption of (4.2.2), we will construct a new algorithm W’ satisfying
/ / 1
|Po(W') = Pu(W)| > =—. 4.2.3)
2n
By (4.2.2), we have

1
|Po(W) — P, (W)| = ]

1
, P(W)—P,W)| > —.
5 orlPiw) U

If the first inequality of the above formula holds, let W' = W. If the second inequal-
ity of the above formula holds, then construct W’ as follows. Let the function

0

o be fa(u) - fa(u) + (ﬂ)
)

Thus, o maps the LWE distribution (4, ) to (A, b + %1). If b is uniformly

at random, so is b + %. We define W’ to be the decryption on LWE distribution
(A, b + 1) by W. According to (4.1.5),

Py(W) = P(W'), Pi(W) = Py(W'),
so W’ is the algorithm which satisfies (4.2.3). _
Lets € Zy, the public key sample satisfies distribution of (A, b) € Z;"" x Zj =

Ay y- Let Py(s) be the probability of decryption u = 0 successfully by W', i.e.

Po(s) = Pr{W’(f4(0)) = 0}.
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Similarly, let P,(s) be the probability of decryption successfully by W' if (A, b) is
uniformly at random. Suppose

1
| ELPo($)] = ELPu(] = 75 (4.24)

we define |
Y=1seZ'||Pys) — P,(s)| > —1. 4.2.5)
q 4nd

It’s easy to prove: if s € Z is uniformly distributed, then we have

n
IYl/q" > e
Therefore, in order to prove Theorem 4.2.1, we need to find an algorithm Z to
determine whether the LWE distribution A, , is uniformly at random for any s € Y.
The construction of algorithm Z: let R be a probability distribution on Zj which is
uniform LWE distribution or general LWE distribution when s € Y, i.e.

R = uniform LWE distribution, or R = A ,, s € Y.

b
Let A = lai,...,a,] € ZZX’", b= : € Z;” be m random samples from dis-
b
tribution R. Let Py(R) be the probability of decryption u = 0 successfully by W’,
where (a, b) = Ay, s € Y. In the same way, suppose P,(R) is the probability of
decryption u = 0 successfully by W’ if R is uniform LWE distribution. We esti-
mate Py(R) and P,(R) by using the algorithm W’ polynomial times so that the error
could be controlled within . If | Po(R) — P,(R)| > o, then the algorithm Z is
effective, otherwise it is noneffective.
We first confirm: if R is uniform LWE distribution, then Z is noneffective with
high probability. Because in this case, (A, b) € Zy™ x 2y, bisuniformly atrandom.
According to Lemma 4.2.1, the Abel group G = Zj x Z4, we have

|Po(R) = P,(R)| <2790,

In this case, Z is noneffective.
If R = Ay ,, where s € Y, we are to prove the algorithm Z is effective with
probability m; i.e. one can distinguish s € Y from uniform distribution. Since

|Py(R) — P,(R)| > in the average sense we get

1
il

1 1
Pri{|Py(R) — P, (R)| > — § > —.
7’{|0() (R)| Sns} o
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Thus, the algorithm Z is effective for A, ,, s € Y with positive probability. We
complete the proof of Theorem 4.2.1. O

4.3 Properties of Rounding Function

The public key of LWE cryptosystem by Regev is A = (;‘,) € Zfl"“)x’", where

by

Ae Z;X’" is a matrix uniformly at random, b = | : € Z? is a uniform sample
b

vector (see 4.1.2). In this section we will discuss the sampling technique of public

key A based on rounding function.
For Vx € R, let {x} be the fractional part of x, | x] be the closest integer to x, i.e.

x = {x}, if0<{x}<%.
¥ = {x+ 1—{x), if d < () < 1. 3.1y
In fact, | x] is the only integer satisfying
47 =2 <r<s ifr=1 & fx) =2 (432)
— [ < NS —’ = - = —. . .
X X r, 3 r 3 ifr 5 < {x 5

We call |x] rounding function, and its properties could be summarized as the fol-
lowing two lemmas.

Lemmad4.3.1 (i) |x+n]l=n+ le1, neZz xR

[l #

(0 L= = {—1— L1, if ) = 4.

(iii) For any integers a,b e€Z, b#0, we have the following division:
a= L%]b—i—r, where —’% <r< g

(W) Ix]+ 1 —-1<Ix+yl<x1+ W1+ LVx,yeR

v 1N =12],VneZn>1LxeR

Proof By (4.3.2),
lx +nl=Llxl+r+nl=n+|[x],

s0 (i) holds. If {x} # 1, thenr # §,and —1 <r < 1, we have

|=xT = [=Lx]—r]l=—Lx].

Ifr =1 then{x} =1 and I —r = 1, so that

[=x1 = l=1x] = 1+ 1 =r] = =1 - [x],
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we have (ii). Property (iii) and (iv) can be proved similarly. To prove (v), let x =

[x] + r, then —ﬁ << ﬁ, thus,

oy B
n n n n
Lemma 4.3.1 holds. O

Definition 4.3.1 Lett and g be two positive integers, we define function f : Z — Z
as
fla) = L%a], Va € 7. (4.3.3)

Lemma 4.3.2 Leta,b € Z, then
a=b(modt) = f(a) = f(b) (mod q).
Proof Since a = b (mod t), we write a = st + b, therefore
fl@) = 1T (st +b)1 = Lsq + 261 = sq + LTb1 = 5 + £ (b).

So we have f(a) = f(b) (mod gq). O

By the above lemma, f is a function from Z, to Z,, we can define its ‘inverse
function” f~! : Zy — Z; as follows

7y = L%L Vb € Z,. (4.3.4)

Lemma 4.3.3 (i) Ift < q, thenVYa € Z, we have
[ @ =a.
(ii) If t > q, and a € Z is uniformly chosen at random, we have
Prif'fa) #a}=1- % (4.3.5)

Proof We first prove (i). If t = ¢, then
fla)= L%cﬂ =lal=a= ff@=f"@= Lfltﬂ = la] =a, Ya € L.

Ift <gq,then £ > %, based on the definition of rounding function,

q 1 q q 1
“a—><|al < ca+ s,
ta 2 Ltcﬂ<ta+2
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it follows that

So we can get

q q q q q
! 2t<Lta1<ta+2t’
this is equivalent to
1 q
—5<—L?a'| a—+ -,
1t
—§<g|_6—1a]—a<§

Thus,
t t
Efa a1 =0 -1 2a =
q t q !

This means that
f ' fa) =a, VYa € Z.

Next we prove (ii), at this time ¢ < 7. By Lemma 4.3.2, we only need to consider
how many elements a in Z, that satisfies f~! f(a) # a. By (i) we get

t
L1211 = b, Vb ez,
tg

This is equivalent to

f <Léb]> =b, Vb e Z,.

So we have

7 (Lém) =f'b) = Léb}, Vb € Z,.

Here 0, [é] , [%] ey [WZIJ] are different from each other in Z,. Next we prove

that the number of a in Z, satisfying f~'(f(a)) = a is no more than g. Let A be the
set containing all the elements satisfying f Nf(@) =ainZ,.Ya,,a, € A, a1 # a,
inZ;,thenwehave f(a;) # f(az) (modgq),i.e. f(a;) # f(az)inZ,. This means the

number of A is no more than g. Above all, it shows that 0, [é] , [%] e, [(";J]

are just all the numbers in Z,; such that f~'(f(a)) = a. Based on a is uniformly
chosen in Z,, then
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Prif T f@ #ay=1-1.

We complete the proof. O

In order to generalize the function f and f~' from one dimension to high dimen-
sion, we give the following definition.

Definition 4.3.2 Let 1, ¢, [ be positive integers, we define function F : Z! — Z’q as
q q q
F@= (a1 2al . 1 Ta)) e Z) va= @ aa...a) € 2l @36

and the ‘inverse function’ F~! : Zfi — 7 as

t t t
F'(b) = <L5b11, LI L;bﬂ) €Zy, Vb= (b1, by, ....b) € Z.

4.3.7)
Lemma4.34 Va = (ay,a;,...,q)) € Zi, if a is uniformly at random and
ai, az, ..., a; are mutually independent, we have
1 q\!
Pr{F~'F(a) # a} = max {0, 1 (7) } . (4.3.8)

Proof Ift < g, from Lemma 4.3.3,
fl fa) =aj, Ya; € Z,, V1 <i <.

So
F'F(a)=a, Ya e Z..

Pr{F~'F(a) # a} = 0 = max {o, | — (%)l} .

Ift > g, from Lemma 4.3.3,

Prif ' fla) = a;) = % a7, V1<i<l

Since ay, as, . . ., a; are independent, therefore,

t

PrH{F'F(a) = a)} = (%’)l, ac7.
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PrHF'Fla) #£a}=1— (‘?1)[ — max{0, | — (%’)’}.

We finish the proof. (]

4.4 General LWE-Based Cryptosystem

We introduced the LWE cryptosystem proposed by Regev in Sect. 4.1 and proved its
security in Sect.4.2. However, it could only encrypt a single bit of plaintext and the
efficiency is low. Based on the definition and properties of rounding function given
in Sect.4.3, Regev presented a general LWE cryptosystem in 2009 Regev (2010),
which could encrypt multiple bits of plaintext v € Z! with size O(¢') and improve
the efficiency signally. In this section, we introduce general LWE cryptosystem first.
Then we discuss the probability of decryption error for this cryptosystem and prove
that it could be sufficiently small with suitable parameters. So we verify our core
result that the LWE cryptosystem could have high security.

Lett, g, m, n, I, r be positive integers, g > t, function F and its ‘inverse function’
are defined in 3.2. The workflow of general LWE cryptosystem is as follows:

(1) Selection of private key S: S € ZZX’ is an n x [ matrix uniformly at random in
Zyg.
In the LWE cryptosystem introduced in Sect. 4.1, the private key is an n dimen-
sional randomly chosen vector s € Zj. To encrypt more general plaintext v € ZL, we
randomly select [ private keys sy, sz, ..., s; € Z; independently and form an n x [

matrix S = [sy, $2, ..., s;]. This is the private key S for general LWE cryptosystem.

(2) Public key.

When the private key S € Z;X’ is fixed, in order to choose samples from LWE
distribution, we first select m uniform n dimensional vectors a;, as, ..., d, € ZZ in
ZZ and form a uniform random matrix

nxm
A= [alvaZv---vam]nxm EZq .

Then we generate m x [ noise matrix samples E = (E;;);ux; from distribution Ea,
where Ea is defined by (4.4.1) and (3.3.13), i.e. Ej; € Zy, E;j < Ea, 1<i<m,
1 < j <1I,and the m x [ samples are mutually independent. Finally we getanm x [
matrix P

<dai, S >+E11 e < a1, S >+E11
P=A"S+E=

< dam,S1 > +Eml e <A, S| > +Eml mxl
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The public key of LWE cryptosystem is (A, P), which is similar to that in Sect. 4.1.
Here we only change the public key from b € Z7 to m x [ matrix P € ZZ”’ . If the
uniformly random matrix A is given and saved for all the users of LWE cryptosystem,
then the true public key is the matrix P, and the public key and private key satisfy
the following equation

P—ATS =; E (mod q).

(3) Encryption.
To encrypt multiple bits of plaintext v € Zﬁ, letae{—r,—r+1,...,r}" beanm
dimensional vector with each entry selected uniformly in {—r, —# + 1, ...,7},1.e.a

is uniformly distributed. Ciphertext (i) is an n + [ dimensional vector, defined by

gar(v) = (f) ,u=Aa, c=Pla+ F(),

where F is defined in (4.3.6), and g4 p is called the encryption algorithm of LWE
cryptosystem.

(4) Decryption.
Given ciphertext (u, ¢) and the private key S, we compute F ! (¢ — ST u) as the result
of decryption. We have

F ' c—8Tu)y=F " (PTa+ F(v)— STu)
=F YATS+E)Yla+ Fi) — ST Aa)
= F Y ETa+ F()).

Next we calculate the probability of decryption error for this cryptosystem, namely
the probability of F~!'(ETa + F(v)) # v. The following Theorem 4.4.1 gives an
estimation for this probability, which is the main result of this section.

Theorem 4.4.1 Suppose q > t, we have the following inequality of the probability
of decryption error

—t [ 6
PrF Y (ETa+ Fv) #v) < 21(1 — c1>(gmqt mr(r”+ 1))). (4.4.1)

Here ® is the cumulative distribution function of the standard normal distribution,

2
iLe. d(x) = fjoo \/szﬂe’Tdt.

PI‘OOf Denote v=(vy, va, ..., v)), Enxi = (Ey, Ea, ..., E}), where Ey, E,, ..., E
are all m dimensional column vectors. Let f~!(E IT a + f(v;)) be the ith coordinate
of F-Y(ETa + F(v)), 1 <i < I. According to the definition of rounding function,
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q q 1
_— = v < =
5 <7V Ltv,T\z,
rt.g
—— < =] - <
27 S LZvil—vi <5
So if LETa‘<é——2'q,Weget

It follows that ; ;
|=Ela+ -1 %v1 -1 =0,
q gt

this means
r r t q
[—E a+ —-vill =,
q q t

FHE a+ fon) = v

Z’
if 7! (ElT a+ f (vi)) # v;, i.e. the decryption error occurs in the ith letter, then

namely if |[LETa| < i — we can get f~'(E'a + f(v;)) = v;. Equivalently,
y q 1 2 g 1 o q y

éEiTa‘ >1_ ﬁ. So the probability of decryption error in one letter is no more

2
g T 1 .
than the probability of ‘éEi a} >3- z’—q, ie.
Pr{f_l (ETa—{—f(v-)) ;év-} < Pr LE.Ta > l _
i i X g i = ) Zq .

The next step we estimate the probability of |éEiTa| > % — ﬁ. Since each coor-
dinate of E; is chosen independently from the Gaussian distribution with mean
0 and standard deviation ag/+/27 and the sum of independent Gaussian vari-
ables is still a Gaussian variable, ElT a is also a Gaussian distribution variable. Let
a =(a,ay,...,ay,) and each g; is chosen from {—r, —r + 1, - - - , r} uniformly at

random, then
_ _ 1
Ea;) = r+(=r+1)+ +r:0’
2r +1

(=) +(=r+ D>+ +r2  rr+1

Var(a) = =
ar(@;) 2+ 1 3

E(E]a)=0.
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2
Var (Ea) = < ag ) D o2q? mr(r + D}
V2w 3 6

Therefore E] a is treated as a normal distribution with mean 0 and standard deviation

ag/mr(r +1)/+/6m. We have

_ T mr(r +1) q—t 6
_Pr{|Eia|/<oeq 4 ) > 2athmr(r+l)}
_ q—t 6r
- 2(1 B q>(2atq \ mr(r + l))>'

So we get the following inequality for probability of decryption error of the LWE
cryptosystem

PriF Y ETa + F(v)) # v}

SUPr{f ' (Ela+ f) #vi}

1 t
> - - —
2 2q

_ q—t 6m
o 21(1 B ©(2atq \ mr(r + 1)))'

The upper bound could be as closed as 0 if we choose o small enough. It means
that the probability of decryption error for the LWE cryptosystem could be made
very small with an appropriate setting of parameters.

]

4.5 Probability of Decryption Error for General
Disturbance

In this section we estimate the probability of decryption error for the LWE cryp-
tosystem when the noise matrix E = (Ej;);x; is chosen independently from a gen-
eral common variable, rather than Gauss distribution. We have the following theorem.
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Theorem 4.5.1 g > t, E = (E;j)mxi, each element E;; is selected independently
Jfrom a common random variable of mean 0 and standard deviation 8. For any § > 0,
we can find positive integer m, such that the following inequality of the probability
of decryption error holds,

PrFY(ETa+ F(v) # v} < 21(1 _ Cb(ngtt /mr(r3+ 1))) 118, (45.1)

Here ® is the cumulative distribution function of the standard normal distribution,

i d(x) = [ ﬁe‘édt.

Proof Similarly as the proof of Theorem 4.4.1, we need to estimate the proba-
bility of |§EiT al > 5 — 5;- Since the coordinates of E! are independent identi-

cally distributed, E] and a are also independent. By central limit theorem Riauba
(1975), E a is approximately normal distribution with mean 0 and standard devia-
tiond = \/mVar(E;j)Var(a;) = B/ ““4*2. Thus, for any sufficiently small § > 0,
there is a positive integer m such that

t 1 t —t
PYEEral>-— —t=pPl|ETa] > 1"
q 2 2q 2t

_p {|E,Ta|/(ﬁ /mr(r3+ 1)) > qz—t t/ <,3 /mr(r3+ 1))}
_ T mr(r + 1) qg—t 3
_P{iE"“V(ﬂV 3 )2 261 \/mr(r+1)}

B q—t 3
_2(1 - 26t \ mr(r + 1))> te,

Here |¢| < 4. Then we get the following inequality for probability of decryption error
of the LWE cryptosystem for general disturbance

PriF Y ETa + F(v)) # v}

SUPr{f~H(Ela+ fv) #vi}

1 t
> — —
2 2q
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_ a4t 3
- Zl<1 il 2Bt \ mr(r+ 1))) +le.
q—t 3
<2l(l - 28t mr(r+1))>+l‘3' 0

This probability could be also closed to 0 if we choose the parameter 8/m and 8
small enough. Therefore the probability of decryption error of the LWE cryptosystem
for general disturbance could be made very small, which leads to high security.

Example 4.5.1 Lett =2,q=5,l=1,m=1,r=1,6=103,=10"3,v e Z,
is uniformly chosen at random, the disturbance E is a random variable with the

distribution g such that P{E =k} = %e‘ﬁ for positive integer k and Pr{E =

0} =e#, ae{-1,0,1} is uniformly chosen at random. Then the probability of
decryption error

Pr{F ' (Ea+ F(v)) #v} = Pr {Lg (Ea + L%ﬂ)W # V}

_ e li2E ol + 2 2B 7 21
=3 r{|_§ al # }+§ r{Lg( a+2)]# }

< %Pr{E £ 0} + %Pr{E £ 0}

=1-Pr{E=0}=1—¢"0 <1073

On the other hand,

q—t 3 3
2(1 - o T 1))) +18 > 1072,
So it follows that
PrF!(Ea+ F) #vh<2(1 - ‘D(qz/;rt V mr(r3+ 1))> +18,

The inequality in Theorem 4.5.1 holds.

Example 4.5.2 Letr =2,g=5,l=1,m=1,r=1,6 = 1074, 12 =0.05,v € Z,
is uniformly chosen at random, the disturbance E is a Laplace distribution variable
with probability density function f(x) = %e_% rounding to the nearest integer, a €
{—1, 0, 1} is uniformly chosen at random. Similarly as Example 4.5.1, the probability

of decryption error
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Pr{F Y (Ea + F(v)) # v} = Pr {I_% (Ea + Lgﬂ)T # V}

1
2
x|

<1-PrH{E=0}=1- [ —e rdx=¢"" <10

2
4
On the other hand,
—t 3
2(1- o2 ))+18 > 107,
28t \ mr(r +1)
‘We have

q-—t 3
28t \ mr(r + 1))) +13,

PrF Y (Ea+ F(v) # v} < 21(1 —

The inequality in Theorem 4.5.1 holds.
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Chapter 5 ®)
Cyclic Lattices and Ideal Lattices oo

Cyclic lattices and ideal lattices were introduced by Micciancio (2002), Lyuba-
shevsky and Micciancio (2006), respectively, which play an efficient role in Ajtai’s
construction of a collision-resistant Hash function and in Gentry’s construction of
fully homomorphic encryption (Gentry, 2009a). Let R = Z[x]/ < ¢ (x) > be aquo-
tient ring of the integer coefficients polynomials ring, Lyubashevsky and Micciancio
regarded an ideal lattice as the correspondence of an ideal of R, but they neither
explain how to extend this definition to whole Euclidean space R”, nor exhibit the
relationship of cyclic lattices and ideal lattices. In this chapter, we regard the cyclic
lattices and ideal lattices as the correspondences of finitely generated R-modules, so
that we may show that ideal lattices are actually a special subclass of cyclic lattices,
namely cyclic integer lattices. It is worth noting that we use more general rotation
matrix here, so our definition and results on cyclic lattices and ideal lattices are
more general forms. As application, we provide cyclic lattice with an explicit and
countable upper bound for the smoothing parameter. Our results may be viewed as
a substantial progress in this direction.

5.1 Some Basic Properties of Lattice

At the beginning of Chap. 1, we have introduced the definition of lattice in R”. A
lattice is actually a discrete additive subgroup. In this section, we mainly give some
properties of lattice that will be used later in this chapter.

Lemma 5.1.1 Let L C R” be a lattice, a1, a2, . .., oy € L be m vectors of L. Then
oy, 0, ..., Qy are linearly independent over R, if and only if they are linearly inde-
pendent over 7.

Proof Ifay, oy, ..., ap are linearly independent over R, trivially which are linearly
independent over Z. Suppose that o, o2, . . ., &, are linearly independent over Z,
we consider arbitrary linear combination over R. Let

aa; + arar + - -+ apa,, =0, (5.1.1)
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We should prove (5.1.1) isequivalenttoa; = a, = - - - = a,, = 0, which implies that
oy, o, ..., ay are linearly independent over R.

By Minkowski’s Third theorem (see theorem VII of Cassels (1963)), for any suffi-
ciently large N > 1, there are a positive integer ¢ > 1 and integers py, p2, ..., Pm €
7 such that

max |ga; — pil < N=w, 1<q<N. (5.1.2)

By (5.1.1), we have

[pror + paay + -+ + pray|
= |[(ga1 — pai + (gaz — p2)oo + - -+ (qam — Pm)0ty|

<mN™ max Jo]. (5.1.3)

ism

Let A be the minimum distance of L, € > 0 be any positive real number. We select
N such that
m\m m\m
N > max {(—) . (—) max |ai|m} ;
€ A 1<i<m

It follows that mN~# < € and

1
mN~m m_a<x loi| < A

ism

By (5.1.3) we have
|p1o + paoy + -+ - 4 pmtty| < A.

Since pio; + pras + - - - + ppoy, € Lothuswehave pray + proy + -+ - + putty =

0,and p; = pr = -+ = p,, = 0.By(5.1.2) wehave gla;| < Leforalli,1 <i <m.
Since ¢ is sufficiently small positive number, we musthavea; = a; = --- =a, = 0.
We complete the proof of lemma. (|

Suppose that B € R"*™ is an n x m dimensional matrix and rank(B) = m, BT
is the transpose of B. It is easy to verify

rank(BT B) = rank(B) = m = det(BT B) # 0,
which implies that BT B is an invertible square matrix of m x m dimension. Since
BT B is a positive defined symmetric matrix, then there is an orthogonal matrix

P e R™ such that

PTBTBP = diag{8, 85, ..., 8m), (5.1.4)
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where §; > 0 are the characteristic value of BT B, and diag{s;, 82, ..., 8,,} is the
diagonal matrix of m x m dimension.

Lemma 5.1.2 Suppose that B € R"*" with rank(B) =m, 81,82,...,8, are m
characteristic values of BT B, and M.(L(B)) is the minimum distance of lattice L(B),
then we have
AML(B)) = min |Bx|> /s, (5.1.5)
xeZm™, x#0

where § = min{8;, 85, ..., 6, }.

Proof Let A= BT B, by (5.1.4), there exists an orthogonal matrix P € R"™*" such
that
PTAP = diag{s,, 8, ...,8n).

If x € Z™, x # 0, we have

Bx|? =xTAx =x"P(PTAP)PTx
= (PTx)" diag{8,85,...,8m) P x
> §|PTx|? = 5|x|%

Since x € Z™ and x # 0, we have |x|? > 1, it follows that

min#0|Bx| > V8|x| = V6.

XEL™, x
We have lemma 5.1.2 immediately. (I

Another application of lemma 5.1.2 is to give a countable upper bound for smooth-
ing parameters in Sect.5.4. A sublattice N of L means a discrete additive subgroup
of L, the quotient group is written by L /N and the cardinality of L/N is denoted by
|L/N]|.

Lemma 5.1.3 Let L C R" bealatticeand N C L be a sublattice. If rank(N) =rank
(L), then the quotient group L/N is a finite group.

Proof Letrank(L) = m, and L = L(B), where B € R"*" with rank(B) = m. We
define a mapping o from L to Z™ by o(Bx) = x. Clearly, o is an additive group
isomorphism, o (N) C Z™ is a full-rank lattice of Z™, and L/N = Z" /o (N).Itisa
well-known result that

|Z"™ Jo (N)| = det(o (N)),

It follows that
IL/N| = |Z" /o (N)| = det(o (N)).

Lemma 5.1.3 follows. (|
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Supposethat L1 C R", L, C R" are two lattices of R*, we define L| + L, = {a +
bla € Ly, b € L,}. Obviously, L 4 L, is an additive subgroup of R", but generally
speaking, L + L, is not a lattice of R" again.

Lemma 5.1.4 Let L) C R", L, C R" be two lattices of R™. [frank(L| N L,) =rank
(Ly) or rank(Ly N Ly) =rank(L,), then Ly + L, is again a lattice of R".

Proof To prove L + L, is a lattice of R", it is sufficient to prove L; + L, is a
discrete subgroup of R”. Suppose that rank(L; N L) =rank(L;), for any x € L1,
we define a distance function p(x) by

p() =inf(lx =yl |y #x, y € La).

Since there are only finitely many vectors in L, N N(x, §), where N (x, §) is any a
ball of center x with radius §. Therefore, we have

p(x) = min{|x — y| ‘ y£x, yel) =2 >0 (5.1.6)

On the other hand, if x; € L, x, € L; and x; — x, € L», then there is yg € L, such
that x; = x» + yo, and we have p(x;) = p(x;). It means that p(x) is defined over
the quotient group L + L,/L,. Because we have the following group isomorphic
theorem

Ly+ Ly/Ly = Ly/Li N Ly,

By lemma 5.1.3, it follows that
|L1 + L2/L2| = |L1/L1 n L2| < 00,

In other words, L; + L,/L, is also a finite group. Let xj, xp, ..., x; be the repre-
sentative elements of L + L,/L,, we have

min — y| = min D = min{A,, Ay, ..., Ay} > 0.
veLiyels xity lx — y i< p(x;) > { X1 Mxy xk}
Therefore, L + L, is a discrete subgroup of R”, thus it is a lattice of R”. (I

Remark 5.1.1 The condition rank(L; N L;) = rank(L;) or rank(L; N L,) = rank
(L,) in lemma 5.1.4 seems to be necessary. As a counterexample, we see the real
line R, let L; = Z and L, = /27, then L, + L, is not a discrete subgroup of R,
thus Ly + L; is not a lattice in R. Because L1 + L, = {n + +2m|n € Z,m € Z} is
dense in R by Dirichlet’s theorem (see theorem I of Cassels (1963)).

As a direct consequence, we have the following generalized form of lemma 5.1.4.

Lemma 5.1.5 Let Ly, Ly, ..., L, bem lattices of R" and

rank(Ly N Ly N ---N L,,) = rank(L;) for some 1 < j < m.
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Then Ly + L, + - - - + L,, is a lattice of R".
Proof Without loss of generality, we assume that
rank(LiNL,N---NL,,) =rank(L,,).
LetLy+L,+---+ Ly, =L then
L'+L,/L'=L,/L'NL,.

Since rank(L’ N L,,) =rank(L,,), by lemma 5.1.4, we have L' + L,, = Ly + L, +
...+ L, is a lattice of R" and lemma 5.1.5 follows. O

5.2 Ideal Matrices

In Chap. 3 we introduced the concept of circulant matrix and some related properties.
In this section, we generalize them to general ideal matrix and introduce the properties
of ideal matrix. By using the characteristic polynomial ¢ (x) as modulo and the
definition of ¢-convolutional product, we establish the ring isomorphism one-to-one
correspondence between polynomial quotient rings and n dimensional vectors in R”.

Let R[x] and Z[x] be the polynomial rings over R and Z with variable x, respec-
tively. Suppose that

P(x) =x" —p_1x"" = = pix — o € Z[x], ¢o # 0 (5.2.1)

is a polynomial with integer coefficients of which has no multiple roots in com-
plex number field C. Let wy, wy, ..., w, be the n different roots of ¢ (x) in C, the
Vandermonde matrix Vj is defined by

1 1 1
wl w2 o wn
Vo = . . . s det(V¢) # 0. (5.2.2)
wy ! wg_l wﬁ’l

e 7mn, (5.2.3)
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where [,,_; is the (n — 1) x (n — 1) unit matrix. Obviously, the characteristic
polynomial of H is just ¢(x). We use column notation for vectors in R". Let

{eo, €1, ..., ey,—1} be the standard basis of R”, see (5.1.2) in Chap. 3.
fo
Definition 5.2.1 For any f = :1 € R”, the ideal matrix generated by vector
fn;l
f is defined by
H*(f)=[f. Hf, H* f, ..., H"" flyxn € R, (5.2.4)

which is a block matrix in terms of each column H* f (0 < k < n — 1). Sometimes,
f iscalled an input vector. In Chap. 3, we introduced the definition of circulant matrix.
Itis easily seen that H*( f) is a more general form of the classical circulant matrix and
r-circulant matrix (Shi, 2018; Yasin and Taskara, 2013). In fact, if ¢ (x) = x" — 1,
then H*(f) is the ordinary circulant matrix generated by f. If ¢ (x) = x" — r, then
H*(f) is the r-circulant matrix.

By (5.2.4), it follows immediately that

H*(f+g) =H'(f)+ H"(g), (5.2.5)
and
H*(Af) = AH*(f), VA e R. (5.2.6)
Jo
Specially, for any f = € R”, the ideal matrix H*(f) generated by f could
f;l—l

be written as . .
H*(f) = H* (Z f,-e,) =) fiH* (e,
i=0 i=0

which means that any ideal matrix is the linear combination of ideal matrices gener-
ated by the standard basis vectors e;. It is easy to verify that

H*(ep) = I,, H*(ex) = H*, 1 <k <n—1,

So the unit matrix 7, and rotation matrices H* (1 < k <n — 1) are all the ideal
matrices.

Moreover, H*(f) = 0 is a zero matrix if and only if f = 0 is a zero vector, thus
one has H*(f) = H*(g) ifand onlyif f = g.Let M* be the set of all ideal matrices,
namely

M*={H*(f)| f eR"}. 5.2.7)
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We may regard H* as a mapping from R” to M* of which is a one-to-one corre-
spondence. Next we show some basic properties for ideal matrix, and more contents
could be found in Zheng et al. (2022a).

Lemma 5.2.1 Forany f € R", we have
H-H*(f)=H*(f)-H. (5.2.8)

Proof Since ¢ (x) = x" — ¢,_1x" ! — ... — px — ¢y is the characteristic polyno-
mial of H, by Hamilton—Cayley theorem, we have

H"=¢ol, + p1H + -+ o1 H" .

Let
o1
033 0 ¢
b= : andH:(I,,_lb)'
¢n71

By (5.2.4) we have

H*(f)H = [f, Hf, . H" f] (10_ 1 q;o>

=[Hf, H*f, .. " f.dof + 1 Hf + -+ du1 H' ' f]
=[Hf, H*f, ... H"" f, H" f]

=HI[f, Hf,..,H" " fl=H - H*(f),

The lemma follows. O
Jo
1
Lemma 5.2.2 Forany f = . € R" we have
fnfl
H*(f) = fol, + fiH+ -+ fu H"". (5.2.9)

Proof We use induction on n to show this conclusion. If n = 1, it is trivial. Suppose
it is true for n, we consider the case of n + 1. For this purpose, we write H = H,,

€o, €1, ..., €y,—1 the n column vectors of unit in R”, namely
1 0 0
1 0
€y = e =1 .| -1 =
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_ (0 Ao
Hn+1 - <€() Hn> )

where Ag = (0,0, ..., ¢9) € R" is arow vector. For any k, 1 < k < n — 1, itis easy
to check that

and

k-1
H,,ek,l = €&, aneo = € and H,]erl = (e() Aogﬁ ) .
k-1 s
Jo
h
Let f=| : | €R", wedenote /' by
fnfl
I
fi
- [#
f=10 R f:@).
S

By the assumption of induction, we have

H,T(f/) = [f/» an/y ceey H,;lilf/] = flln + fZHn +- 4+ anr?il’

HE (f) = [(?)  Hya (jf’) L H, (j?)]

= fOIn + lenJrl +--+ an,?+1-

it follows that

We complete the proof of lemma 5.2.2. (I

Lemma 5.2.3 Let f(x) = fo + fix + -+ fo1x""' € R[x], then we have
H*(f) = V¢_1diag{f(w1), Fwo), ..., f(wp)}Vy, (5.2.10)

where diag{ f (w1), f(ws), ..., f(w,)} is the diagonal matrix.

Proof By theorem 3.2.5 of Davis (1994), for H, we have

H =V, 'diag{wy, wy, ..., wa} Vs,
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By lemma 5.2.2, it follows that

H*(f) =V, ' diag {f (W), f(w2), .., f(wn)}Vi.

Now, we summarize some basic properties for ideal matrix as follows.

Lemma 5.2.4 Suppose ¢ (x) € Z[x] is a polynomial of which has no multiple roots
in complex number field C. f € R", g € R" be two column vectors, we have

(i) H*(f)H*(g) = H*(9)H*([);
(it) H*(f)H*(g) = H*(H*(f)8);
(iti) det(H*(f)) = IT;_, f (w;);
(iv) H*(f) is an invertible matrix if and only if ¢ (x) and f (x) are coprime, i.e. gcd
(@(x), f(x)) =1

Proof (i) and (ii) follow from lemma 5.2.2 immediately, (iii) and (iv) follow from
lemma 5.2.3. U

In Sect. 3.1, we took the characteristic polynomial x” — 1 as modulo and con-
structed the one-to-one correspondence between polynomial quotient rings and n
dimensional vectors. Now we can generalize it to the general case using characteris-
tic polynomial ¢ (x) as modulo. Let ¢ (x)R[x] and ¢ (x)Z[x] be the principal ideals
generated by ¢ (x) in R[x] and Z[x], respectively, we denote the quotient rings R
and R by

R = Z[x]/¢ (x)Z[x], R = R[x]/¢(x)R[x]. (5.2.11)

There is a one-to-one correspondence between R and R” given by

fo
f@) = fot+ fix+-+ fix"'eR <« f= {1 eR". (5.2.12)
foet
We denote this correspondence by 1, that is
t(f) = fo 17'(f) = fx). (5.2.13)

If we restrict 7 in the quotient ring R, then which gives a one-to-one correspondence
between R and Z". First, we show that ¢ is also a ring isomorphism.

Definition 5.2.2 For any two column vectors f and g in R”, we define the ¢-
convolutional product f x g by

f+xg=H(fg. (5.2.14)
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By lemma 5.2.4, it is easy to see that
frg=gxf, and H*(f xg) = H*(f/)H"(g).
Lemma 5.2.5 For any two polynomials f (x) and g(x) in R, we have
t(f(x)g(x) =H* (f)g = f*g. (5.2.15)
Proof Let g(x) = go+ g1x + -+ + go_1x"~! € R, then
xg(x) = Pogu1 + (80 + P18n—1)x + -+ + (Gn2 + Pu18n—1)x""",

it follows that
t(xg(x)) = Ht(g(x)) = Hg. (5.2.16)

Hence, for any 0 < k < n — 1, we have
1(x*g(x)) = H*1(g(x)) = H*g, 0 <k <n—1.

Let f(x) = fo+ fix +---+ fu_1x"~' € R, by lemma 5.2.2, we have

n—1 n—1

Hfg)) =Y fitlr'g() =Y fiH'g = H*(f)g.

i=0 i=0
The lemma follows. O

Lemma 5.2.6 Under ¢-convolutional product, R" is a commutative ring with iden-
tity element ey and 7' C R" is its subring. Moreover, we have the following ring
isomorphisms

12

Rn

12

R M*, R=7"= M3,

where M* is the set of all ideal matrices given by (5.2.7), and My is the set of all

integer ideal matrices.

Proof Let f(x) € R and g(x) € R, then

1(fx)+8(x) = f+g=1(f(x))+1(gl)),

and

1(f(x)g(x) = H*(fH)g = [ xg=1(f(x)) *1(g(x)),

this means that# isaring isomorphism. Since f *x g = g * fandey x g = H*(eg)g =
I,g = g, then R” is a commutative ring with ¢y as the identity elements. Noting
H*(f) is an integer matrix if and only if f € Z" is an integer vector, the isomor-
phism of subrings follows immediately. O
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According to property (iv) of lemma5.2.4, H*( f) is an invertible matrix whenever
(f(x),¢(x)) = 1 in R[x], we show that the inverse of an ideal matrix is again an
ideal matrix.

Lemma 5.2.7 Let f(x) € R and (f(x), ¢(x)) = 1 in R[x], then
(H*(f)™ = H* ),

where u(x) € R is the unique polynomial such that u(x) f (x) = 1 (mod ¢ (x)).

Proof By lemma 5.2.5, we have u x f = e, it follows that
H*(wH*(f) = H"(ep) = I,

thus we have (H*(f))~' = H*(u). It is worth to note that if H*(f) is an invertible
integer matrix, then (H*(f))~! is not an integer matrix in general. (I

Sometimes, the following lemma may be useful, especially, when we consider an
integer matrix.

Lemma 5.2.8 Let f(x) € Z[x]and (f(x), ¢(x)) = 1 in Z[x], then we have (f (x),
¢(x)) = 1inR[x].

Proof Let Q be the rational number field. Since (f(x), ¢(x)) = 1 in Z[x], then
(f(x), ¢(x)) = 1in Q[x]. We know that Q[x] is a principal ideal domain, thus there
are two polynomials a(x) and b(x) in Q[x] such that

a(x) f(x) +b(x)p(x) = 1.

This means that (f(x), ¢(x)) = 1 in R[x]. [l

5.3 ¢-Cyclic Lattice

As we know that cyclic code plays a central role in algebraic coding theorem (see
Chap. 6 of Lint (1999)). In Zheng et al. (2022a), we extended ordinary cyclic code
to more general forms, namely ¢-cyclic codes, which will be introduced in Chap. 7.
To obtain an analogous concept of ¢-cyclic code in R”, we note that every rotation
matrix H defines a linear transformation of R” by x — Hx.

Definition 5.3.1 H is the rotation matrix defined in (5.2.3). A linear subspace C C
R" is called a ¢-cyclic subspace if Vo« € C = Ha € C. A lattice L C R”" is called
a ¢-cyclic lattice if Ve € L = Ha € L.

In other words, a ¢-cyclic subspace C is a linear subspace of R”, of which is
closed under linear transformation H. A ¢-cyclic lattice L is a lattice of R” of which
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is closed under H. If ¢ (x) = x" — 1, then H is the classical circulant matrix and
the corresponding cyclic lattice was first appeared in Micciancio Micciancio (2002),
but he does not discuss the further property for these lattices. To obtain the explicit
algebraic construction of ¢-cyclic lattice, we first show that there is a one-to-one
correspondence between ¢-cyclic subspaces of R” and the ideals of R.

Lemma 5.3.1 Let t be the correspondence between R and R" given by (5.2.13),
then a subset C C R" is a ¢-cyclic subspace of R", if and only if t~'(C) C R is an
ideal.

Proof We extend the correspondence ¢ to subsets of R and R” by
C(x) CR —— C={c|ckx) e Cx)} CR" (5.3.1)

LetC(x) C R be an ideal, it is clear that C C 7(C(x)) is a linear subspace of R”. To
prove C is a ¢-cyclic subspace, we note that if c(x) € C(x), then by (5.2.16)

xc(x) € C(x) & Ht(c(x))=Hc e C.
Therefore, if C(x) is an ideal of R, then t(C(x)) = C is a ¢-cyclic subspace of R".

Conversely, if C C R” is a ¢-cyclic subspace, then for any k > 1, we have H ke eC
whenever ¢ € C, it implies

Ve(x) € C(x) = x¥e(x) e C(x), 0 <k <n—1,

which means that C(x) is an ideal of R. We complete the proof. U

By the above lemma, to find a ¢-cyclic subspace in R”, it is enough to find an
ideal of R. There are two trivial ideals C(x) = 0 and C(x) = R, the corresponding
¢-cyclic subspace are C = 0 and C = R”. To find non-trivial ¢-cyclic subspaces, we
make use of the homomorphism theorems, which is a standard technique in algebra.
Let m be the natural homomorphism from R[x] to R, kerr = ¢ (x)R[x]. We write
¢ (x)R[x] by < ¢(x) >. Let N be an ideal of R[x] satisfying

<¢(x) >C N CR[x] /> R=R[x]/ < ¢(x) > . (5.3.2)

Since R[x] is a principal ideal domain, then N =< g(x) > is a principal ideal gen-
erated by a monic polynomial g(x) € R[x]. It is easy to see that

< ¢px) >C< gx) >& gx)|¢p(x) in R[x].
It follows that all ideals N satisfying (5.3.2) are given by
{<gx) > | g(x) € R[x]is monic and g(x)|¢ (x)}.

We write by < g(x) > mod ¢ (x), the image of < g(x) > under 7, i.e.
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< g(x)>mod¢(x) =m(< g(x) >).
It is easy to check

< g(x) > mod ¢ (x) = {a(x)g(x) | a(x) € R[x] and dega(x) + degg(x) < n}.
(5.3.3)
more precisely, which is a representative elements set of < g(x) > mod ¢(x). By
homomorphism theorem in ring theory, all ideals of R given by

{< g(x) > mod ¢(x) | g(x) € R[x] is monic and g(x)|¢p (x)}. 5.3.4)

Let d be the number of monic divisors of ¢ (x) in R[x], we have the following lemma.

Lemma 5.3.2 The number of ¢-cyclic subspace of R" is d.

Proof By lemma 5.3.1, the correspondence between ¢-cyclic subspace of R” and
ideal of R is one-to-one. Based on (5.3.4), the number of ideal of R is equal to the
number of divisors of ¢ (x) in R[x], i.e. d. So the number of ¢-cyclic subspace of
R"isd. O

Next, we discuss ¢-cyclic lattice, which is the geometric analogy of cyclic code.
The ¢-cyclic subspace of R” maybe regarded as the algebraic analogy of cyclic code.
Let the quotient rings R and R given by (5.2.11). A R-module is an Abel group A
such that there is an operator Ao € A forall A € R and « € A, satisfying 1 - o =
and (A A2)a = A (A). It is easy to see that R is a R-module, if A C R and A is
a R-module, then A is called a R-submodule of R. All R-modules we discuss here
are R-submodule of R. On the other hand, if I C R, then [ is an ideal of R, if and
only if I is a R-module. Let « € R, the cyclic R-module generated by o be defined
by

Ra = {la | A € R}. (5.3.5)

If there are finitely many polynomials «;, a2, . . ., in R such that
A = Raj + Ray + -+ + Ray,
then A is called a finitely generated R-module, which is a R-submodule of R.
Now, if L C R" is a ¢-cyclic lattice, g € R", H*(g) is the ideal matrix generated
by vector g, and L(H*(g)) is the lattice generated by H*(g). In the following lemma,
we prove that any L(H*(g)) is a ¢-cyclic lattice and

gel=L(H*(g)CL, (5.3.6)

which implies that L (H*(g)) is the smallest ¢-cyclic lattice of which contains vector
g. Therefore, we call L(H*(g)) is a minimal ¢-cyclic lattice in R”.
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Lemma 5.3.3 Foranyvectorg € R", then L(H*(g)) is a ¢-cyclic lattice. Moreover,
if L C R" is a ¢-cyclic lattice and g € L, then we have L(H*(g)) C L.

Proof Leta € H*(g), then there is an integer vector b € Z" such thate = H*(g)b.
By lemma 5.2.2, we have

o=gol,b+g Hb+---+g,_1H" 'b

and
Ha = (gol, + g1H + -+ g1 H" "YHb = H*(g)Hb.

Since Hb € 7", it follows that Ho € L(H*(g)). This means that L(H*(g)) is a ¢-
cyclic lattice. If L is a ¢-cyclic lattice and g € L, then H*g € Lfor0 <k <n —1,
and

bo
by
bol,g +b1Hg+---+b,_\H'" 'geL, foralb=| . |ez"
bn—l
It follows that
H*(b)g=H*(g)be L, beZ".
Thus we have L(H*(g)) C L, and lemma 5.3.3 holds. [l

Lemma 5.3.4 There is a one-to-one correspondence between the minimal ¢-cyclic
lattice in R" and the cyclic R-submodule in R, namely

t(Rg(x)) = L(H*(g)), forall g(x) € R

and
t~Y(L(H*(g))) = Rg(x), forall g € R".

Proof Let b(x) € R, by lemma 5.2.5, we have

t(b(x)g(x)) = H*(b)g = H*(g)b € L(H"(g)),
and f(Rg(x)) C L(H*(g)). Conversely, if « € L(H*(g)), and « = H*(g)b for
some integer vector b, by lemma 5.2.5 again, we have b(x)g(x) € Rg(x), and
t(b(x)g(x)) = «. This implies that

L(H"(g)) C 1(Rg(x)),

and
t(Rg(x)) = L(H*(g)).

The lemma follows immediately. O
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Suppose L = L(B1, B2, .., Bm) is arbitrary ¢-cyclic lattice, where B = [B,
B2, ..o, Bmlaxm 1s the generated matrix of L. L may be expressed as the sum of
finitely many minimal ¢-cyclic lattices, in fact, we have

L =L(H*(B1) + LH"(B2) + -+ LH" (Bn)). (5.3.7)

To state and prove our main results, first, we give a definition of prime spot in R".

Definition 5.3.2 Let g € R”, and g(x) =t~ '(g) € R.If (g(x), ¢(x)) = 1 in R[x],
we call g is a prime spot of R”.

By (iv) of lemma 5.2.4, g € R" is a prime spot if and only if H*(g) is an invertible
matrix, thus the minimal ¢-cyclic lattice L(H*(g)) generated by a prime spot is a
full-rank lattice.

Lemma 5.3.5 Let g and f be two prime spots of R", then L(H*(g)) + L(H*(f))
is a full-rank ¢-cyclic lattice.

Proof According to lemma 5.1.4, it is sufficient to show that
rank(L(H*(g)) N L(H*(f))) = rank(L(H*(g))) = n. (5.3.8)
In fact, we should prove in general
L(H*(g) - H*(f)) C L(H"(8)) N L(H*([)). (5.3.9)
If (5.3.9) holds, since H*(g) - H*(f) is invertible matrix, then
rank(L(H*(g) - H*(f))) = n,
(5.3.8) holds. To prove (5.3.9), we note that
L(H*(g) - H*(f)) = L(H"(g * ),

It follows that
t~'(L(H*(g) - H*(f))) = Rg(x) f (x),

It is easy to see that
Rg(x) f(x) C Rg(x) N Rf(x).

Therefore, we have
L(H*(g) - H*(f)) = t(Rg(x) f(x)) C L(H"(g)) N L(H*(f)).

This is the proof of lemma 5.3.5. ]
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It is worth to note that (5.3.9) is true for more general case and does not need the
condition of prime spot. We have the following lemma.

Lemma 5.3.6 Let By, B, ..., B be arbitrary m vectors in R", then we have

L(H*(B)H"(B2) -+ H*(Bw)) C L(H*(B1) N L(H*(B2)) N+~ N L(H*(Bu)).
(5.3.10)

Proof 1f By, B2, ..., B are integer vectors, then (5.3.10) is trivial. For the general
case, we write

L(H*(B1) - H*(B2) -+ H*(Bn)) = L(H*(B1 * Po % - * Bu)),
where B * B, * - - - % B, is the ¢-convolutional product defined in (5.2.14), then

Y LH*B) - H*(Bn))) = RBI(X)B2(x) - - B ().

Since

RB1(x)B2(x) - - - B (x) C RB1(x) N RB2(x) N -+ N RBu (x),

It follows that

L(H*(B)H"(B2) -+ H*(Bw)) C L(H*(B1)) N L(H"(B2)) N+~ N L(H*(Bw)).

We have this lemma. O

By lemma 5.3.5, we also have the following corollary.

Corollary 5.3.1 Let By, B2, ..., Bn be m prime spots of R", then L(H*(B1)) +
L(H*(B2)) + ---+ L(H*(Bw)) is a full-rank ¢-cyclic lattice.

Proof Based on lemma 5.1.5, it follows immediately from lemma 5.3.5. |

Our main result in this paper is to establish the following one-to-one correspon-
dence between ¢-cyclic lattices in R” and finitely generated R-modules in R.

Theorem 5.3.1 Let A = Ra(x) + Ray(x) + - - - + Ra, (x) be a finitely generated
R-module in R, then t (A) is a ¢-cyclic lattice in R". Conversely, if L C R" is a ¢-
cyclic lattice in R", then t~'(L) is a finitely generated R-module in R, that is a
one-to-one correspondence.

Proof If A is a finitely generated R-module, by lemma 5.3.4, we have

t(A) =t(Ro(x) + -+ + Ray (x))
= L(H"(ety)) + L(H"(a2)) + - - - + L(H™ (at)).-

The main difficult is to show that 7 (A) is a lattice of R”, we require a surgery to embed
t(A) into a full-rank lattice. To do this, let (o; (x), ¢ (x)) = d;(x), d; (x) € Z[x], and
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Bi(x) = a;(x)/d;(x), 1 <i < m. Since ¢(x) has no multiple roots by assumption,
then (B;(x), ¢(x)) = 1 in R[x]. In other words, each ¢ (8;(x)) = f; is a prime spot.
It is easy to verify Ra;(x) C RB;(x) (1 < i < m), thus we have

1(A) C L(H*(B1) + L(H*(B2) + - + L(H*(Bn)).

By corollary 5.3.1, we have ¢(A) is ¢-cyclic lattice. Conversely, if L C R" is a
¢-cyclic lattice of R*, and L = L(81, B2, - - -, Bm), by (5.3.7), we have

t7' (L) = RB1(x) + RB2(x) + - + RBu (x),

which is a finitely generated R-module in R. We complete the proof of theorem 5.3.1.
O

Since R is a Noether ring, then I C R is an ideal if and only if 7 is a finitely
generated R-module. On the other hand, if / C R is an ideal, then t(I) C Z" is a
discrete subgroup of Z", thus ¢ (I) is a lattice. We give the following definition.

Definition 5.3.3 Let / C R be an ideal, #(]) is called the ¢-ideal lattice.

Ideal lattice was first appeared in Lyubashevsky and Micciancio (2006), and more
contents could be found in Zheng et al. (2022a). As a direct consequence of theorem
5.3.1, we have the following corollary.

Corollary 5.3.2 Let L C R” be a subset, then L is a ¢-cyclic lattice if and only if
L =L(H"(B)+LH"(B)) + -+ LH"(Bn)).

where B; € R" and m < n. Furthermore, L is a ¢-ideal lattice if and only if every
BieZ'1<i<m.

Corollary 5.3.3 Suppose that ¢ (x) is an irreducible polynomial in Z[x), then any
nonzero ideal I of R defines a full-rank ¢-ideal lattice t (1) C Z".

Proof Let I C R be a nonzero ideal, then we have I = Roj(x) + Rop(x) + - - - +
Ra,, (x), where «; (x) € R and (o; (x), ¢ (x)) = 1. It follows that

t(I) = L(H" (o)) + L(H"(02)) + -+ - + L(H" ().

Since each «; is a prime spot, we have rank(s(/)) = n by corollary 5.3.1, and the
corollary follows at once. (]

We have proved that any an ideal of R corresponding to a ¢-ideal lattice, which
just is a ¢-cyclic integer lattice under the more general rotation matrix H = Hy.
Cyclic lattice and ideal lattice were introduced in Lyubashevsky and Micciancio
(2006) and Micciancio (2002), respectively, to improve the space complexity of
lattice-based cryptosystems. Ideal lattices allow to represent a lattice using only two
polynomials. Using such lattices, class lattice-based cryptosystems can diminish
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their space complexity from O (n?) to O(n). Ideal lattices also allow to accelerate
computations using the polynomial structure. The original structure of Micciancio’s
matrices uses the ordinary circulant matrices and allows for an interpretation in terms
of arithmetic in polynomial ring Z[x]/ < x" — 1 >. Lyubashevsky and Micciancio
latter suggested to change the ring to Z[x]/ < ¢(x) > with an irreducible ¢ (x)
over Z[x]. Our results here suggest to change the ring to Z[x]/ < ¢(x) > with
any a polynomial ¢ (x). There are many works subsequent to Lyubashevsky and
Micciancio, such as Micciancio and Regev (2009); Peikert (2016).

Example 5.1 1t is interesting to find some examples of ¢-cyclic lattices in an alge-
braic number field K. Let Q be rational number field, without loss of generality, an
algebraic number field K of degree n is just K = Q(w), where w = wj; is a root of
¢(x). If all Q(w;) C R (1 < i < n),then Kis called a totally real algebraic number
field. Let Ok be the ring of algebraic integers of K, and / C Ok be an ideal, I # 0.
Since there is an integral basis {&, a2, ..., &, } C I such that

I =Zay + Zay + - - - + Zoy,

We may regard every ideal of Ok as a lattice in Q, our assertion is that every nonzero
ideal of Oy is corresponding to a full-rank ¢-cyclic lattice of Q". To see this example,

let B
Qlw] = {Za,»w" | a; € @},
i=0

It is known that K = Q[w], thus every « € K corresponds to a vector @ € Q" by

an—1

If I C Ok is an ideal of Ox and I = Zay + Zoy + - - - + Za,, let B = [o,
oy, ...,0,] € Q" which is full-rank matrix. We have t(/) = L(B) is a full-
rank lattice. It remains to show that (/) is a ¢-cyclic lattice, we only prove that
ifa € I = Ho € t(I). Suppose that o € I, then wa € I. It is easy to verify that
T(w) = e; and

T(wa) =1(w) *xt(e) = Ha € T(1).

This means that 7(7) is a ¢-cyclic lattice of Q", which is a full-rank lattice.
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5.4 Improved Upper Bound for Smoothing Parameter

As application of the algebraic structure of ¢-cyclic lattice, we show that an explicit
upper bound of the smoothing parameter for the ¢-cyclic lattices. The definition of
smoothing parameter was introduced in Chap. 1. Suppose that L is a full-rank lattice
and L* is its dual lattice, for any € > 0, we define the smoothing parameter 7, (L) of
L to be the smallest s such that p;/;(L*) < 1 + €, here p is the Gauss function,

%lx—c\z

px,c(x) =e s , ps(x) = IOS,O(x)v x eR".

Notice that p;/;(L*) is a continuous and strictly decreasing function of s, thus the
smoothing parameter 7. (L) is a continuous and strictly decreasing function of ¢, i.e.

775](L) < UQ(L), if0 < e < €.

The following lemma shows the relation of smoothing parameters between a lattice
and its sublattice.

Lemma 5.4.1 Suppose that L| and L; are two full-rank lattices in R", and Ly C L,
then for any € > 0, we have
Ne(L2) < ne(Ly). (54.1)

Proof Let n.(L;) = s, we are to show that n.(L;) < s. Since
pis(LY) =1+ ¢,
ie.
S e = e,

xeL}

It is easy to check that L3 C L7, it follows that

l4+e= § efz'rszlx\2 2 § e*frszlx\2

* *
xelLj xelL3

which implies
pis(L3) < 1+,

and n.(Ly) < s = n.(Ly), thus we have lemma 5.4.1. U

According to (5.2.4), the ideal matrix H*(f) with input vector f € R" is just the
ordinary circulant matrix when ¢ (x) = x” — 1. Next lemma shows that the transpose
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80
. . . . 81
of a circulant matrix is still a circulant matrix. Forany g = . € R”, we denote
8n—1
8n—1
_ 8n—2 . L
g = . |, which is called the conjugation of g.
80
80
81
Lemma 5.4.2 Let ¢(x) = x" — 1, then for any g = . € R", we have
8n—1
(H*(g))" = H*(Hg). (5.4.2)

Proof Since ¢(x) = x" — 1, then H = Hy is an orthogonal matrix, and we have
H ' = H"!' = H”. We write H| = H” = H~'. The following identity is easy to
verify
]
. g HY
H' ) =" .

g HY
It follows that

(H*(¢)" = [Hg, H(Hg),..., H"'(H®)| = H*(Hg),

and we have the lemma. O

Lemma 5.4.3 Let ¢ (x) = x" — 1, suppose that g € R" and the circulant matrix
H*(g) is invertible. Let A = (H*(g))T H*(g), then all characteristic values of A are
given by

{g@) 8@, ..., 1801,

where 0" =1 (1 < i < n) are the n-th roots of unity.

Proof By lemma 5.4.2 and (ii) of lemma 5.2.4, we have

A=H"(Hg)H"g = H*(H"(Hg)g) = H* (3",
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where g” = H*(Hg)g. Let g”(x) = t~'(g") is the corresponding polynomial of g”.
By lemma 5.2.3, all characteristic values of A are given by

{8"01).8"0),....8" 0}, 0] =1, 1 <i<n.

80
81

Letg = . € R”. It is easy to see that

8n—1
n—1 n—1 n—1
g0 =) &+ (Z gigl—i> X+ (Zgig(n—l)—i) =gl

i=0 i=0 i=0

where g_; = g,_; forall 1 <i < n — 1, then the lemma follows at once. O

By the definition of prime spot, if ¢ € R" is a prime spot, then there is a unique
polynomial u(x) € R such that u(x)g(x) = 1 (mod ¢ (x)). We define a new vector
T, and its corresponding polynomial 7, (x) by

T, = Hu, T,(x) =t~ (Hu). (5.4.3)

If g € Z" is aninteger vector, then T, € Z" is also aninteger vector, and T, (x) € Z[x]
is a polynomial with integer coefficients. Our main result on smoothing parameter
is the following theorem.

Theorem 5.4.1 Let¢p(x) = x" — 1, L C R" be a full-rank ¢-cyclic lattice, then for
any prime spots g € L, we have

m-n (L) < v/n(min{|T, (001, | Te:), - .., [T, 6D, (5.4.4)

where ' =1, 1 <1 < n, and T,(x) is given by (5.4.3).

Proof Let g € L be a prime spot, by lemma 5.4.1, we have
L(H*(g)) C L = ne(L) < ne(L(H*(8))), Ye > 0.

To estimate the smoothing parameter of L(H*(g)), the dual lattice of L(H*(g)) is
given by

L(H*(8)" = L(H*w)") = L(H*(HW)) = L(H*(Ty)),

where u(x) € R and u(x)g(x) = 1 (mod x" — 1), and T, is given by (5.4.3). Let
A= (H*(Tg))TH*(Tg), by lemma 5.4.3, all characteristic values of A are

(1T 0D, [T, 0)1%, ..., | T (00)1%).
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By lemma 5.1.2, the minimum distance A;(L(H*(g))*) is bounded by
M(L(H™()") = min{|T, (0], [T, (0], - . ., [T (0)]}- (54.5)
According to the classical estimation of upper bound of smoothing parameter
M- (L) < A/n/hi(LY),

we see that theorem 5.4.1 holds. O

Let L = L(B) be a full-rank lattice and B = [By, B2, ..., B,]. We denote by
B* =[B], B3, ..., B;] the Gram-Schmidt orthogonal vectors {8/} of the ordered
basis B = {f;}. It is a well-known conclusion that

2(L) > |B*| = mi *
1(L) = |B7| 1gl,lglﬁ,l,

<ikn

and

M- (L) < N/n/hi(L7),
so we get the following upper bound
m-(L) < v/nlBgl ™, (5.4.6)

where Bj is the orthogonal basis of dual lattice L* of L.
For a ¢-cyclic lattice L, we observe that the upper bound (5.4.5) is always better
than (5.4.6) by numerical testing, we give two examples here.

Example 5.2 Letn =3 and ¢(x) = x> — 1, the rotation matrix H is

001
H=1]100
010

We select a ¢-cyclic lattice L = L(B), where
B =
001

Since L = Z3, thus L is a ¢-cyclic lattice. It is easy to check

J3

|By| = min |8 = —.
0 i<3 i 3
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On the other hand, we randomly find a prime spot

0

and g(x) = x2, since
xg(x) =1 (mod x> — 1),

we have
Tg(x) = xza

it follows that
|T, (01| = |Tg(82)| = [T,(63)] = 1,

and

-1
( min |Tg(9i)|> <|BjI7 = V3.

1<i<
Example 5.3 Letn =4 and ¢ (x) = x* — 1, the rotation matrix H is

0001
1000
0100
0010

We select a ¢-cyclic lattice L = L(B), where

1111
0111
0011
0001

B =

Since L = Z*, thus L is a ¢-cyclic lattice. It is easy to check

|By| = min |B]| = l-
1<i<4 2

On the other hand, we randomly find a prime spot
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and g(x) = x — 2, since

1 1 2 5
(5)63 — ?xz — 5)6 — ?> g(x) =1 (mod x* — 1),

we have
2, 1, 1 5
Tg(x)=—§x —§x —i—;x—;,

it follows that
5
[T, (0] =1, |T,(62)| = |Tg(85)| = |T,(04)| = 7

and

-1
7
i ; = - < ) —1 =
(113134ng(91)|) 5 S | Byl 2.

X
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Chapter 6 ®)
Fully Homomorphic Encryption oo

In 1978, Rivest et al. (1978) proposed the concepts of data bank and fully homo-
morphic encryption. Some individuals and organizations encrypt the original data
and store them in the data bank for privacy protection. Data bank is also called data
cloud. Therefore, the cloud stores a large amount of original data, which is obvi-
ously a huge wealth. How to use these data effectively? First of all, we must solve
the problem of calculation of these encrypted data, which is called a privacy calcu-
lation problem. Rivest, Adleman and Dertouzos conjecture that if all data is fully
homomorphic encryption, that is, the addition and multiplication of ciphertext are
homomorphic to the corresponding addition and multiplication of plaintext, then the
encrypted data can be effectively computed by elementary calculation without chang-
ing the structure of the plaintext data (under the condition of homomorphism). The
RAD conjecture has been proposed for more than 30 years, but no one could solve
this problem since the cryptographic structure of the fully homomorphic encryption
system is too complicated. In 2009, C. Gentry, a computer scholar at Stanford Uni-
versity, first proposed a fully homomorphic encryption scheme in Gentry (2009b)
based on ideal lattice, for which he won the 2022 highest award in theoretical com-
puter science—the Godel Award. Based on Gentry’s work, the second and third fully
homomorphic encryption schemes based on LWE distribution and trapdoor matrix
technology have also been proposed; see Brakerski and Vaikuntanathan (2011a),
(2011b), (2012), (2014), (2015) and Gentry et al. (2013) in 2013. The main purpose
of this chapter is to systematically analyze and discuss the above three fully homo-
morphic encryption techniques, in order to understand the latest research trends of
the post-quantum cryptography.
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6.1 Definitions and Examples

Let R; be the plaintext space, R, be the ciphertext space, R be the keyspace. For
s €R,

. ~1
Ri— s Ry~ R, seRr.

we call f; the encryption function under the key s, and f,~! is called the decryption
function. In mathematical cryptosystem, f; is injective so that £,~! is the left inverse
mapping of f;,i.e. £;! f; = 1g,, which guarantees decrypting plaintext successfully
with probability 100%. However, in probabilistic cryptosystem, f is not an injective
mapping, while the probability of £,! being a left inverse mapping should be close
enough to 1, i.e.

Pr{f ' fi =1g} =16, V6 > 0.

Hash function is a classic probabilistic cryptosystem. The phenomenon that two
plaintexts are encrypted into the same ciphertext, in other words, one ciphertext
could be decrypted into two plaintexts, is called a collision. If the probability of
collision is small enough, then it is called an anti-collision Hash function. The cryp-
tosystem constructed by the anti-collision Hash function is the mainstream algorithm
of probabilistic cryptography. No matter mathematical or probabilistic cryptosystem,
we treat the decryption transformation f,~! as the left inverse mapping of f;, but it
is only an equality with high probability.

—1
Definition 6.1.1 Let R, i ) : R1, R be the keyspace, s € R, suppose
R and R; are additive groups.

1. If thereis s € R such that
e+ ) = f7 e + £ (), Yer, e € R, (6.1.1)

we call f; the additive homomorphic encryption function.
2. If ‘multiplication’ is defined in R; and R, and there is s € R such that

flcie) = £7Nen) - £ (), Yer, ¢ € Ry, (6.1.2)

we call f; the multiplicative homomorphic encryption function, where s* is the
corresponding key of s under multiplication.

3. If f; is both additive and multiplicative homomorphic encryption function, then
[ is called the fully homomorphic encryption function.

Remark 6.1.1 The multiplication defined in the ciphertext space R, is not closed,
i.e. there are ¢y, ¢y € Ry, cicz ¢ R,. We denote the result of the multiplication as
R, ® Ry, i.e.

Vei,cp € Ry =c1-¢ € Ry® Ry,

then the corresponding key in Ry ® Ry is s* = s ® 5.
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Remark 6.1.2 By (6.1.1), f'(ci + c) is the plaintext u corresponding to the
ciphertext c¢; + ¢, f;l(c]) and f~ (cy) are the plaintexts u;, up corresponding
to the ciphertexts ¢ and c;. (6.1.1) is equivalent to:

e +e) =u = up +us,

that is, ciphertext addition is homomorphic to plaintext addition, so is multiplica-
tion homomorphism. If f; is fully homomorphic encryption, then we can perform
polynomial calculations and rational function calculations on ciphertexts. By Taylor
expansion, any elementary operation (exponential function, logarithmic function,
trigonometric function, etc.) can be approximated by polynomials. Therefore, for
fully homomorphic encrypted data ¢, we can do any elementary operation without
changing the structure of the plaintext.
We give a few examples to further understand the Definition 6.1.1.

Example 6.1 Homogeneous Affine Hill Cryptosystem (see Chap. 4, Sect. 4.7 in
Zheng 2022) is additive homomorphic encryption.

Letq > 1beapositive integer, Z, be the residue classringmod g, A € Z;X" be an
invertible n dimensional matrix. The Homogeneous Affine Hill encryption function
is fa:Vm € ZZ is a plaintext, then

¢ = fa(m) =A-m €Zj, cis the ciphertext,
it follows that fA_l(c) = A~'¢ = m. For any ¢y, c; € Z!!, we have

fila+ey=Aa" e +e)=A"e+ A a = fle) + fi' (),
so f4 is additive homomorphic encryption.

Example 6.2 The public key cryptography RSA (see Chap. 4, Sect. 4.7 in Zheng
2022) is multiplicative homomorphic encryption.

Let n > 1 be the product of two prime numbers, ¢(n) be the Euler function,
1 <e< @), (e, p(n)) =1,ebethe publickey,d = e 'mode(n),1 <d < pn),
d be the private key, i.e.

ed =1 (mod o)), 1 <d < ).
We define the encryption function of RSA f, : Z, — Z, which is a one-to-one
correspondence,

¢ = f,(m) =m® (mod n), Vm € Z,,

the decryption function is
£ Ne) = ¢! (mod n).
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Obviously, for any two ciphertexts ¢y, ¢, € Z,, it follows that

£, M (e1e2) = (cie2)? (mod n)

= c¢? . ¢§ (mod n)

= £, (e [, (c2) (mod n).

Thus, we have fe’l(clcz) = fe’l(cl) . fg’l(cz) in Z,, and we confirm that RSA is
multiplicative homomorphic encryption.

Based on Examples 6.1 and 6.2, to construct a fully homomorphic encryption
system, which is essentially a ring homomorphism between two rings in algebra,
let’s look at the following Example 6.3 first.

Example 6.3 Let R| and R, be two commutative rings, encryption function f :
R, — R; be a single ring homomorphism. The f is fully homomorphic encryption.

In fact, since f is a single homomorphism and R; is the plaintext space, then
f(R1) C Ry is a subring of R,, that is, the plaintext space is embedded into the
ciphertext space. Let ¢y, ¢, € R, be any two ciphertexts, there exist uy, u, € R; =
f 1) = c1, f(u2) = ca, thus,

F e+ ) = fFH () + fu)
= N fu +u) =ur +us = fe) + ).

Similarly,

fNeie) = 1 (f ) - fun)
= T (fuun) = uy -us = 7 (er) - N (e2).

Hence, f is fully homomorphic encryption.
Next, we use the Chinese Remainder Theorem to construct an example of fully
homomorphic encryption.

Example 6.4 Let N = nn;...n;, where {n;} are mutually coprime positive inte-
gers. Denote the plaintext spaces R; and R as

Rl :an GBZ}’!Z "'®anv RZ Zva

here R; is the direct sum of k rings Z,,. Leta = (a;, az, . .., ax) € R, be a plaintext,
based on the Chinese Remainder Theorem, there is only one x € Zy such that

x=a; (modn;), 1 <i <k.
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We define the encryption function f : Ry — R, as f(a) = x. Now we prove that f
is fully homomorphic encryption. Let f(a) = x;, f(b) = x», then

X1 +xy=a; +b; (modn;), Vi=1,2,...,k.

So we have . , .
T itx)=a+b=f""(x)+ f (x2).
Similarly,
X1X2 = a;b; (mod n;), Vi =1,2,...,k.
Therefore,

flx) =a-b= ') fx).

This means that f is fully homomorphic encryption. By Chinese Remainder The-
orem, the computing complexity of x is O(klogN), we have the simplest fully
homomorphic encryption in this example.

From Example 6.4, it can be seen that it is not difficult to construct symmetric
fully homomorphic encryption, but the data bank envisaged by Rivest, Adleman and
Dertouzos are all data encrypted by public key cryptography. So RAD conjecture is to
construct an asymmetric fully homomorphic encryption system. When the encryption
key and the decryption key are separated, it becomes a very difficult work to satisfy
the fully homomorphic property. The work of Gentry in 2009 or later only solve part
of the RAD conjecture. They can construct a fully homomorphic encryption system
under a bounded condition, while under the unbounded condition, the RAD problem
is still an unsolved open problem.

Fully homomorphic encryption is similar to ring homomorphism. When construct-
ing an asymmetric fully homomorphic encryption system, because the problem is too
difficult, Gentry decomposed the decryption transformation into a composite of two
mappings in Gentry (2010). The fully homomorphic properties are discussed sep-
arately for each composite factor, thus forming the current technology of bounded
fully homomorphic encryption.

—1
Let R; LY R f—> R be a cryptosystem, assume that R is a ring. Decompose
f7Vinto R, 2 Ry B R, where R; is aring, 7! = 03 0 01. If both o} and o, are
homomorphism of rings, then
£ e+ e2) = o (o1(e1 + 2)) = o2(01(er) + 01(c2))
= 0y01(c1) + 0201(c2) = f;l(cl) + £ ().

Definition 6.1.2 Under the above assumptions, if there is a set M such that

1. If fs_](Cl) + fS_I(CQ) € M N R;3, then

e +e) = £ e + £ ).
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2. If f7(cr) - f7 ' (c2) € M N Ry, then

fil(crea) = £ e £ ().

Generally, a bounded fully homomorphic can only perform a finite number of homo-
morphic calculations. Because after repeated addition and multiplication of the
ciphertext, the corresponding plaintext may run out of the boundary, so the homo-
morphic property cannot be guaranteed.

6.2 Gadget Matrix and Gadget Technique

Gadget technique is developed from the work of Ajtai in 1999 (Ajtai, 1999), see
Agrawal et al. (2010), Alperin-Sheriff and Peikert (2013), Alwen and Peikert (2009),
Peikert and Waters (2008) and which plays an important role in bounded fully homo-
morphic encryption. To better understand gadget matrix and gadget technique, we
start with the classical short integer solution problem (SIS).

Let A € Z;" be a given n x m dimensional matrix, u € Z; be the target vector.
Find the shortest integer vector x € Zg' such that

Ax = u (mod q), |x| < B. 6.2.1)

The shortest integer solution x in (6.2.1) is actually the shortest vector in the following
q ary lattice
L, (A) ={x € Z)' | Ax = u (mod q)} UqZ, (6.2.2)

which is the general form of the SIS problem. If # = 0, the above problem becomes
the classic SIS problem. For general matrix A, the SIS problem is difficult, but for
some special matrices, such as the gadget matrix we will introduce later, the exact
shortest integer solution is easy to find.

We begin from n = 1, if A is an [ dimensional row vector (1 x [ dimensional
matrix), where [ = |log,q], i.e. [ is the largest integer such that 2/~! < g < 2/, let

¢g=| 4 |eZ. 6.2.3)

Lemma 6.2.1 Let A = g’ be anl dimensional vector, then the shortest vector in the q
ary lattice L-(g') could be accurately calculated. Suppose the binary representation
ofueZy,is
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ap
ap 1

u= - (apai...a_1)) = a = . e L, (g (6.2.4)
a1

is the shortest vector. In other words, the smallest integer solution of g'x = u (mod q)
isx =a.

Proof ueZ,,0 <u < q,since 2i-1 ¢ q < 2!y could be represented as
u=ag—+ ay '2+"'+6l],121_1, a; =0or 1.

Based on the definition of g in (6.2.3) and the definition of « in (6.2.4), we have
g'a = u, it follows that « is the smallest integer solution of g’x = 0 (mod ¢). Lemma
2.1 holds. (]

The gadget vector defined by (6.2.3) can also be used as a sample of the one
dimensional LWE distribution, so that the solution of the LWE distribution can be

by
by
easily solved. Let A = g’ € Z}IXI, b=| .| e Zlq, we get the LWE, , ,; problem
by
(see Definition 3.3.3 in Chap. 3)
€l
. €
bi=,2si+e (modq), e=| . | < x', 1<i<lL
€]

If the LWE distribution A, , = (i, b) is given, we can get the following relations
with high probability '
S =y Zilbi (I’IlOd 6]), 1 gl < l.

In order to generalize the above gadget technique to high dimensions, i.e. n > 1,
we need to replace the gadget vector g defined in (6.2.3) with the gadget matrix.
Let A = (a;j)n,xny» B = (Dij)m, xm,, the Kronecker product A ® B (see Chap. 2 in
Zheng 2022) of the matrices A and B is defined as

anB alzB CllnzB

ale ang aznzB
AQ®B = . . . . (6.2.5)

an1B ay 2B - apn, B iy s
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Definition 6.2.1 Assume n > 1, I, is the n dimensional identity matrix. We define
the n x nl dimensional gadget matrix G as the following block diagonal matrix,

G=1,®¢g =diaglg g ....¢'} € Z)*", (6.2.6)

where g is the gadget vector defined in (6.2.3).

Lemma 6.2.2 Let G be a gadget matrix, u € ZZ’ be the target vector. Then the short-

est integer solution x € Zzl of the SIS problem Gx = u (mod q) could be uniquely
determined by lemma 2.1.

up
Proof Letu = | : | € Z; be a given target vector, x be an n/ dimensional column
Un

vector divided into

X1
X2

x=1 . ,WherexieZl, 1<i<n.

Xn

Based on the definition of gadget matrix G, the SIS problem Gx = u (mod q) is
equivalent to the following n equations:

gxi=u; (modg), 1 <i<n.
By lemma 2.1, the shortest integer solution of each equation could be uniquely
o]
o

determined as x; = o; € Z!, sox = | . | is the shortest integer solution of Gx =

(673
u (mod q).

Definition 6.2.2 For any u € 7!, we define function: Z S, 7 as G '(w) = x,
where x € Z" is the shortest integer solution of Gx = u (mod q).

Lemma 6.2.2 guarantees the existence of the function G~! and gives the way to
compute the vector x. By Definition 6.2.2, we have

GG '(u) = u (mod q), (6.2.7)

the above function G~! : Ly — ZM" could be regarded as the ‘inverse’ matrix of the
gadget matrix G.
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When using the gadget matrix G as the LWE distribution sample to solve the

N
52
LWE problem, notice that for any » dimensional vectors = | . | € ZZ, we have
Sn
s'G = (518,58 ,...,5.8) € Z;Z. (6.2.8)

For the LWE distribution A, , = (G, b), where b € Zgl, to solve the private key s,
r_ nl n
b =5'G, beZq, seZq,

based on (6.2.8), it can be transformed into n one dimensional LWE distribution
problems, which has been discussed above.

The solutions of the SIS problem and the LWE problem discussed above are easy
to compute because these problems are based on specific gadget vectors and gadget
matrices. To get more general results, we need the trapdoor matrix, the tag matrix
(tag) and the Gauss matrix. An integer matrix R is called a Gauss matrix, if all of
its components are independent and have the discrete Gauss distribution. Since the
Gauss distribution has the greatest probability near 0, a random Gauss matrix is also
called a short integer vector matrix in the sense of high probability.

Definition 6.2.3 Let A € ng’" be a given matrix, R € Zm*n pe a Gauss matrix,
H € Z;"" be an invertible n dimensional square matrix, G € Z;X"’ be a gadget
matrix, if

AR = HG (mod g), (6.2.9)

then we call R as the trapdoor matrix of A, and H is the tag matrix.

Generally, A is called the check matrix, and R satisfying (6.2.9) is called the trapdoor
matrix of the check matrix A with the tag H. To better understand the Definition
6.2.2, by Lemma 6.2.2, the SIS problem generated by the gadget matrix G can be
easily calculated. If H € Z{*" is an invertible matrix, then the SIS or LWE problems
generated by HG are also easy to compute. In fact, for any target vector u € Zj*",

HGx =u (mod ¢) < Gx = H 'u (mod q).

The shortest integer solution of the SIS problem in the right hand is G~ (H~'u);
therefore, the shortest integer solution of HGx = u (mod q) is x = G~'(H 'u),
where the target vector is replaced by H~'u. We can discuss the LWE problem
generated by HG in the same way. Next we generalize the results to a general
matrix A.

Lemma 6.2.3 For any check matrix A € Zy*™, the shortest integer solution of the
SIS problem Ax = u (mod q) generated by A could be approximated as
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x=Rw, wherew =G "(H 'u), (6.2.10)

R is the trapdoor matrix of A with tag H.

Proof 1f the trapdoor matrix R of A exists, let x = Rw in the SIS problem
Ax = u (mod g) (x € Z™, the target vector u € Z;) generated by A, where w € zn,
therefore,

Ax =u (mod g) = ARw = u (mod q),

we have
HGw =u (mod ¢) = w = G~ '(H ). (6.2.11)

Since w is the shortest integer solution of (6.2.11), and the trapdoor matrix R is
a Gauss matrix, so x = Rw = RG~'(H~'u) is a short integer solution of the SIS
problem generated by A, i.e. we can regard RG~'(H~'u) as an approximation of
the SIS problem. O

To quantify the efficiency of the approximation of (6.2.10), we define the mass
s1(R) of the trapdoor matrix R

si1(R) = Weénaz( |Rz|. (6.2.12)

By (6.2.10),
lx| = [Rw| < s1(R)|w], (6.2.13)

thus, the smaller s; (R) is, the shorter |x| is, and the approximation of the solution of
the SIS problem is more accurate. So we can say that the smaller s, (R), the higher
mass of the trapdoor matrix R.

Finally, let’s discuss the generation of trapdoor matrix. For any uniformly dis-
tributed random matrix A € Z2*™, suppose R € Z?X”Z is a Gauss matrix, let

A=[A,HG—AR]eZ)", m=m+nl, (6.2.14)

where H € Z;*" is a given invertible matrix, G is the gadget matrix.

Lemma 6.2.4 If A is given by (6.2.14), then the trapdoor matrix of A with the tag
H is
R

R = (1 ) ez, m=m+nl. (6.2.15)

Proof From the definition of A and R
- = (R
AR:[A,HG—AR]<I>

n
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AR+ HG — AR (mod q)

= HG (mod q),

so the trapdoor matrix of A with the tag H is <f) (]

The mass s;(R) of the Gauss matrix R can be estimated using classical ran-
dom matrix theory. The following result is referred from R.Vershynin’s monograph
‘Compressed Sensing, Theory and Applications’ Chap. 5, p. 210-268, Cambridge
University Press, 2012.

Lemma 6.2.5 Suppose R = <f

n

) is given by (6.2.15), R is a Gauss matrix with

parameter s in the Gauss distribution. Then we have the following relation with high
probability
s1(R) = O(s(v/m + /nl)).

Proof Based on the definition of trapdoor matrix,

s;(R) = max |Rz|= max ((f)z‘

Z€Z,|z|=1 z€Zm |z|=1
Rz =
= max ’ ’ = max |Rz|? + |z|?,
z€ZM |z]=1 < zeZ )z|=1

denote R = (r; i )mxni> Where r;; has the discrete Gauss distribution with parameter
s. By Chebyshev inequality, for any positive integer k,

_ Var(r;;) > 1 52 1

K2s2 7 2@kt 2wk’

Pr{|rij| <ks}>1

It follows that the probability of all the 2 - nl variables r;; satisfying |r;;| < ks is at
least (1 — #)m”l. We choose k large enough so that this probability is sufficiently
close to 1, thus,

si(R) = max +/|Rz|2+z]? <

zeZM,|z|=1

< V1 + mnlk?s? < Ks(vm + +/nl),
where K = (k + 1)~/mnl / (/7 + +/nl), so we have

)Wnl

Prisi(R) < Ks(Nm +~nl)} > (1 — ——
27 k?
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i.e. in the sense of high probability

s1(R) = O(s(v/m + ~/nl)). O

6.3 Bounded Fully Homomorphic Encryption

In 2009, C. Gentry of Stanford University in the USA first proposed a bounded fully
homomorphic encryption based on ideal lattices, which has a great influence in the
field of theoretical computer science, and a number of improved works have been
proposed one after another. Brakerski and Vaikuntanathan proposed a fully homo-
morphic encryption system based on the LWE cryptography in 2011 (see Brakerski
& Vaikuntanathan, 2011a, 2011b, 2014, 2015), which we call BV fully homomor-
phic encryption. Another improvement is the fully homomorphic encryption using
trapdoor matrix proposed by Gentry, Sahai and Waters in 2013, which we call GSW
fully homomorphic encryption. BV and GSW cryptosystems are currently the most
active and cutting-edge research. The main purpose of this section is to introduce
these two fully homomorphic encryption systems.

1. BV fully homomorphic encryption

Review the LWE cryptosystem by Regev introduced in Chap. 4. Letn > 2, g > 2,
X is a given distribution on Z,. The (n — 1) dimensional LWE distribution obtained
by random sampling is (see Definition 3.3.2 in Chap. 3)

6.3.1)

Ay =@ b) € 2" x Z,,
b=y<a,5 > +e (mod q),

where a € Z’;_l is uniformly distributed, 5 € ZZ" is the randomly chosen private
key, e € Z, has the distribution x. Generally, x is chosen as the discrete Gauss
distribution on Z,. Let

a= <Z> € Zg, s = (—1s> c ZZ,

a is the public key and s is the private key. The key equality of the LWE cryptosystem
(m = 1) encryption and decryption algorithm is:

<a,s>=(=5,1) (Z)

=b<a,s> =, e (mod q), (6.3.2)

e € Z, has the discrete Gauss distribution, and e is very close to O with high proba-
bility, so it is also called the error term.
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To better understand the fully homomorphic encryption technology based on the
above LWE cryptosystem, we rewrite it into the form of symmetric encryption by
formula (6.3.2).

Most significant bit

Let s € Z; be a private key, ¢ > 2 be an odd number, u € Z, be the plaintext. The
most significant bit of plaintext u# by the LWE distribution A is ¢ = f4(u), where
¢ € Zy is the ciphertext, satisfying

<s.c> =, u L%W (mod q), ¢ € 7", (6.3.3)

where <s, ¢> is inner product. Equation (6.3.3) is not an exact congruence equation,
but a congruence equation with error which has small probability. It should be noted
that the encryption function fj is only formal, and its specific algorithm depends on
the samples of the LWE distribution (see Chap. 4).

Using the private key s € Z, the decryption of the ciphertext c is defined by

il =, E]q, c>—‘ (mod q)

= | 212 1 (mod o)
= | 2 i |1 (modg
=, u(mod g) (see Lemma 3.3 in Chap.4). (6.3.4)

In order to better understand the fully homomorphic property (bounded) of the LWE
cryptosystem, we write the most significant bit as the following equivalent least
significant bit.

Least significant bit

Assume g > 2 is an odd number, let m = u (mod 2), and —% <m< %, u be a given

plaintext u € Z,, i.e.

me{u—l—ZZ}ﬂ(—%,%]. (6.3.5)

The least significant bit of u is fa(u) = ¢ € Zj, where the ciphertext c satisfies
<s,c>=m (mod q), (6.3.6)

(6.3.6) is an exact congruence equation.
The decryption of the ciphertext ¢ still uses the private key s € Z?, which is
divided into the following two steps:

1. There exists only one m satisfying m = <s, ¢> (mod ¢q), and —% <m< %.
2. u = m (mod 2), then we get the plaintext fA_1 (¢) =u.
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We will prove that the most significant bit and the least significant bit are actually
equivalent for multibit plaintext in the general case. First, we look at the difference
between the two encryptions in the case of u € Z,. Write Eq. (6.3.3) in the error
form,

<s,c>=e+u L%—‘ (mod q),

then
fil©

2
{—e—‘ + u (mod ¢q).
q

For a real number x, [x] =0 & —% <x < %, so —4 < e < 4. Compared with

(4.1.7) in Chap. 4, the decryption of the Regev’s cryptosystem is actually Eq. (6.3.4)
here. This observation enables us to construct corresponding cryptosystem for multi-
bit plaintext.

Let1 < p < g be two positive integers, (p, q) = 1, Z,, be the plaintext space, Z;
be the ciphertext, s € Z; be the randomly chosen private key.

Most significant bit: for a given plaintext u € Z,, we define the most significant
bit of u as M (u) = w € Z, satisfying

Fww = u (mod p), 6.3.7)
q
in fact, based on w = <s, ¢>, we can write the ciphertext as,
_ 14
Mu)=w= L—u—‘ (mod q), (6.3.8)
p
the decryption function
~1 _|P _
M (w) = \‘—w—‘ = u (mod p),
q

we can get the plaintext u.
Least significant bit: the least significant bit for a given plaintext u € Z, is v, i.e.
L(u) = v € Z, satisfies

9

v=e (modgq), e =u (mod p), —%§e<

NSRS

the decryption for the ciphertext v: there exists only one e € [-%,%) = v =
e (mod ¢), let u =e (mod p), then M~'(v) = u. In fact the v here is <s, c>.

Lemma 6.3.1 If1 < p < q, (p,q) = 1, then the most significant bit and the least
significant bit are equivalent.
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Proof Since (p, q) = 1, then there are integers ¢, € Z,c, € Z =
Cp-ptcg-qg=1.

Actually ¢, is the multiplicative inverse of p under mod ¢, ¢, is the multiplicative
inverse of ¢ under mod p. Denote ¢, = p~' and ¢, = g~ .

Assume v € Z, is the least significant bit of the plaintext u € Z,, i.e. L(u) = v.
We are to prove that the most significant bit of the plaintext —g~'u € Z p 18 plve
Zyg,i.e.

M(—q 'u) = p~v.

Based on v = e (mod ¢), e € {u + pZ} N [—%, %), so we have

e
_p v = ——
q q p
e
= 5—66‘4

_ _ —1
=-—ce=—q

u (mod p),

this means M (—g~'u) = p~'v. On the other hand, if w = M (u), i.e. w is the most
significant bit of the plaintext u, we confirm that the least significant bit of —qu is
just pw € Zy, i.e.

L(—qu) = pw € Z,,

by the definition of the most significant bit,

{Eww = Ew —r =u (mod p),
q q

% <r< %, so (since (p,q) = 1)

where —
pw — qr = qu (mod p).

Let gr = e, we get
pw — e = qu (mod pq), —%§e< %,

it follows that pw = e (mod ¢), and ¢ = —qu (mod p), namely L(—qu) = pw.
Above all, there is a one-to-one correspondence between the most significant

bit and the least significant bit for a plaintext, so the two forms of encryption are

equivalent. (Il
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Finally, we discuss the fully homomorphic property of the BV encryption system,
which is summarized in the following theorem.

Theorem 6.3.1 Let p =2, q > 2 be an odd number, then the BV encryption system
is bounded fully homomorphic encryption, and its fully homomorphic boundary is

m=(-2.1].
22

Proof Based on the least significant bit of the BV encryption system, its decryption
function f;l can be divided into two parts: R3 = Z,, Z, 2 Z, = R, is natural
homomorphism, then f,~! could be decomposed into

7, — MNZ, — I,

where o7 is defined for any ciphertext ¢ € Zg, ¢ L meMn Z4 satisfying
<s,c> =m (mod q).
Since there exists only one m satisfying the above formula, | is well-defined. It
follows that
<s,c1+c>=<s5,0c1 >+ <85,00>
=m; + m, (mod q), (6.3.9)
ie.oi(ci +c) =my +my,ifmy +my € M NZ,, then
£ e + ) = oa(oi(er) + 01(c2))
= oz(m + my)
= uy + u; (mod 2),

so we have
e +e) =ur+ur = £ e) + £ (@),

[ s additive fully homomorphic encryption.

To introduce the multiplicative homomorphism, we define the Kronecker convolu-
tion for two vectors in ZZ. Letcy = (ci1,¢12, ..., C1n) € ZZ, cr = (¢21,€22,...,Cop)
€ ZZ be two row vectors, we define the Kronecker convolution of ¢; and ¢; as ¢y ® ¢a,

c1®cr = (cy - C2j)1§i,j<n S Z;Z. (6.3.10)
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Obviously, for any four vectors a, b, c,d € Z, we have
<a®b,c®d>=<a,c>-<b,d>. (6.3.11)

In fact, let a = (a1, a2, ...,a,), b= (b1,bs,...,b,), c=(c1,¢2,...,¢p), d =
dy,ds, ...,d,), by (6.3.10),

<a®b,cQd> = Zn:Zn:aibjcidj

i=1 j=1

n n
= Zaici)(ijdj
i=1 j=1

= <a,c>-<b,d>,

thus, (6.3.11) holds.
Letcy, ¢; € Zj be two ciphertexts, s € Zj be the private key, we define the multi-
plication as Kronecker convolution in the ciphertext space Zj. Suppose s* =5 ® s,

then the decryption function fsil is a mapping of ZZZ — Z,.Based on (6.3.11), we
have
<Ss®s,c1 QCr>=<s,Cc1> - <§5,Cr>

=m; - my (mod q).
Ifmym, e M N Zq, then
my = u; (mod 2), my = up (mod 2) = mymy = uju, (mod 2),

namely

filltar®e) = e - £ ).

i.e. fy satisfies the multiplicative homomorphism. So we prove the bounded fully
homomorphic property of the BV encryption system, and its fully homomorphic
boundary is M = (—%, %]. O

The above Theorem 6.3.1 can be generalized to the multibit case, that is, plaintext
u € Z,, ciphertext ¢ € Zg, (p, q) = 1. Under these assumptions, the BV multibit
fully homomorphic encryption system can be constructed, and we leave it as a ques-
tion for the readers. Note that the dimensions of the ciphertext space and key space
grow from 7 to n? by the Kronecker convolution. The dimension could be reduced
by using the gadget technique in Sect. 6.2. This reduction technique is called key
conversion.
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Key conversion

Let ci = 1 ® ¢; be an n;j, dimensional ciphertext, where cj, and n;, represent the
input ciphertext and the dimension of the ciphertext. By the most significant bit of
BV fully homomorphic encryption, then

<Sin, Cin> = S+ Cin =y U { | (mod ). (6.3.12)

The above formula is obtained from (6.3.3), where s, is the private key with dimen-
sion nj,. In order to reduce the dimension nj,, we construct a private key sq, With
lower dimension and convert the input ciphertext cj, into the output ciphertext cqy
encrypted by sou. Of course, the dimension 7n, of the output ciphertext c,,, and the
key sout is much smaller than the input dimension n;,. To do this, let G be the gadget
matrix,

G =1I,, ®c, = diag{c| c b, (6.3.13)

in> IH’ R 11|

G is the nj, x n ., gadget matrix generated by the n;, dimensional vector cj,. By
(6.2.7) and (6.3. 12) we have

<Sin Cin> = 5] - ¢ = (5,G) - G (i) = u{ | moaq), 6314

where G~!(ciy) = x is the shortest integer solution of Gx = ¢;, (mod ¢). Based on
(6.2.8), s - G is an n?, dimensional vector.

2
Lemma 6.3.2 Foranyn < n;,, thenthere exist amatrix K € ZZX”"” and an n dimen-
sional private key s, with high probability such that

K =, 5;,- G (mod q). (6.3.15)

out

Proof The construction of the matrix K and the transformed private key s, are
related to the resampling techmque (Bootstrapping) of the LWE distribution. For a

given vector ' = s/ G € Z " , we can take a sample souc € Zy for very small error

distribution e € Zq"‘ (with high probability) and
A=lai,a,...,an,], Ya; € ZZ

satisfying (see 4.1.3 in Chap. 4)

Since e is a very small error term, the above equation can be written as the form of
random congruence

_ ;S
A=, b =s,G (mod q).

Ol][
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2
LetK =A ¢ ZZX"‘“, we have

5o K =si.G (mod q).

out

Lemma 6.3.2 holds. O

Remark 6.3.1 K is the public key which could be made public, the security of the
private key so, Will not be affected based on the security of the LWE distribution.

By (6.3.14) in Lemma 6.3.2, the input ciphertext cj, is converted into a new output
ciphertext coy = K G (cin). cou is obtained by using the key sy, this is because

S(/)utCOUt = s(,)ul(KGil(Cin))
_ -1 _ q
=, 5.G -G (ew) =y u b] (mod ¢).

We replace c¢i, = ¢; ® ¢; and 53, = s ® s with the new ciphertext ¢, and the con-
verted key sou, Which significantly reduces the dimension of the ciphertext.

2. GSW fully homomorphic encryption

In 2013, Gentry et al. (2013) further improved BV fully homomorphic encryption
by using gadget matrix and gadget technology. The greatest advantage is that fully
homomorphic multiplication does not require the key conversion introduced in the
previous subsection.

First, we select a random matrix A € ngm, with the number of columns 71 large

enough. Define the following two matrices by A

Ai=x;G—AR € i=1,2, (6.3.16)
where x{, x, € Z, are two integers, G is the gadget matrix,
G =diag(g'.g"..... g husut. &' € Z,

here [ = |log,q1, R; € ZTX”] is the Gauss matrix.

Ri+ R,

Lemma 6.3.3 . The trapdoor matrix of [A, A| + Aj]is ( /

>, the tag matrix
is x11, + x> 1,.

2. The trapdoor matrix of [X, A1GY(AY)] is <R

I ), the tag matrix is x1x,1,,
n

where
R =x1R, + RiIG'(Ay). (6.3.17)

Proof By (6.3.16), it is easy to get

A+ As = (x1 +x2)G — A(R; + Ry). (6.3.18)
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We regard each column vector of A, as the target vector ¥ in Lemma 2.2, then the
inverse matrix G~! in Definition2.2 can be generalized to G~!(4,) € ZZ’X”Z , here
G~'(A,) = x is the shortest integer solution of (because each column of the matrix
x is the shortest integer solution)

Gx = A; (mod q). (6.3.19)
Thus, (6.2.7) generalizes to
G- (G™'(4,)) = A, (mod q), (6.3.20)

so we have _
A1G7N(A2) = (G — ARG (A2)

= x1A2 — ZRIG_I(Az)
= x102G — x1AR, — ARG (A,)
= x102G — A(x R, + RiG'(A2)). (6.3.21)

Ri+ Ry

LetA:[Z,A1+A2],R=( |

>, by (6.3.18), we get

AR = A + Ay + AR + Ry) = (x1 + x2) 1, G,

therefore, R is the trapdoor matrix of A, and the tag matrix is H = x[,, + x»1,,. We
have proved (i) in this lemma. To prove (ii), let

A=A 4G (4], R= (f) ,

where
R=xRy+ RG ™' (Ay).

Based on (6.3.21), o
AR = AR+ A,G7'(A))

=Ax Ry + ARG (A)) + A; G (Ay)

= x1xG,

.. . = R\ . . ..
this implies R = I ) is the trapdoor matrix of A, and the tag matrix is H = x;x,1,.

n

So (ii) in this lemma holds. O
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In order to fully prove the conclusion of lemma 3.3 , it is also necessary to prove
that the corresponding trapdoor matrix is a Gauss matrix, which is summarized in
the following lemma.

Lemma 6.3.4 If R is a Gauss matrix, then is also a Gauss matrix. If R and

R
I,
R, are independent Gauss matrices, then Ry + R, is a Gauss matrix.

Proof Since 0 and 1 can be regarded as discrete Gauss distributions with parameter s
R\ . .
close enough to 0, then ( I ) is also a Gauss matrix. On the other hand, the sum of two
n

independent random variables with Gauss distribution still has Gauss distribution,
so R; + R; is a Gauss matrix. The lemma holds. O

Now we discuss the workflow of the GSW fully homomorphic encryption.

Key: the publickeyis A € szm’ m = n + nl, each column of A is an independent
sample of the LWE distribution A; , under the private key s € 7" Lets = <_1S> €
Zg, if x has discrete Gauss distribution, we have (see 4.1.3 in Chap. 4)

s’A =, 0 (mod q), (6.3.22)
-5
1
Encryption: let x € Z be a plaintext, f(x) be an n x nl dimensional matrix A
encrypted for x,

with the private key s = < € Zy.

f(x)=A=xG — AR, (6.3.23)

i.e. A is the ciphertext, G is the n x nl gadget matrix, R € Z;X”’ is a Gauss matrix.

Decryption: based on (6.3.22), decrypt A with the private key s = <_1S>,

s’A =xs'G —s'"AR
=, x5'G (mod q). (6.3.24)

Correctness: since s'A is a given ciphertext matrix, and G is the gadget matrix,
by (6.2.8),
xs'G =, s'A (mod q),

we can solve the only one solution xs” with high probability, and get f~!(A) = x.

Theorem 6.3.2 The GSW encryption system is bounded fully homomorphic encryp-
tion, where the addition and multiplication of the ciphertexts are defined as if
A = f(x1), Ay = f(x2), then A| + A, is the matrix addition, and
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AiAr = MG (Ay) e Zp™ (6.3.25)

is the matrix multiplication.

Proof The conclusion of theorem 2 is actually implied in lemma 3.3. Let x, x» € Z,
be two plaintexts,
{Al = f(x1) =x1G — ARy,
Ay = f(x2) = 026G — AR,

then _
A+ Ay = (x1 +x2)G — A(R; + Ry),

so we have (with high probability)
A+ A) = x+x= T AD + £ (A,

Let
R =x1R,+ RIG™(Ay), (6.3.26)

according to (6.3.21),
A1Ay = A1G7(Ay)) = x1x,G — AR,

therefore,
N AIA) =xix0 = 1 AD (4.

Since GSW encryption system is based on Gauss distribution, the Gauss matrix in
(6.3.23) has errors. The error will be larger by adding and multiplying the cipher-
text matrix many times. GSW encryption system is bounded fully homomorphic
encryption, so it is necessary to control the error when adding and multiplying the
ciphertexts in order to ensure high probability. This is because the larger the error
of Gauss distribution, the smaller the probability, and the probability that the above
equation holds also decreases. (]

To complete the proof of Theorem 6.3.2, we need the following lemma.

Lemma 6.3.5 If R, and R, are Gauss matrices, then the matrix defined by (6.3.26)
is also a Gauss matrix.

Proof Since both R, and R, are Gauss matrices, then x;R, and R;G~!(A,) are
Gauss matrices, based on lemma 3.4,

R=x1R,+ R G (A

is a Gauss matrix. Lemma 3.5 holds. O
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Finally, we emphasize that the advantage of GSW fully homomorphic encryption
is that the dimension of ciphertext multiplication does not increase. The ciphertext
multiplication defined by (6.3.25), in fact, A; A, and A, A, are in the same ciphertext
space.

6.4 Construction of Gentry

In2009, C. Gentry first proposed a bounded algorithm for fully homomorphic encryp-
tion, which partially answered the RAD problem. The work by Gentry is an abstract
description of fully homomorphic encryption (Garg et al., 2013a, 2013b; Gentry,
2009a, 2009b, 2010; Gentry et al., 2012a, 2012b, 2013a, 2015; Gentry & Halevi,
2011). It is difficult to understand the ideas and technologies by Gentry since there
are many linguistic concepts. On the basis of BV fully homomorphic encryption and
GSW fully homomorphic encryption in the previous section, it is possible for us to
better understand Gentry’s ideas and methods.

Recall the working principle of the most representative public key cryptography
RSA. Suppose N is the product of two different prime numbers, pk denotes the public
key, and the public key of RSAis pk = (N, e),where 1 < e < ¢(N), (e, p(N)) =1,
@(N) is the Euler function of N. For any plaintext m; € Zy (0 < m; < N), the
encryption algorithm of RSA is ¢; = 7/ (mod N), we write

{¥i < 7 mod N} (6.4.1)

as the cryptosystem of the ciphertext ¥; encrypted by the plaintext ir; using the public
key pk. If there are ¢ ciphertexts {y, ¥, ..., ¥}, obviously,

Vi

(ﬁn) (mod N),
i=1

1
i=1

{ﬁ Y <« (ﬁ 71,-) modN},
i=1 i=1

this shows that the product ITv; of f ciphertexts y; is encrypted by the product IT:_, 7;
of the corresponding ¢ plaintexts ;. In other words, the plaintext corresponding to
the product of the ¢ ciphertexts is the product of the ¢ plaintexts ;. In section 6.1,
we use the decryption algorithm to describe this multiplicative homomorphism as

so we have

f”Q§%>=Ef”WJ

In order to define homomorphic encryption more generally, we first introduce the
concept of circuit, which is widely used in the computer field.
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Definition 6.4.1 A circuit C on the set A is a multivariate mapping defined on A.
For any ¢ elements a;, az, ..., a; € A, C(ay, az, .. ., a;) is the image of the mapping
C. From the perspective of computer work, we can take (ai, az, . . ., a,) as an input,
and C(ay, ay, ..., a,) is regarded as one output. Multiple input and output can be
viewed as a circuit. If there are multiple circuits C on A, the set of these circuits is
written as Cy.

In a public key cryptosystem E, we use pk and sk to represent the public key and
the private key respectively. Of course, pk and sk are not just one element, there may
be many public and private keys.

Definition 6.4.2 A public key cryptosystem E with the circuit set Cg is called a
fully homomorphic encryption system, if £ contains the following four algorithms:

1. Key generated algorithm, denoted as K G .
2. Encryption algorithm, denoted as E, .

3. Decryption algorithm, denoted as D, .

4. Ciphertext algorithm, denoted as Evalg.

For any publickey pk, and any circuit C € Cg on the plaintext space, any ¢ ciphertexts

1/’1: WZ’ ) I/fty Where
Vi < Enp(pk, 1), 1 <i <1, (6.4.2)
the ciphertext algorithm Evalg is to compute

I/f <~ EUalE(pk, C’ wlv 1/1.25 RN} wl)’

where v is the encryption of C (i1, 3, . . ., ;) under the public key pk, i.e.
w <~ EI‘LE(pks C(T[lv T2, '-~a7tt))- (643)

Remark 6.4.1 The number of elements of a circuit is denoted as |C|, which is called
the boundary of the circuit. Usually the computational complexities of KGpg, E, g,
D, g and Evalg are polynomial of the security parameter A and the circuit boundary
ICI.

Remark 6.4.2 An equivalent form of (6.4.3) is

C(my, o, ..o, 71) = Dup (), (6.4.4)
that is, the plaintext corresponding to the calculation result ¢ under the ciphertext
algorithm Evalg by the t ciphertexts vy, ¥, ..., ¥, is the output in the circuit

C(my, ma, ..., ) by my, ma, ..., ;. Therefore, in a fully homomorphic encryption
system, the plaintext circuit C actually defines the ciphertext circuit D, where

D, Yo, ..., W) = Evalg(pk, C, Y1, ¥, ..., ¥y)
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satisfying
Dye(DWri, Y2, oo, ¥0)) = C(y, 702, -, 7). (6.4.5)

The basic idea of Gentry is to construct fully homomorphic encryption on a general
ring. In order to prove the security, the ideal of a quotient ring on the rounding function
ring Z[x] is corresponding to an ideal lattice in Z" (see Chap. 5), so the construction
of Gentry is called fully homomorphic encryption based on ideal lattice now.

Let R be acommutative ring with identity, I and J are two coprime nonzero ideals
in R,i.e. I +J =R, R/I and R/J denote the quotient rings. The construction of
Gentry can be divided into the following steps:

(D Fix anideal I of R and a basis B; of .

@ For any ideal J of R, (I,J) =1, we give an ideal generating algorithm
IdealGen(R, By) to generate the public key basis B fk and the private key basis
Bjk . In fact, Bj" could be chosen as another ideal J; of R, such that J = J;,
Bk = By, is the basis of Jj.

@ Construct a sampling algorithm Samp(x, B, R, By),

Samp(x, B;, R, B;) = arepresentative element of additive coset x + I = X.

@ In the ciphertext algorithm any circuit of R is computed in R/, i.e. if x1, x; €
R/I, then C(xy, x3) = x3 (mod I). Take the addition circuit and the multipli-
cation circuit as an example, for any x|, x, € R/I, x; + x, = x3 (mod I), there
exists only one x3 under the sampling algorithm Samp(x, B;, R, B;), which is
denoted as Addp,. Similarly, the multiplication in R/ is denoted as Multg, .

® Ciphertext generation. Fix a ring R and an ideal I of R, then

KG(R, B;) = (B}, B?) < 1dealGen(R, B)),

the plaintext space is a representative element set of the quotient ring R/1.

The public key contains R, By, B;k and the sampling algorithm.

The private key sk contains Bjk.

The encryption algorithm: the plaintext space is R/, for any plaintextu € R/,
based on the sampling algorithm we have Samp(u, B;, R, Bfk) — ¥, the encryp-
tion algorithm En(pk, u) is defined as

En(pk,u) = = ¢ mod B%*
The decryption algorithm De(sk, ¥) is defined as

u < (3 mod Bj") mod By.
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The ciphertext algorithm: if v, 1, are two ciphertexts, then the addition and
multiplication are defined as

Add(pk, ¥1,¥2) = Y1 + ¥ = (Y1 + ¥2) mod B,

Mult (pk, Y1, ¥2) = Y12 = (Y192) mod Bfk.

The key of Gentry’s construction is to verify the correctness of encryption and
decryption and the homomorphism property of the ciphertext algorithm. We call the
above public key generation algorithm, encryption algorithm, decryption algorithm
and ciphertext algorithm as the fully homomorphic encryption system of Gentry,
denoted as E. In order to prove the fully homomorphic property of E, we observe
that there are two kinds of circuits in E. First, the circuit C used for encryption is
defined by the addition and multiplication in the quotient ring R/I. The other circuit
used in the ciphertext algorithm is defined by the addition and multiplication in R
itself, which is called the generating circuit.

Definition 6.4.3 Given a circuit C in the plaintext space, we call g(C) its generating
circuit if the operation of mod B; in C is replaced by the original addition and
multiplication.

Definition 6.4.4 Let X,,. be the image of R/I under the sampling algorithm Samp,
i.e. X.nc 18 a set of representative elements of R/I, and X,,. is a plaintext space, so
the ciphertext space is { X, + J}. Define X p.. as R mod Bj" ,1.e. the representation
of the elements in R/J under mod Bjk.

Definition 6.4.5 The circuit satisfying the following condition in the circuit set Cg
is called an allowable circuit set,

Cp=1{C: V(x1,x2,...,x) € X} . = g(C)(x1,x2, ..., %) € Xpec}. (6.4.6)

On the basis of the above definitions and notations, the main conclusion of Gen-
try is that for any ciphertext [see (6.4.3)] in any allowable circuit, it has the fully
homomorphic property.

Theorem 6.4.1 Let Cg be an allowable circuit set, then the ciphertext encrypted by
any allowable circuit C in Cg has the fully homomorphic property.

Proof LetC € Cg, ¥ = {¥1, V2, ..., ¥}, where each y; is the encrypted ciphertext
of the allowable circuit, so each ciphertext v could be written as

Y =mp+ i+ jk, m € R/, ivel, jreld,
and ;. + i € X.,.. We have

Eval(pk, C,v¥) = g(C)(y) mod Bfk
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€ g(C)(m + i, m+ iz, ..., + i)+ J.

If C € Cg, then
g(c)(Xenm Xenc» CII) Xenc) € XDec’

therefore,
Decrypt(sk, Eval(pk, C, ¥))

= g(C)(my + i1, Mo +ia, ..., +i,) mod B;
=g(C)(m +m + - -+ ;) mod By
= C(T[],]Tz, "'77Tt)'

Applying the above conclusion to the addition circuit and the multiplication circuit
respectively, we get the fully homomorphic property in the allowable circuit. (I

We choose R = Z[x] / < f(x)>, where f(x) € Z[x] is a monic polynomial of
degree n. Each polynomial in the quotient ring R corresponds to a vector in Z":

ao

aj
axX)=ap+ax+--+a,_x"'eR > a= . e 7",

an—1

Furthermore, the correspondence between the ideal in R and the ideal lattice in Z" is
one-to-one (see Chap. 5). For example, I = <o/(x)> is the principal ideal generated
by a(x) € R, then

<a(x)> =1 «<—— L(H*(a)),

where H*(w) is the ideal matrix generated by «, L(H*(«)) is the integral lattice
generated by H*(«). For I C R, I is not a principal ideal, based on Chap. 5 we
know

L) ={a|akx)el}cCcZ"

is an integral lattice. Denote B; as the generating matrix of L([/), then Bj is the basis
of ideal / in the construction of Gentry. In the key generation algorithm constructed
by Gentry, the public key is Bfk. We select anideal J C R such that (/, J) = 1 with
the basis By, i.e. J is the generating matrix of the corresponding ideal lattice L(J).
For convenience,

B"* = the HNF basis of L(J)
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is the Hermite normal basis of L(J). The private key is B%¥, we choose an ideal J;
larger than J,ie. J C J1 C R, J; # J, s0

B3} = the generating matrix of the ideal lattice L(J;).
Since J C Ji, by the homomorphism theorem of ring we have
Ji/J = (R/D)/(R] ).

Here R/J; is a subring of R/J, so in the sampling algorithm, for any a € R/J, we
can find only one a;, € R/ J;.

Above all, we can take R as a specific quotient ring Z[x] / < f (x)> of the integer
coefficient polynomial ring Z[x] to realize the construction of fully homomorphic
encryption by Gentry. Since the correspondence between the ideal in R and the
ideal lattice in Z" is one-to-one, Gentry’s construction is widely known as a fully
homomorphic encryption system based on the ideal lattice. Because the conclusion
is only valid on the set of allowable circuit, it is only a bounded fully homomorphic
encryption.

6.5 Attribute-Based Encryption

Fully homomorphic digital signature is a research hotspot at present, among which
attribute-based encryption is a relatively mature topic. Attribute-based encryption
(ABE) is a generalized form of identity-based encryption which is proposed in Goyal
etal. (2006) and Sahai and Waters (2005) first. In this section we will briefly introduce
ABE.

Lemma 6.5.1 Let g be a prime number, F, be a finite field with q elements, Fy be
an extension of degree n of Fy, then Fyn is isomorphic to a subring H of ", where
a,beH=a—beGL,(F,),ie a—bisaninvertible matrix.

Proof F,./ F, is an n dimensional linear space, let {a, a2, ..., a,} C Fyn be a
basis. For any a € F», we define a linear transformation 7, on Fn

To(x) = ax, x € Fyn. (6.5.1)

Obviously 1, is alinear transformation on F;». Under the given basis {c(, o2, . . ., &},
let A, be the corresponding matrix of t,, that is,

Ty, 0o, .o, ) = (o, actn, ..., @0y,) = (o, 0, ..., Q) Ag.

Let
H={As|a e F,}C Z;X”,
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we have
Agyp = Aq + Ag, Agp = Aq - Ag,

so Fy» — 'H is aring isomorphism. Note that if o # 0, then 7, is an invertible linear
transformation on Fy», and the corresponding matrix A, of 7, is an invertible matrix.
Ifa,b € Fyu,a # b,itfollows that A,_, € GL,(F,), in other words, the difference
of any two different matrices in the matrix ring H is an invertible matrix. O

Remark 6.5.1 The trace function and determinant of the matrix A, corresponding
to the linear transformation t,, are called the trace and norm of «, i.e.

tr(o) = tr(Ay), N(a) =det(A,),

where tr(o) is an additive homomorphism of F;» — F,, and N («) is a multiplicative
Homomorphism of Fy» — Fy.

Let F,: be an n dimensional linear space of F,. Given a basis, Fy» and F, ; are
isomorphic as the linear spaces of F,. For any elements o, o2, ..., € Fyn in Fyn,
we can define the inner product based on Lemma 6.5.1.

Definition 6.5.1 For any o, 8 € Fn, let « — Ha € H, B — Hg € H, we define
the inner product of o and 8 by

<a, B> = H, - Hg. (6.5.2)

Remark 6.5.2 Since H, - Hg € F, ¢ is asquare matrix of order n, the inner product
of two field elements is a vector. If H, - Hg € H, based on lemma 5.1, there exists
y € Fyn = r — H, - Hg. However, we cannot get y = « - 8, which means that
(6.5.2) and the one-to-one correspondence of lemma 5.1 are not commutative.

ABE encryption technique is a very complex matrix encryption method. The
basic principle is to use the gadget matrix to generate encryption and decryption
algorithms based on the LWE distribution. It involves the encryption public key
of LWE cryptosystem, and a private key system based on the attribute vector and
the dependent vector, which are the keys in the digital signature. In order to fully
understand the workflow of ABE, we start with some basic matrices.

Let g be a prime number, Z, is equivalent to a finite field with ¢ elements, and
Zy is equivalent to an extension of degree n of Z,. Let G be a gadget matrix of order
n [see (6.2.6)], i.e.

G=1,Q¢ =dag{g'.g.....8'} € ZZX”I,
where [ = |log,q], define A and A by
Ac ZZXW is a uniformly random matrix,

A=[A1, A ..., A€ ngw’, (6.5.3)
m=n+nl, w=nl,
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where each A; € ZZX”I has the same dimension with the gadget matrix G. Let A be
the private key, R € Z?X”’ be the trapdoor matrix of A with tag H, i.e.

AR = HG (mod gq).
Based on Lemma 6.5.1, we define the attribute vector s by
7% =[Hy, H,, ..., H]eH, (6.5.4)

where each H; € Z’;X" is an invertible matrix, so # € ZZX”’ , let

{07 = [H\G,. H,G, ..., HG] € Z>", (6.5.5)

Ay = A+ Gy € 2,

the dependent vector 7 € H' defined by the attribute vector 7 satisfies

where B =[Py, Ps,..., Pl € ZZX”I, and each P; € Z2*".
In order to discuss the generated private key by the dependent vector _p>, let S

be
G~ Y(P,G)

Gil(PzG)
55 = S (6.5.6)
G-1(PG)

here G~!(P;G) is an integer matrix given by Definition 2.2.

Lemma 6.5.2 Under the above notations, we have
Gy S3=<7,p>G=0.
Proof Combining (6.5.5), (6.5.6) and (6.2.7), it follows that

G~ (P,G)
GﬁST)):[HIGf HzG,...,HlG] N
G~ (PG)

= H GG Y (PG)+---+ HGG (PG)

=H PG+ H,P,GH+ -+ HPG
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=(H P+ HP+ -+ HP)G
=<7, P>G=0.

O

Encryption: based on the above definitions, let u € Zj, we encrypt a single bit
u € Z, by the LWE cryptosystem, and the ciphertext {c, c+, c} satisfies

¢=,s-A(modq),
7 =y 8 - A5 (mod q), (6.5.7)
C =y s’-u+u|_%—|,

where s is the private key of the LWE cryptosystem.
We write {c, c;, c} as the following form

[€. s, cl =, 5[A, A?,u]-i-( Oq ) (mod q).
u|$]

Decryption: generate the private key vector x4 satisfying the following equalities
by the dependent vector 7.

(6.5.8)

use x— as the private key to decrypt the ciphertext {c, ¢, ¢} as follows
[, c% - S5 x3,
by (6.5.7), we replace the congruence with equality, then (based on Lemma 5.2)
oSy =5'Aq - S5 =5 (A+G3)S3
= s’B;; +5'G - S3 = s’BT;,

therefore,
[€', s - S5 x5 =4 s'[A, B3] x5 (mod q)

=, s'u (mod q)
=c—u L%—‘ (mod q)
=u.

Both x—+ and S are the shortest integer solutions.


http://dx.doi.org/10.1007/978-981-19-7644-5_5

174 6 Fully Homomorphic Encryption

We will not verify the fully homomorphic property of ABE here, and leave it to
the readers as an exercise. Constructing fully homomorphic digital signature by the
ABE encryption technology is a popular research topic at present, and we suggest
readers to follow up it further.
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Chapter 7 ®)
A Generalization of NTRUencrypt oo

NTRU cryptosystem is a new public key cryptosystem based on lattice hard problem
proposed in 1996 by three digit theorists Hoffstein, Piper and Silverman of Brown
University in the United States. The essence of NTRU cryptographic design is the
generalization of RSA on polynomials, so it is called the cryptosystem based on
polynomial rings. Its main feature is that the key generation is very simple, and the
encryption and decryption algorithm is much faster than the commonly used RSA
and elliptic curve cryptography. In particular, NTRU can resist quantum computing
attacks and is considered to be a potential public key cryptography that can replace
RSA in the post-quantum cryptography era.

Many researchers have presented some variations of NTRU by changing its alge-
braic structure. In 2002, Gaborit introduced an NTRU-like cryptosystem called
CTRU by replacing the base ring of the NTRU with a polynomial ring over a binary
field F>[x] (Gaborit et al., 2002). They proved that their system is successfully
decrypted. In 2005, Kouzmenko showed that CTRU is weak under a time attack
and proposed the GNTRU cryptosystem based on Gaussian integers (Kouzmenko
2006). In the same year, Coglianese introduced an analog to the NTRU cryptosystem
called MaTRU (Coglianese & Goi, 2005). MaTRU is based on a ring of all square
matrices with polynomial entries. In 2009, Malekian introduced the QTRU cryp-
tosystem based on quaternion algebra (Malecian et al., 2011). They also introduced
the OTRU cryptosystem in 2010 based on Octonion algebra (Malecian & Zakerolh-
sooeini, 2010). In 2016, Alsaidi proposed a public key cryptosystem BITRU based
on binary algebra (Alsaidi & Yassein, 2016). However, all of the above variations
of NTRU have limitations. The purpose of this chapter is extending the theory of
circulant matrix to general ideal matrix, and constructing more general NTRU cryp-
tosystem combining with the ¢-cyclic code. The motivation of this research is to
adapt the distributed scenario of blockchain architecture and apply the post-quantum

cryptography in it.
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7.1 ¢-Cyclic Code

Let F,, be a finite field with g elements and g be a power of a prime number, F,[x] be
the polynomial ring of F; with variable x. Let F/ be the n dimensional linear space
over Iy, and ¢ = (¢o, 1, ..., Pp—1) € F; be a fixed vector in F; with ¢g # 0, the
associated polynomial of ¢ given by

¢(x) =x" —p1x"' — - —p1x — Py € F,lx], ¢o #O0. (7.1.1)

Let <¢ (x)> be the principal ideal generated by ¢ (x) in F, [x]. There is a one-to-one
correspondence between F and the quotient ring R = Fy[x] / <¢ (x)>, given by

c=1(c,C1,...,Ch_1) € F; 2c)=cotcix+-+cx" M eR. (7.1.2)

In fact, this correspondence is also an isomorphism of Abel groups. One may extend
this correspondence to subsets of F and R by

C CF'=Cx) ={c(x)lceC}CR. (7.1.3)

If C C F; is a linear subspace of F; of dimension k, then C is called a lin-
ear code in coding theory and written by C = [n, k] as usual. Each vector ¢ =
(co, €1y -+, cy—1) € C is called a codeword of length n. Obviously, C = [n, 0] and
C = [n, n] are two trivial codes. Another one is called constant codes, of which is
almost trivial given by

C={0,b,...,b)lbc F,}, and C = [n, 1].

According to the given polynomial ¢ (x) in (7.1.1), we may define a linear transfor-
mation 7, in F, q”,

Tp(c) = 19 ((co, 15 - - - cn—1)) = (Pocn—1,¢c0 + P1¢p—1, €1 + P2cn—1, -, =2 + Pn—1n—1)-

(7.1.4)
It is easily seen that 7y : ) — F' is a linear transformation.

Definition 7.1.1 Let C C F/ be a linear code. It is called a ¢-cyclic code, if
Ve e C = 14(c) € C. (7.1.5)

In other words, a linear code C is a ¢-cyclic code, if and only if C is closed under
linear transformation 4. Clearly, if ¢ = (1,0, ...,0), and ¢ (x) = x" — 1, then the
¢-cyclic code is precisely the ordinary cyclic code (Lopez-Permouth et al., 2009).

Remark 7.1.1 The ¢-cyclic code we give here is polycyclic code in fact, which firstly
appeared in Lopez-Permouth et al. (2009), but we mainly concern for its application
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to McEliece and Niederriter’s cryptosystems. We first show that there is a one-to-one
correspondence between ¢-cyclic codes in F' and ideals in R = F,[x]/ <¢(x)>.

Lemma 7.1.1 Let C C F} be a subset, then C is a ¢-cyclic code, if and only if C (x)
is an ideal of R.

Proof We use column notation for vector in F, q”, then linear transformation 74 may
be written as

Co PoCn—1 o
C co + Prca—1 v 1 o
Top = , VC = € .
: q
Cn—1 Cn—2 + ¢n—lcn—l Cn—1

Let T;, be a n x n square matrix over F,

(7.1.6)

where I,_; is the (n — 1) x (n — 1) unit matrix. The matrix expression of 7, as
follows

o o hoCn—1
c1 1 co + P1Cu—1
w|l =1 | |= , (7.1.7)
Cn—1 Cn—1 Cp—2 + ¢nflcn71

Suppose C C F; and C(x) is an ideal of R, itis clear that C is a linear code of Fy'.
To prove C is a ¢-cyclic code, we note that for any polynomial c(x) € C(x), then
xc(x) € C(x) if and only if 74(c) € C, namely, if c(x) € C(x), then

xc(x) € C(x) & 14(c) € C & Tyc € C. (7.1.8)
Therefore, if C(x) is an ideal of R, then we have immediately that C is a ¢-cyclic

code of F q”.
Conversely, if C C Fq" is a ¢-cyclic code, then for all k > 1, we have

Vee C = T(fc eC.
It follows that
Ve(x) € Cx) = xfe(x) e C(x), 0 <k <n—1,

which implies C(x) is an ideal of R. This is the proof of Lemma 7.1.1. O
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By Lemma 7.1.1, to find a ¢-cyclic code, it is enough to find an ideal of R. There
are two trivial ideals C(x) = 0 and C(x) = R, the corresponding ¢-cyclic codes
are C = [n,0] and C = F , respectively, which are called trivial ¢-cyclic code. To
find non-trivial ¢-cyclic codes, we make use of homomorphic theorems, which is a
standard technique in Algebra. Let 7 be the natural homomorphism from F[x] to
its quotient ring R = Fy[x]/ <¢(x)>, kermr = <¢p(x)>,

<¢(x)> C N C Fy[x] -~ . R= Fylx]/ <o (x)>, (7.1.9)
where N is an ideal of F,[x], of which is containing kerm = <¢(x)>. Since F[x]

is a principal ideal domain, then N = <g(x)> is a principal ideal generated by a
monic polynomial g(x) € F,[x]. Itis easy to see that

<¢p(x)> C <g(x)> & g0)[p(x).
It follows that all ideals N satisfying (7.1.9) are given by
{<g(x)>| g(x) € Fy[x]is monic and g(x)|¢ (x)}.
We write by <g(x)> mod ¢ (x), the image of <g(x)> under 7, it is easy to check
<g(x)>mod ¢(x) = {h(x)g(x) | h(x) € F;[x] and degh(x) + degg(x) < n},
(7.1.10)

more precisely, which is a representative elements set of <g(x)> mod ¢ (x), by
homomorphism theorem in ring theory, all ideals of R given by

{<g(x)>mod ¢ (x) | g(x) € Fy[x]is monic and g(x)|¢ (x)}. (7.1.11)

Let d be the number of monic divisors of ¢ (x) in F,[x], we can get the following
corollary immediately.

Lemma 7.1.2 The number of ¢-cyclic code in F is d.
To compare the ¢-cyclic code and ordinary cyclic code, we see a simple example.

Example 7.1 Constant code C is always a cyclic code for 1 + x + - - - + x"~|x" —
1, and its generated polynomial is just 1 + x + - - - + x"~!. But constant code C in
F} is not always a ¢-cyclic code, it is a ¢-cyclic code if and only if 1 +x +--- +
x"~1|¢ (x), an equivalent condition for 1 + x + - - - + x" !¢ (x) is

Gt =@n2=---=¢; =b, and¢gpg=1+0b.

Definition 7.1.2 Let C be a ¢-cyclic code and C(x) = g(x) mod ¢ (x). We call g(x)
is the generated polynomial of C, where g(x) is monic and g(x)|¢ (x).
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Lemma 7.1.3 Letg(x) = go + g1x + - -+ + gnk—1x"*~! + x" X be the generated
polynomial of a ¢-cyclic code C, where 1 <k <n—1, and g(x)|p(x), then C =
[n, k] and a generated matrix for C is the following block matrix

g
74(8)

G=| %® , (7.1.12)

7, ' (9)

kxn

where g = (80, 815 - -+, &n—k—1, 1,0, ...,0) € C is the corresponding codeword of
g(x), and y(g) = 1,7 (z4(g)) for 1 <i <nm— 1.

Proof By assumption, C(x) = <g(x)> mod ¢ (x), then {g, 74(g), ..., r(;f*l(g)} C
C, we are to prove it is a basis of C. First, these vectors are linearly independent.
Otherwise, we have

k—1
> bitj(g) =0, b; € F,, (7.1.13)
i=0

and the corresponding polynomial is zero, namely

k—1
<Z b,-x"> g(x) = 0.
i=0

It follows that
k—1

Zbixi =0=b =0forall0<i <k—1.
i=0

Next, if ¢ € C, and c(x) € C(x), by (7.1.10), there is a polynomial b(x) = by +
bix + -+ + by_px*2 4 x*=! such that

k—1

c(x) = b(x)g(x) = (Zbixl) g(x), by =1,
i=0

Thus we have the corresponding codeword of C(x)

k—1
c= Z bit;,(g).
i=0

This shows that {g, 74(g), ..., t;f_l(g)} is a basis of C, and a generated matrix for
Cis
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8
74(8)
G = Tq% (&)

7, (8)

kxn
‘We have Lemma 7.1.3 at once. O

To describe a parity check matrix for a ¢-cyclic code, for any ¢ = (co, 1, . - -,
Cho1) € Fq”, we write

- n
¢ = (1, Cp—2, ..., C1,C0) € F.

Lemma 7.1.4 Suppose C is a ¢-cyclic code with generated polynomial g(x), where
g(x)|¢p(x) and degg(x) = n — k. Let h(x)g(x) = ¢ (x), where h(x) = hg + hix +
oo By XK1 4+ XK. Then a parity check matrix for C is

h
74 (h)
. (7.1.14)
T‘;likil(z) (n—k)xn
Proof Sinceh(x)g(x) = ¢ (x),itmeansthati(x)g(x) =0inR = F,[x]/ <¢(x)>;
thus we have

gohi +gihi1+ -+ guihin =0, V0O<i<n—1,

It follows that GH' = 0, where G is a generated matrix for C given by (7.1.12).
Therefore, H is a parity check matrix for C. (]

A separable polynomial in Algebra means that it has no multiple roots in its
splitting field. The following lemma shows that there is an unit element in any non-
zero ideal of R, when ¢ (x) is a separable polynomial.

Lemma 7.1.5 Suppose ¢ (x) is a separable polynomial of F,;, and C (x) = g(x) mod
¢ (x) isanideal of R withdegg(x) < n — 1, then there exists an element d(x) € C(x)
such that

c(x)d(x) = c(x), Ye(x) € C(x).

Proof Let h(x)g(x) =¢(x). Since ¢(x) is a separable polynomial, then
ged(g(x), h(x)) =1, and there are two polynomial a(x) and b(x) in F,[x] such
that

a(x)g(x) +bx)h(x) =1.
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Let
dix) =a(x)gx) =1—->b(x)h(x) € C(x).

If c(x) € C(x), by (7.1.10), we write c(x) = g(x)g;(x), it follows that
c(x)d(x) = a(x)g(x)g(x)g1(x) = (I — b(x)h(x))g(x)g1(x)
= g(x)g1(x) = c(x)(mod ¢ (x)).

Thus we have c(x)d(x) = c¢(x) in R. ([l

Next, we discuss maximal ¢-cyclic code. Let C(x) = g(x) mod ¢ (x), and g(x)
be an irreducible polynomial in F,[x], we call the corresponding ¢-cyclic code C a
maximal ¢-cyclic code, because <g(x)> is a maximal ideal in F, [x].

Lemma 7.1.6 Let C be a maximal ¢-cyclic code with generated polynomial g(x),
B be a root of g(x) in some extensions of F,, then

Cx)={ax)|alx) e Randa(B) = 0}. (7.1.15)

Proof 1f a(x) € C(x), by (7.1.10) we have a(8) = 0 immediately. Conversely, if
a(x) € Fy[x] and a(B) = 0, since g(x) is irreducible, thus we have g(x)|a(x), and
(7.1.15) follows at once. O

An important application of maximal ¢-cyclic code is to construct an error-
correcting code, so that we may obtain a modified McEliece-Niederriter’s cryptosys-
tem. To do this, let 1 < m < +/n, and Fy» be an extension field of F;, of degree m.
Suppose Fyn = F,(0), where 0 is a primitive element of F;» and F,, (6) is the simple
extension containing F, and 0. Let g(x) € F,[x] be the minimum polynomial of 6,
then g(x) is an irreducible polynomial of degree m of F,,[x]. Itis well known that F »
is a Galois extension of F,, so that all roots of g(x) are in Fyn. Let B1, B, ..., Bu
be all roots of g(x), the Vandermonde matrix V (81, B2, ..., Bx) defined by

1 B /312 ;‘*i
1B, ,322 g*

H=VQ@i B fu) = , (7.1.16)

B
where B =6 and each B; is a vector of (F,)™. For arbitrary monic polynomial
h(x) € Fy[x],degh(x) =n —m,let¢(x) = h(x)g(x) and C be a maximal ¢-cyclic

code generated by g(x). It is easy to verify that

ceC&cH =0.
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Therefore, H is a parity check matrix for C. If we choose the primitive element 6, so
that any d — 1 columns in H are linearly independent, then the minimum distance
of C is greater than d, and C is a t-error-correcting code, where t = [%].

The public key cryptosystems based on algebraic coding theory were created by
Lyubashevsky and Micciancio (2006), and Micciancio and Regev (2009) a suitable
t-error-correcting code plays a key role in their construction. The error-correcting
code C should satisfy the following requirements:

1. C should have a relatively large error-correcting capability so that a reasonable
number of message vectors can be used;

2. C should allow an efficient decoding algorithm so that the decryption can be
carried out with a short time.

Our results supply a different way to choose an error-correcting code by selecting
arbitrary irreducible polynomials g(x) € Fy[x] of degree m and roots of g(x) rather
than an irreducible factor of x” — 1 and the roots of unit.

In fact, for any positive integer m, there is at least an irreducible polynomial
g(x) € Fy[x] with degree m. Let N, (m) be the number of irreducible polynomials
of degree m in F,[x], then we have (see Theorem 3.25 of Lidl & Niederreiter, 1983)

1 1 m
Nym) = — 3 u(Z)g" = — 3 u(dq,

dlm dlm

where u(d) is Mobiiis function.

Assuming one has selected two monic and irreducible polynomials g(x) and
h(x) with degg(x) = m and degh(x) = n — m, let ¢ (x) = g(x)h(x), then one may
obtain ¢-cyclic code C generated by g(x) or 4 (x), which is more convenient and
more flexible than the ordinary methods.

It’s difficult to compare the error-correcting capability between ¢-cyclic code with
existing cyclic codes of the same length and dimension. However, we believe that
the advantages of ¢-cyclic code will become more clear when g increases.

7.2 A Generalization of NTRUencrypt

The public key cryptosystem NTRU proposed in 1996 by Hoffstein, Pipher and Sil-
verman is the fastest known lattice-based encryption scheme; although its descrip-
tion relies on arithmetic over polynomial quotient ring Z[x]/ <x" — 1>, it was
easily observed that it could be expressed as a lattice-based cryptosystem (see IEEE,
2000). For the background materials, we refer to Hoffstein et al. (1998), Lint (1999),
McEliece (1978). Our strategy in this section is to replace Z[x] / <x" — 1> by more
general polynomial ring Z[x] / <¢(x)> and obtain a generalization of NTRUEn-
crypt, where ¢ (x) is a monic polynomial of degree n with integer coefficients.
In this section, we denote ¢ (x) and R by
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) =x" = 1x" — - —d1x — ¢ € Zlx], R =Z[x]/ <¢(x)>, ¢ # 0.

(7.2.1)
Let Hy € Z™*" be a square matrix given by

, (7.2.2)

where I, is (n — 1) X (n — 1) unit matrix. As described in Chap. 5, ¢ (x) is the
characteristic polynomial of H, and H defines a linear transformation of R* — R”
by x — Hx, where x is a column vector of R"”. We may extend this transformation
to R?" and denote o by

o (Z) _ (ZZ) . where (;) c R, (12.3)

Of course, o is again a linear transformation of R?* — R?".
A g-ary lattice is a lattice L suchthatgZ" C L C Z", where g is a positive integer.
We give the following definition of convolutional modular lattice.

Definition 7.2.1 A g-ary lattice L is called convolutional modular lattice, if L is in
even dimension 2n satisfying

v (Z) elL=o (Z) = (Zg) €L, (7.2.4)

here @ and 8 are column vectors in R”. In other words, a convolutional modular lattice
is a g-ary lattice in even dimension and is closed under the linear transformation o .

f

Recalling the secret key (g) of NTRU is a pair of polynomials of degree n — 1,

we may regard f and g as column vectors in Z". To obtain a convolutional modular
lattice containing § , we need some help of ideal matrices. In Chap. 5, we introduce

the definition of ideal matrix generated by a vector f,
H*(f)=Hy(f)=1f. Hf. H*f. ..., H""" flosn, (7.2.5)

which is a block matrix in terms of each column H* f (0 < k < n — 1). It is easily
seen that H*(f) is a generalization of the classical circulant matrices. In fact, if

) =x"—1, f(X) = fo+ fix +-+ fuox" ' € Zx],

the ideal matrix H;(f) generated by f is given by
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fo fumt - N
fi fo - N2

H*(f)=| . . ) =x"—1,
oot fom2 -+ fo

which is known as a circulant matrix. On the other hand, ideal matrix and ideal lattice
play an important role in Ajtai’s construction of a collision-resistant Hash function,
the related materials we refer to Ajtai and Dwork (1997), Ajtai (1996), Lint (1999).

We have given some properties of ideal matrix from Lemmas 5.2.1-5.2.4 in
Chap. 5. Based on these lemmas, next we construct a convolutional modular lat-

tice containing vector (g) Let (g) e 72", (H*(f))T be the transpose of H*(f),

and

fr g’
fTHT gTHT
A=[H (), (H @) 1= | [THD g H)? . (726)
fT(HT)nfl gT(HT)nfl e
* n—1
ATz(H*(f)>=<f Bf - H f) . (1.2.7)
H*(g) gHg---H'g), .

We consider A and AT as matrices over Z, ie. A€ Z;’XZ”, AT € Zé”x”, a g-ary
lattice A,4(A) is defined by

A (A) = {y € Z*" | there exists x € Z" = y = AT x (mod ¢)}. (7.2.8)
Under the above notations, we prove that A, (A) is the convolutional modular lattice
containing (f )

8
Theorem 7.2.1 For any column vectors f € Z" and g € Z", A,(A) is a convolu-

tional modular lattice, and
)
e A,(A).
( o ¢(A)

Proof 1Tt is known that A, (A) is a g-ary lattice, i.e.
qZ*" C Ng(A) C Z*.
We only prove that A, (A) is fixed under the linear transformation o given by (7.2.4).

Ify e Aj(A),theny = AT x (mod q) for some x € Z", by Lemma 5.2.1 in Chap. 5,
we have
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_(HH*(f)x\ _ (H*(f)Hx\ _
o(y) = <HH*(g)x) = (H*(g)Hx) = AT Hx (mod q).

It means that o (y) € A,(A) whenever y € A;(A). Let

1
0
e=|.]€Z"= H*(f)e= f, and H*(g)e = g.

0

We have
f
(g € Ay(A).

Theorem 7.2.1 follows. O

Since A4(A) C Z?" then there is a unique Hermite Normal Form of basis N,
which is a upper triangular matrix given by

V= <I(;l Hc:I(h)) . where h = (H*(f))™'g (mod ). (7.2.9)

Next, we consider parameters system of NTRU. To choose the parameters of NTRU,
let d be a positive integer and {p, 0, —p}" C Z" be a subset of Z", of which has
exactly dy + 1 positive entries and d; negative ones, the remaining n — 2dy — 1
entries will be zero. We take some assumption conditions for choice of parameters
as follows:

L ¢p(x) =x" — 1 X" — . — p1x — ¢ € Z[x] with ¢y # 0, and ¢ (x) is sep-
arable polynomial, n, p, g, d are positive integers with n prime, 1 < p < g and
ged (p,q) = 1.

2. f(x) and g(x) are two polynomials in Z[x] of degree n — 1, the constant term
of f(x)is 1, f — 1 and g are the corresponding vector of f(x) — 1 and g(x),
such that

f_le{pvos_p}n9 ge{paoy_p}n-

3. H*(f) is invertible modulo q.
4.dp<(E—1)/4p—1.

Under the above conditions, by Lemma 5.2.2 in Chap. 5 we have
H*(f) = I, (mod p), and H*(g) = 0 (mod p). (7.2.10)

Now, we state a generalization of NTRU as follows.
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1.

2.

Private key. The private key in generalized NTRU is a short vector (g ) € 7>,

and A, (A) is the convolutional modular lattice containing private key.
Public key. The public key of the generalized NTRU is the HNF basis N of
A4(A), which is given by (7.2.9).

. Encryption. An input message is encoded as a vector m € {1, 0, —1}" with

exactly dy + 1 positive entries and d y negative ones. Here the reason for restrict-
ingd, + 1positive and d y negative entries of vector m is to improve the efficiency
of encryption and decryption and it’s not necessary. The vector m is concatenated
with a randomly chosen vector r € {1, 0, —1}" also with exactly ds + 1 positive

entries and d; negative ones, to obtain a short error vector -] € {1,0, —1}*".

((C)) =N <’f) - (m + g*(h)r) (mod ), (7.2.11)

where £ is given by (7.2.9). Then, the n dimensional vector ¢

Let

c=m+ H*(h)r (mod q)

is the ciphertext.

Decryption. Suppose the entries of n dimensional vector ¢ are belong to interval
[—%. %], then ciphertext ¢ is decrypted by multiplying it by the secret matrix
H*(f) mod g, it follows that

H*(f)ce= H*(f)ym + H*(f)H*(h)r = H*(f)m + H*(g)r (mod q).
(7.2.12)
Here, we use (ii) of lemma 5.2.4 in Chap. 5, namely,

H*(f)H"(g) = H*(H"(/)g).

If the above four conditions are satisfied, it is easily seen that the coordinates of
vector H*(f)m + H*(g)r are all bounded by % in absolute value, or, with high
probability, even for larger value of d . The decryption process is completed by
reducing (7.2.12) modulo p, to obtain

H*(f)m + H*(g)r = mI, (mod p).

Thus one gets plaintext m from ciphertext ¢c. We finish the procedure of our
general NTRU cryptography.

Atthe end of this section, we give an example to show the correctness of decryption

of general NTRU cryptography.
Example 7.2 letn =3,p=3,g=7,0(x) =x>+x>+x+1, f(x) =3x>+1,

g(x) = 3x2, i.e. the private key is

with

f
g
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1 0
f=10],¢=10
3 3

It is easy to get
1-33
H*(f)=10-20
3-31

and
0-33
H*(g)=10-30
3-30

By (7.2.9), we compute h and H*(h) as follows

2
h=(H"(f)"'gmodg) =0 |,
-3
2 3-3
H*(h)y=| 05 0],
—-33 2
then the public key N is
_ (5 H*(h)
N= <0 71 )
Assume the input message and random vector are
1
m=\(0}),r=1]1],
0

we get the ciphertext by (7.2.11)

-3

c=m+ H'(Wr=|-2] (mod?7).

3

From (7.2.12) we have
-2
H*(f)ce={|-3]| (mod?7).

0
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Since
-2 1
-3 =101} (mod3),
0 0

one can get the plaintext m from ciphertext c,
1
m=1]0
0

So we verify the correctness and effectiveness of the general NTRU cryptography.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/

References

Agrawal, S., Boneh, D., & Boyen, X. (2010). Efficient lattice (H)IBE in the standard model. In
EUROCRYPT (pp. 553-572).

Ajtai, M. (1999). Generating hard instances of the short basis problem. In /ICALP (pp. 1-9).

Ajtai, M. (2004). Generating hard instances of lattice problems. Quaderni di Matematica,13, 1-32
(Preliminary version in STOC 1996).

Ajtai, M., & Dwork, C. (1997). A public-key cryptosystem with worst-case/average-case equiva-
lence. In STOC (pp. 284-293).

Alperin-Sheriff, J., & Peikert, C. (2013). Practical bootstrapping in quasilinear time. In CRYPTO
(pp. 1-20).

Alsaidi, M., & Yassein, R. (2016). BITRU: Binary version of the NTRU public key cryptosystem
via binary algebra. International Journal of Advanced Computer Science and Applications, 7,
1-6.

Alwen J., & Peikert, C. (2011). Generating shorter bases for hard random lattices. Theory of Com-
puting Systems,48(3), 535-C553 (Preliminary version in STACS 2009).

Babai, L. (1986). On Lovasz’ lattice reduction and the nearest lattice point problem. Combinator-
ica,6(1), 1-13 (Preliminary version in STACS 1985).

Banaszczyk, W. (1993). New bounds in some transference theorems in the geometry of numbers.
Mathematische Annalen, 296(4), 625-635.

Blum, A., Kalai, A., & Wasserman, H. (2003). Noise-tolerant learning, the parity problem, and the
statistical query model. Journal of ACM, 50(4), 506-519.

Brakerski, Z., & Vaikuntanathan, V. (2011a). Fully homomorphic encryption from ring-LWE and
security for key dependent messages. In CRYPTO (pp. 505-524).

Brakerski, Z., & Vaikuntanathan, V. (2011b). Efficient fully homomorphic encryption from (stan-
dard) LWE. SIAM Journal of Computing,43(2), 831-871 (Preliminary version in FOCS 2011).
Brakerski, Z., & Vaikuntanathan, V. (2014). Lattice-based FHE as secure as PKE. In ITCS (pp.

1-12).

Brakerski, Z., & Vaikuntanathan, V. (2015). Constrained key-homomorphic PRFs from standard
lattice assumptions—or: How to secretly embed a circuit in your PRF. In TCC (pp. 1-30).

Brakerski, Z., Gentry, C., & Vaikuntanathan, V. (2014). (Leveled) fully homomorphic encryption
without bootstrapping. TOCT,6(3), 13 (Preliminary version in ITCS 2012).

Cassels, J. (1863). Introduction to diophantine approximation. Cambridge University Press.

Coglianese, M., & Goi, B. (2005). MaTRU: A new NTRU based cryptosystem (pp. 232-243). Berlin,
Heidelberg: Springer.

© The Editor(s) (if applicable) and The Author(s) 2023 189
Z.Zheng et al., Modern Cryptography Volume 2, Financial Mathematics and Fintech,
https://doi.org/10.1007/978-981-19-7644-5



190 References

Davis, P. (1994). Circulant matrices (2nd ed.). Chelsea Publishing.

Gaborit, P., Ohler, J., & Soli, P. (2002). CTRU, a polynomial analogue of NTRU (p. 4621). RR: Hal
Inria.

Garg, S., Gentry, C., & Halevi, S. (2013a). Candidate multilinear maps from ideal lattices. In
EUROCRYPT (pp. 1-17).

Garg, S., Gentry, C., Halevi, S., Raykova, M., Sahai, A., & Waters, B. (2013b). Candidate indistin-
guishability obfuscation and functional encryption for all circuits. In FOCS (pp. 40—49).

Gentry, C. (2009a). Fully homomorphic encryption using ideal lattices. In STOC (pp. 169-178).

Gentry, C. (2009b). A fully homomorphic encryption scheme (Ph.D. thesis). Stanford University.
http://crypto.stanford.edu/craig

Gentry, C., & Halevi, S. (2011). Implementing Gentry’s fully-homomorphic encryption scheme. In
EUROCRYPT (pp. 129-148).

Gentry, C., Gorbunov, S., & Halevi, S. (2015). Graph-induced multilinear maps from lattices. In
TCC (pp. 498-527).

Gentry, C., Halevi, S., & Smart, N. P. (2012a). Better bootstrapping in fully homomorphic encryp-
tion. In Public key cryptography (pp. 1-16).

Gentry, C., Halevi, S., & Smart, N. P. (2012b). Fully homomorphic encryption with polylog over-
head. In EUROCRYPT (pp. 465-482).

Gentry, C., Halevi, S., Peikert, C., & Smart, N. P. (2013a). Field switching in BGV-style homo-
morphic encryption. Journal of Computer Security,21(5), 663-684 (Preliminary version in SCN
2012).

Gentry, C., Sahai, A., & Waters, B. (2013b). Homomorphic encryption from learning with errors:
Conceptually-simpler, asymptotically-faster, attribute-based. In CRYPTO (pp. 75-92).

Gentry, C. (2010). Computing arbitrary functions of encrypted data. Communications of the ACM,
53(3), 97-105.

Goyal, V., Pandey, O., Sahai, A., & Waters, B. (2006). Attribute-based encryption for fine-grained
access control of encrypted data. In CCS, (pp. 89-98).

Hoffstein, J., Pipher, J., & Silverman, J. (1998). NTRU: A ring based public key cryptosystem.
Lecture Notes in Computer Science (Vol. 1423, pp. 267-288). Springer, Berlin, Heidelberg.

IEEE Computer Society. (2000). IEEE standard specifications for public-key cryptography. [EEE
Standards, 1363-2000, 1-228.

Impagliazzo, R., & Zuckerman, D. (1989). How to recycle random bits. In Proceedings of the 30th
Annual IEEE Symposium on Foundations of Computer Science (FOCS) (pp. 248-253).

Kouzmenko, R. (2006). Generalizations of the NTRU cryptosystem. Ecole Polytechnique Federale
de Lausanne: Diploma Project.

Lenstra, A. K., Lenstra, H. W., Jr., & Lovasz, L. (1982). Factoring polynomials with rational
coefficients. Mathematische Annalen, 261(4), 515-534.

Lidl, R., & Niederreiter, H. (1983). Finite fields. Encyclopedia of Math. and Its Applications,20

Lint, J. (1999). Introduction to coding theory. Springer.

Lopez-Permouth, S., Parra-Avila, B., & Szabo, S. (2009). Dual generalizations of the concept of
cyclicity of codes. Advances in Mathematics of Communications, 3, 227-234.

Lyubashevsky, V., & Micciancio, D. (2006). Generalized compact knapsacks are collision resistant.
In ICALP (Vol. 2, pp. 144-155).

Lyubashevsky, V., Peikert, C., & Regev, O. (2013). On ideal lattices and learning with errors over
rings. Journal of the ACM,60(6), 43:1-43:35 (Preliminary version in Eurocrypt 2010).

Malecian, E., & Zakerolhsooeini, A. (2010). OTRU: A non-associative and high speed public key
cryptosystem (pp. 83-90). IEEE Computer Society.

Malecian, E., Zakerolhsooeini, A., & Mashatan, A. (2011). QTRU: A lattice attack resistant version
of NTRU PCKS based on quaternion algebra. The ISC International Journal of Information
Security, 3,29-42.

McEliece, R. J. (1978). A public-key cryptosystem based on algebraic coding theory. In DSN
Progress Report (pp. 42—44). Jet Propulsion Laboratory.


http://crypto.stanford.edu/craig

References 191

Micciancio, D. (2007). Generalized compact knapsacks, cyclic lattices, and efficient one-way func-
tions. Computational Complexity, 16(4), 365-411 (Preliminary version in FOCS 2002).

Micciancio, D., & Regev, O. (2007). Worst-case to average-case reductions based on Gaussian
measures. SIAM Journal of Computing,37(1), 267-302 (Preliminary version in FOCS 2004).

Micciancio, D., & Regev, O. (2009). Lattice-based cryptography. In Post Quantum Cryptography,
(pp. 147-191). Springer.

Nielsen, M., & Chuang, 1. (2000). Quantum computation and quantum information. Cambridge
University Press.

Peikert, C. (2009). Public-key cryptosystems from the worst-case shortest vector problem. In STOC
(pp. 333-342).

Peikert, C. (2016). A decade of lattice cryptography. Foundations and Trends in Theoretical Com-
puter Science

Peikert, C., & Waters, B. (2011). Lossy trapdoor functions and their applications. SIAM Journal of
Computing,40(6), 1803-1844 (Preliminary version in STOC 2008).

Regev, O. (2004). Lecture notes on lattices in computer science. Available at http://www.cs.tau.ac.
il/~odedr/teaching/lattices_fall_2004/index.html. Last accessed February 28, 2008.

Regev, O. (2004). New lattice-based cryptographic constructions. Journal of ACM,51(6), 899-942
(Preliminary version in STOC 2003).

Regev, O. (2009). On lattices, learning with errors, random linear codes, and cryptography. Journal
of ACM,56(6), 1-40 (Preliminary version in STOC 2005).

Regev, O. (2010). The learning with errors problem (invited survey). In IEEE Conference on Com-
putational Complexity (pp. 191-204).

Riauba, B. (1975). A central limit theorem for dependent random variables. Lithuanian Mathemat-
ical Journal, 185-200.

Rivest, R. L., Adleman, L., & Dertouzos, M. L. (1978). On data banks and privacy homomorphisms.
Foundations of Secure Computation, 4(11), 169—180.

Sahai, A., & Waters, B. (2005). Fuzzy identity-based encryption. In EUROCRYPT (pp. 457-473).

Shi, B. (2018). The spectral norms of geometric circulant matrices with the generalized k-Horadam
numbers. Journal of Inequalities and Applications, 14.

Shor, P. W. (1997). Polynomial-time algorithms for prime factorization and discrete logarithms on
a quantum computer. SIAM Journal Computing, 26(5), 1484—-1509.

Yasin, Y., & Taskara, N. (2013). On the inverse of circulant matrix via generalized k-Horadam
numbers. Applied Mathematics and Computation, 223, 191-196.

Zheng, Z. (2022). Modern cryptography. Remin University of China.

Zheng, Z., Liu, F,, Lu, Y., & Tian, K. (2022). Cyclic lattices, ideal lattices and bounds for the
smoothing parameter. Journal of Information Security, 13(4), 272-293.

Zheng, Z., Liu, F,, Huang, W., Xu, J., & Tian, K. (2022). A generalization of NTRUEncrypt-
Cryptosystem based on ideal lattice. Journal of Information Security, 13(3), 165-180.


http://www.cs.tau.ac.il/~odedr/teaching/lattices_fall_2004/index.html
http://www.cs.tau.ac.il/~odedr/teaching/lattices_fall_2004/index.html

	Preface
	Contents
	Notations
	1 Random Lattice Theory
	1.1 Fourier Transform
	1.2 Discrete Gauss Measure
	1.3 Smoothing Parameter
	1.4 Some Properties of Discrete Gauss Distribution

	2 Reduction Principle of Ajtai
	2.1 Random Linear System
	2.2 SIS Problem
	2.3 INCGDD Problem
	2.4 Reduction Principle

	3 Learning with Error
	3.1 Circulant Matrix
	3.2 SIS and Knapsack Problem on Ring
	3.3 LWE Problem
	3.4 Proof of the Main Theorem
	3.4.1 From LWE to DGS
	3.4.2 From DGS to Hard Problems on Lattice
	3.4.3 From D-LWE to LWE


	4 LWE Public Key Cryptosystem
	4.1 LWE Cryptosystem of Regev
	4.2 The Proof of Security
	4.3 Properties of Rounding Function
	4.4 General LWE-Based Cryptosystem
	4.5 Probability of Decryption Error for General Disturbance

	5 Cyclic Lattices and Ideal Lattices
	5.1 Some Basic Properties of Lattice
	5.2 Ideal Matrices
	5.3 φ-Cyclic Lattice
	5.4 Improved Upper Bound for Smoothing Parameter

	6 Fully Homomorphic Encryption
	6.1 Definitions and Examples
	6.2 Gadget Matrix and Gadget Technique
	6.3 Bounded Fully Homomorphic Encryption
	6.4 Construction of Gentry
	6.5 Attribute-Based Encryption

	7 A Generalization of NTRUencrypt
	7.1 φ-Cyclic Code
	7.2 A Generalization of NTRUencrypt

	Appendix  References
	


